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NEW QUESTION # 335

In a complex HCL Workload Automation 10.2 environment with a Master Domain Manager (MDM) upgraded to version 10.2.5
and multiple Dynamic Workload Consoles (DWC), you plan to replace the default self-signed certificates with CA-signed
certificates for enhanced security in communications between MDM and DWC. Which of the following steps are mandatory to
ensure seamless bidirectional trust after importing the new CA-signed server certificate into the MDM's TWSServerKeyFile.jks
keystore?

(Select three)

¢ A Update the SSL protocol settings in the server.xml file on the DWC to reference the new keystore password if changed

¢ B. Run the AgentCertificateDownloader utility on the DWC to propagate the new certificates

¢ C. Copy the updated TWSServerKeyFile.jks and TWSServerTrustFile.jks from the MDM to all DWC installations,
overwriting existing files

e D. Restart the WebSphere Liberty server on the MDM and DWC after keystore modifications

¢ E. Import the CA root certificate into the TWSServerTrustFile.jks on the MDM using keytool -importcert command with -
trustcacerts option

Answer: CD.E

Explanation:

Importing the CA root certificate into the TWSServerTrustFile.jks on the MDM using keytool -importcert command with -
trustcacerts option establishes trust for incoming connections and client authentications. Copying the updated
TWSServerKeyFile.jks and TWSServer TrustFile.jks from the MDM to all DWC installations, overwriting existing files synchronizes
the keystores to maintain mutual trust without manual recreation on each DWC. Restarting the WebSphere Liberty server on the
MDM and DWC after keystore modifications is required for the changes to take effect, as Liberty reloads the SSL configuration
only on restart in this context.

NEW QUESTION # 336

Dynamic Workload Broker Resource AdvisorConfig. properties network Weight=0.6 causes 38% job rejections to low-latency
pools during 4800 jobs/hour WAN optimization workload. Latency <20ms actual. What network scoring adjustment optimizes
placement?

A. networkThreshold=150ms;enableLatencyProbing=YES

B. resourceSelectAlgorithm=latency;network Weight=0.4

C. ResourceAdvisorContig. properties: network Weight=0.15;latencyWeight=0.25;rtt Threshold=50ns
D. cpuWeight=0.5;network Weight=0.2;memoryWeight=0.3

Answer: C

Explanation:

network Weight=0.15;latencyWeight=0.25;rtt Threshold=50ms prioritizes <20ms pools for 4800 jobs/hour WAN optimization
preventing 38% rejections; latencyspecific scoring vs network Threshold alone or generic weights optimizes Dynamic Workload
Broker placement for network-sensitive workloads.

NEW QUESTION # 337
Final job stream upgrade across HCL HWA 10.2 3800 streans fails 31% on dynamic agents during production cycle due to "SSL
handshake timeout port 31114". FTA complete normally. What enhanced parameter completes upgrade?

A. agent.dynamic.gateway.ssl.timeout=1800

B. planman resyncplan dynamic#* /SECURE

C. planman UPGRDJSTREAM dynamic#* /SSLWAIT=1800 /RETRY=12
D. conman "link dynamic#* /SSL"; upgrade

Answer: C

Explanation:

planman UPGRDJSTREAM dynamic#* /SSLWAIT=1800 /RETRY=12 extends SSL handshake timeout for port 31114 dynamic
agent instability; /RETRY=12 ensures 3800-stream completion versus FTA stability maintaining production cycle SSL resilience
across agent architectures.



NEW QUESTION # 338
HCL HWA 10.2 DWC SSL encryption with FIPS 140-2 compliance fails: "FIPS mode: Self-test failed". IBM Semeru JDK11
configured but crypto policy unlimited missing, Required jvm.options configuration?

e A export JAVA OPTS="$JAVA OPTS -Djava.security.egd=file/dev/./urandom -Dfips.provider=BCFIPS"
¢ B. jvmoptions: -Djdk.tls.client.protocols=TLSv1.3; -Dcom.ibm ssl.protocolProvider=IBMISSE2FIPS
e C. -Dcomibm.crypto.provider.preferred=FIPS; -Djava.security. properties=/opt/ibnvjava-semeru-
1 1/security/java.security fips
e D. server.xml: <ssl ssIProtoco="TLSv1.3" fipsMode="true"
enabledCipherSuites="TLS RSA WITH AES 256 CBC SHA256"/>

Answer: C

Explanation:

FIPS requires IBMISSE2FIPS provider and unlimited jurisdiction policy. Download IBM Semeru JDK 11 FIPS, configure
jvmoptions: - Dcom bm.crypto.provider.preferred=FIPS -Djava.security.properties=/opt/brnvjava-semeru-
11/fips/java.security fips where java.security fips enables BCFKS keystoreType. Liberty starts with FIPS self-tests passed, verify
ps aux |grep java shows FIPS provider active.

NEW QUESTION # 339

HCL HWA 10.2 Dynamic Workload Broker JobDispatcherConfig. properties retrylnterval=300s causes 27% SLA misses during
transient agent failovers (180 agents).

MaxRetries=3 exhausted. What retry optimization accelerates recovery?

A. JobDispatcherConfig. properties: retrylnterval=45;maxRetries=12;backoffMultiplier=1.5
B. heartbeatInterval=30;resourcePolllnterval=15

C. BrokerWorkstation.properties: agentFailoverGrace=180

D. CLIConfig.properties: failoverRetryLimit=20

Answer: A

Explanation:

retrylntervaF=45;maxRetries=12;backoffMultiplier=1.5 provides exponential backoff (45s,67s,101s...) recovering 27% SLA misses
during 180-agent failovers within 12 minutes versus fixed 300sx3=15min exhaustion; Broker-specific timing versus heartbeat
affecting discovery maintains Dynamic Workload Broker resilience optimization.
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