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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q660-Q665):

NEW QUESTION # 660
‘Which mode of IPSec should you use to assure security and confidentiality of data within the same LAN?

e A. AH permiscuous
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e B. AH Tunnel mode
e C. ESP confidential
e D. ESP transport mode

Answer: D

Explanation:

ESP (Encapsulating Security Payload) in transport mode is used for end-to-end communication between hosts within the same
LAN. It encrypts only the payload, not the header, ensuring confidentiality and integrity while maintaining efficient routing.
Reference - CEH v13 Official Study Guide:

Module 20: Cryptography

Quote:

"In ESP transport mode, only the data payload is encrypted, making it ideal for secure communication within a LAN where the [P
header must remain intact for routing." Incorrect Options Explained:

B & C. Not valid IPSec modes.

D). AH tunnel mode ensures integrity but does not provide encryption.

NEW QUESTION # 661
Your organization has signed an agreement with a web hosting provider that requires you to take full responsibility of the
maintenance of the cloud-based resources. Which of the following models covers this?

e A. service Infrastructure as a service
e B. Functions as a

e C. Software as a service

e D. Platformas a service

Answer: B

NEW QUESTION # 662
A penetration tester evaluates a secure web application using HTTPS, secure cookies, and multi- factor authentication. To hijack a
legitimate user's session without triggering alerts, which technique should be used?

A. Inplement a man-in-the-middle attack by compromising a trusted network device
B. Utilize a session token replay attack by capturing encrypted tokens

C. Performa Cross-Site Request Forgery (CSRF) attack to manipulate session tokens
D. Exploit a browser zero-day vulnerability to inject malicious scripts

Answer: C

Explanation:

CEH v13 describes Cross-Site Request Forgery (CSRF) as a technique that forces authenticated users to unknowingly execute
actions within a web application without their intent. Unlike session hijacking methods that require stealing or replaying session
cookies, CSRF exploits the trust relationship that the server has with a user's browser. Even with HTTPS, secure cookies, and
MFA, once a user is authenticated, the browser automatically sends session cookies with each request. Ifthe attacker convinces the
victim to load a maliciously crafted webpage or URL, the browser sends a forged request to the target application, executing actions
under the user’s authenticated session. CEH notes that secure cookies and MFA do not stop CSRF because no credentials are
stolen-only forced actions occur. This technique is sophisticated because it leaves mnimal traces, avoids direct cookie manipulation,
bypasses robust authentication mechanisis, and leverages design weaknesses rather than technical misconfigurations. Protection
typically requires anti-CSRF tokens and proper origin validation.

NEW QUESTION # 663
Which of the following Google advanced search operators helps an attacker in gathering information about websites that are similar
to a specified target URL?

e A [site:]
e B. [related:]
e C. [inurl]



e D. [info:]
Answer: B

Explanation:
related:This operator displays websites that are similar or related to the URL specified.

NEW QUESTION # 664
What two conditions must a digital signature meet?

A. Has to be unforgeable, and has to be authentic.

B. Must be unique and have special characters.

C. Has to be legble and neat.

D. Has to be the same number of characters as a physical signature and must be unique.

Answer: A

NEW QUESTION # 665
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