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EE4#T2

Which strategies can help prevent privilege escalation attacks in an Active Directory environment?
(Choose two)

Response:

A. Using antivirus software

B. Conducting regular privilege audits

C. Disabling PowerShell on user machines
D. Implementing multi-factor authentication
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EE#73
What role does the Windows Task Scheduler play in malware persistence?
Response:

A. Tt helps the system manage user permissions

B. It increases the efficiency of network traffic monitoring

C. It can be used by malware to execute payloads at specified times
D. It is used to encrypt data files periodically
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EHE #74
Which of'the following actions are effective in mitigating the risk of Kerberos ticket replay attacks?
Response:

A. Disabling Kerberos delegation on sensitive accounts

B. Regular patching of operating system and application vulnerabilities
C. Time synchronization between all clients and servers in the domain
D. Employing network-level encryption protocols such as [Psec
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EE#75

What are key indicators of lateral movement within a network?
(Choose Three)

Response:

A. Frequent changes in file permissions
B. Spike in database read operations
C. Anomalies in account logins

D. Unusual outbound traffic patterns
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EE #76

What is a typical sign that a payload has been successfully executed on a system?
(Choose Two)

Response:

e A Decreased load times for applications
¢ B. Unusual outbound network traffic
e (. Faster internet connection speeds



¢ D. Increased disk activity without user interaction
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