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Fortinet FCP_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Topic 2

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Topic 3

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Topic 4

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.
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Topic 5

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.
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The clients at home and abroad strive to buy our FCP_FGT_AD-7.6 study materials because they think our products are the best
study materials which are designed for preparing the test Fortinet certification. They trust our FCP_FGT_AD-7.6 study materials
deeply not only because the high quality and passing rate of our FCP_FGT_AD-7.6 study materials but also because our
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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q31-Q36):
NEW QUESTION # 31 
An administrator wanted to configure an IPS sensor to block traffic that triggers a signature set number of times during a specific
time period.
How can the administrator achieve the objective?

A. Use IPS filter, rate-mode periodical option.
B. Use IPS packet logging option with periodical filter option.
C. Use IPS filter, rate-mode periodical option.
D. Use IPS group signatures, set rate-mode 60.

Answer: A

Explanation:
The IPS filter with the rate-mode set to "periodical" allows the administrator to block traffic that triggers a signature a specified
number of times within a defined time period, meeting the requirement.

NEW QUESTION # 32 
You are encountering connectivity problems caused by intermediate devices blocking IPsec traffic.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You should use the protocol IKEv2.
B. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).
C. You can turn on fragmentation to fix large certificate negotiation problems.
D. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.

Answer: B,D

Explanation:
The training is basically trying to point out the advantage of FortiGate's SSL VPN over IPSec VPN in situation where issues are
caused by an intermediate device.
IPsec uses ESP and UDP 500 and 4500, so where these are blocked, SSL VPN tunnel mode shines because it uses HTTPS (443)
and TLS by default (both TCP).
Again where UDP ports are blocked, SSL VPN shines (Tunnel mode Hub and Spoke) because it does not use UDP.
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NEW QUESTION # 33 
Refer to the exhibits.



You are asked to implement an antivirus profile for files downloaded through FTP, HTTP, and HTTPS.
While testing, you are successful with HTTP and FTP protocols, but FortiGate does not block the file download over HTTPS.
What could be the cause?

A. The action on the firewall policy is not set to deny.
B. Web filter is not enabled on the firewall policy to complement the antivirus profile.
C. The feature set in the antivirus profile is not set to Flow-based.
D. The SSL inspection mode in the firewall policy is not deep content inspection.

Answer: D

Explanation:
The SSL inspection mode in the firewall policy is set to certificate-inspection, which only examines SSL certificates without



decrypting HTTPS traffic. Because of this, FortiGate cannot inspect or block files downloaded over HTTPS, as the content remains
encrypted. To enable antivirus scanning on HTTPS traffic, the SSL inspection mode must be set to deep-inspection, allowing the
FortiGate to decrypt, inspect, and re-encrypt the traffic.

NEW QUESTION # 34 
Refer to the exhibits. An administrator wants to add HQ-ISFW-2 in the Security Fabric. HQ-ISFW-
2 is in the same subnet as HQ-ISFW. After configuring the Security Fabric settings on HQ-ISFW-
2, the status stays Pending.

What can be the two possible reasons? (Choose two.)

A. Management IP must be set to 10.0.13.254.
B. SAML Single Sign-On must be set to Manual.
C. HQ-ISFW-2 must be authorized on HQ-ISFW.
D. Upstream FortiGate IP must be set to 10.0.11.254.

Answer: C,D

Explanation:



The Upstream FortiGate IP should match the IP address of the Fabric Root interface, which is
10.0.11.254, not 10.0.13.254.
The new device (HQ-ISFW-2) must be authorized on the Fabric Root (HQ-ISFW) before it can join the Security Fabric, otherwise
the status remains pending.

NEW QUESTION # 35 
An administrator notices that some users are unable to establish SSL VPN connections, while others can connect without any issues.
What should the administrator check first?

A. Ensure that the affected users are using the correct port number.
B. Ensure that forced tunneling is enabled to reroute all traffic through the SSL VPN
C. Ensure that the HTTPS service is enabled on SSL VPN tunnel interface
D. Ensure that user traffic is hitting the firewall policy.

Answer: A

Explanation:
The key part of the question is some users can connect and some cannot, which strongly suggests a client-side connection issue
rather than a firewall-policy issue (policy only applies after the tunnel is established).
For SSL-VPN, the first thing to check when users fail to connect is whether they are using the correct connection settings (especially
the port).

NEW QUESTION # 36
......
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