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Routing: This Aruba Certified Campus Access Mobility Expert Written exam section measures the ability
to design and troubleshoot routing topologies and functions, ensuring that data efficiently navigates through
complex networks, a key skill for HP solutions architects.
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Network Stack: This topic of the HP HPE7-A07 exam evaluates the ability of a senior HP RF network
engineer to analyze and troubleshoot network solutions based on customer issues. Mastery of this ensures
effective problem resolution in complex network environments.
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¢ Authentication
¢ Authorization: Senior HP RF network engineers are tested on their skills in designing and troubleshooting

AAA configurations, including ClearPass integration. This ensures that network access is securely managed
according to the customer's requirements.
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Security: This topic evaluates the ability of a senior HP RF network engineer to design and troubleshoot
security implementations, focusing on wireless SSID with EAP-TLS and GBP. It ensures the network is
secure from unauthorized access and threats.
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Troubleshooting: This topic of the HP HPE7-A07 exam assesses skills of a senior HP RF network
engineer in troubleshooting, It also assesses the ability to remediate issues in campus networks. It is vital for
ensuring network reliability and minimizing downtime in critical environments.
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Switching: Senior HP RF network engineers must demonstrate proficiency in implementing and
troubleshooting Layer 2

3 switching, including broadcast domains and interconnection technologies. This ensures seamless and
efficient data flow across network segments.
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A2 #32

Youare deploying a new AOS-10 mobility gateway cluster. Due to customer requirements, the gateways must be configured with
static IP addresses and are restricted from communicating using port 443 to any URLs except for *. central. arubanetworks.com
How would you onboard these gateways successfully into HPE Aruba Networking Central?

A B
B.E
C.D
D.C
E A
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Scenario Breakdown

* Static IP addressing is required # DHCP and ZTP are not options.

* Port 443 is restricted # The gateway cannot reach any activation service except for *.central

arubanetworks.com

* Therefore, the gateway must be manually provisioned (no DHCP option 43 or Activate redirect).

In this case, the correct workflow for AOS-10 gateway onboarding is "Static Activate and Configure", which allows manual
definition of:

* Controller VLAN

* Uplink port

* [P address

* Default gateway

* DNS IP address

These parameters enable the gateway to connect directly to Aruba Central using HTTPS (port 443) for registration.

# Aruba Official Reference Extract

From the ArubaOS 10.4 Gateway Onboarding and Provisioning Guide:

"When gateways cannot use DHCP or Activate for ZTP, use the Static Activate and Configure option.

Administrators must manually configure network settings (uplink interface, IP, default gateway, and DNS) so that the gateway can
reach *.central. arubanetworks.com on TCP 443."

"Full Setup and Configure is used only in isolated networks without Central connectivity, where manual country code, FQDN, and
role definitions are required before Central connection." Why the Correct Option is A

* Option A lists the fields under "Static Activate and Configure", which match Aruba's documented static onboarding procedure.
* This mode is specifically for restricted environments where port 443 access is limited only to Aruba Central, exactly as described
in the question.

# Why Other Options Are Incorrect

Option

Why Incorrect

B

"Full Setup and Configure" expects broader configuration including country code, role, and ACP FQDN - used for isolated systerns,
not Central onboarding.

C

Mixes parameters incorrectly (controller VLAN in "Full Setup") - not a valid documented onboarding mode.

D

Reverses configuration modes - "Static Activate" should have basic network info, not full setup parameters.

# Final Verified answer: A
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# Reference Sources (HPE Aruba Official Materials):

* Aruba AOS-10 Mobility Gateway Deployment Guide - Static Activate and Configure Procedure

* Aruba Central Device Onboarding Technical Guide - Restricted HTTPS Access Environments

* Aruba Certified Mobility Professional (ACMP) Study Guide - Gateway ZTP and Static Activation Methods

EE #33

You configured a WPA3-SAE with the following MAC Authentication Role Mapping in Cloud Authentication and Policy:

With further default settings assume a new Android phone is connected to the network. Which role will the client be assigned after
connecting for the first time?

A. lot-local

B. client will be rejected network access
C. unmatched-device

D. byod

HE: C
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The configuration shown in the third exhibit details a client role mapping that associates different client profile tags with specific client
roles. When a new device, such as an Android phone, connects to the network, it will be profiled and assigned a role based on the
mappings defined. If the device does not match any predefined profiles, it would be assigned the "unmatched-device" role. This is
under the assumption that default settings are in place and the client does not match the criteria for any of the specific roles like
"byod",

"jot-internet”, or "iot-local". Therefore, an Android phone connecting for the first time and not matching any specific profile tag would
be assigned to the "unmatched-device" role.

A2 #34

Your customer recently decided to build a new wireless network based on AOS-10. The following legacy settings still exist:

* The DHCP server still sends option 60 "ArubalnstantAP" and option 43 including the IP address of the ArWave server in the
ZTP VLAN.

* The DNS server has an entry for "aruba-airwave" pointing to the AirWave server.

The customer purchased new AP-655 access points and HPE Aruba Networking Central subscriptions.

Each AP is assigned to the "ACX-Group" in the Device Pre-provisioning section of Central, and the external firewall allows HTTPS
traffic between APs and the Internet.

‘What will happen when the new factory default APs are connected to the custommer's network for the first time?

A. The new APs will contact the IP address of AirWave learned from the DNS entry "aruba-airwave"

B. The new APs will contact the cloud and will be pointed to the IP address of AirWave

C. The new APs will contact the cloud and get the "ACX-Group" configuration in HPE Aruba Networking Central
D. The new APs will contact the IP address of ArWave from DHCP option 43

HE. C
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Comprehensive and Detailed Explanation (Verified Extract from HPE Aruba Networking Documentation) Beginning with ArubaOS
10 and the Wi-Fi 6/6E AP 6xx series (such as the AP-655), the default Zero- Touch Provisioning (ZTP) process has changed from
AirWave or Instant-based provisioning to Aruba Central Cloud-based provisioning,

Factory-default APs running AOS 10 automatically:

* Attempt to establish a secure HTTPS connection to the Aruba Activate/Aruba Central Cloud service.

* Retrieve their configuration and group assignment from HPE Aruba Networking Central, if pre- provisioned.

* Ignore legacy AirWave and Instant discovery options such as DHCP Option 43, Option 60, or DNS

"aruba-airwave", because these mechanisms apply only to AOS 8/Instant AP environments.

Official ArubaOS 10 Extract:

"Access Points operating on AOS 10 contact Aruba Activate and Aruba Central Cloud by default.

DHCP Option 43 and DNS entries for 'aruba-airwave' are ignored, as AOS 10 APs do not support AirWave- based ZTP." Thus,
the new AP-655 devices (factory-default) will bypass legacy AirWave options, reach out to the cloud provisioning endpoint, and
autormatically obtain their configuration for the 'ACX-Group' that has been pre- assigned in Central.

Option Analysis:

* A. Incorrect - AOS 10 APs ignore DHCP Option 43 for ArWave.



* B. Incorrect - The DNS entry 'aruba-airwave' is ignored in AOS 10.

* C. # Correct - The APs contact the Aruba Cloud and retrieve the pre-provisioned "ACX-Group" configuration.
* D. Incorrect - AOS 10 APs are never redirected to AirWave.

# Final Verified answer: C

# Reference Sources (HPE Aruba Official Materials):

* Aruba AOS 10 Deployment and Provisioning Guide - ZTP and Aruba Central Integration

* Aruba Wi-Fi 6/6E AP 6xx Series Installation and Provisioning Guide

* Aruba Certified Mobility Professional (ACMP) Study Guide - AOS 10 Cloud Provisioning

HE #35
A customer has recently deployed AP-615s at their new office and is wondering on which band the radios will operate with the
default configuration after creating a tri-band SSID. What should you tell them?

A. 6GHz will not be used unless manually configured

B. The AP will operate on the SGHz and 6GHz bands
C. The AP will operate on the 2.4GHz and 5SGHz bands
D. The AP will operate on the 2.4GHz and 6GHz bands

He: C

Y.

The Aruba AP-615 is a tri-band Wi-Fi 6E access point, capable of operating on the 2.4 GHz, 5 GHz, and 6 GHz bands. However,
in the default configuration, Aruba AP-615 radios operate in dual-band mode (2.4 GHz and 5 GHz).

The 6 GHz radio (the "E" band for Wi-Fi 6E) remains disabled by default until explicitly enabled by configuration through the
ArubaOS or Aruba Central interface.

According to the Aruba Access Point Configuration Guide and Wi-Fi 6E Deployment Guide:

"Tri-band APs such as the AP-615 support operation in 2.4GHz, 5GHz, and 6GHz frequency bands. By default, the AP operates in
dual-band mode (2.4GHz and 5GHz). The 6GHz band must be explicitly enabled by configuring the radio profile to tri-band mode."
Thus, when a tri-band SSID is created without explicitly modifying the radio band configuration, the AP-615 continues to use
2.4GHz and 5GHz by default.

Option Analysis:

* A. Incorrect - The 6GHz radio is not enabled by default.

* B. Correct - Default operation is on the 2.4GHz and 5GHz bands.

* C. Incorrect - 6GHz is only enabled through manual configuration.

* D. Incorrect - While partially true, the question specifies default tri-band SSID behavior, which defaults to 2.4GHz and 5GHz
Final Verified answer: B

Reference Sources (HPE Aruba Official Materials):

* Aruba Wi-Fi 6E Access Point Configuration and Deployment Guide

* Aruba AP-610 Series Datasheet

* ArubaOS 10.x Access Point Configuration Guide - Radio Profiles and Band Operation

HE #36

Exhibit.

After configuring VRRP between sw-1 and SW-2. you notice that both switches are showing as active. What could be the reason
for this issue?

A. SW-2 has no priority configurations for VRRP 1.
B. Both switches are configured as VRRP 'primary.’
C. VRRP preemptive mode is disabled.

D. SW-1 camreach SW-2 on VLAN 10.

3

"

: B
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In VRRP (Virtual Router Redundancy Protocol), only one switch should be the primary (master) for a given virtual IP address, with
the other switches being backups. If both switches are showing as active, it suggests a misconfiguration where both are set to act as
the primary for the same VRRP group. The exhibits provided indicate that both switches believe they are the active or primary for
the VRRP group, which is an incorrect configuration.
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