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¢ Incident Interactions and Reporting: This domain covers incident operations including states and actions,
= ‘War Room activities, incident relationships, and dashboard and report configuration for metrics and
A1 S
visualization.
¢ Playbook Development: This domain addresses automation through playbook creation including task
=x 2 configuration, context data manipulation, various task types, sub-playbooks with looping, filters and
transformers, debugger usage, built-ins and scripts, automation script creation, and job management.
o Threat Intelligence Management: This domain focuses on threat intelligence operations including indicator
=X 3 creation and configuration, indicator relationships, enrichment with source reliability, external intelligence

sharing, and exclusion list management.
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¢ Planning, Installation, and Maintenance: This domain covers system setup and admnistration including
authentication configuration, engine deployment, dev

M 4 ¢ prod environment planning, Marketplace pack management, integration instance configuration, and system

maintenance.

¢ Use Case Planning and Development: This domain focuses on designing security use cases through incident
and indicator lifecycle management, field and layout customization, classifier and mapper configuration,

FH 5 incident creation methods, pre

¢ post-processing, and incident type configuration with playbooks, layouts, SLAs, and lists.
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%| &l Security Operations XSOAR-Engineer T2 & E A (Q133-Q138):

AE #133
What are three diferent loop types in a playbook? (Choose three.)

e A. Conditional

e B. Data collection
e C. Automation
e D. For-each

¢ E. Built-in

Mg ABD

AE #134
‘What assigns newly ingested event attributes to incident fields?

¢ A. Mapping

¢ B. Playbooks
e C. Layouts

¢ D. Classification

HE: A

HEE #135
An organization has recently acquired another company as its subsidiary. The subsidiary has its infrastructure on AWS cloud as
illustrated in the image below:
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The organization wants to use the mail server location on the subsidiary's cloud to send emails. Without acquiring additional licenses,
which XSOAR component can fulfill the requirement?

A. XSOAR D2 Agents, to send the required emails.

B. An XSOAR engine that is downloaded from the XSOAR server and installed within the subsidiary.

C. Another XSOAR server that uses the same license as their primary XSOAR server.

D. A Linux server connected with an XSOAR server using SSH integration. Commands can be run remotely to access the
mail server.

Hg: D

HE #136
What determines the current verdict for an indicator when muiltiple sources provide different reliability scores and verdicts?.

A. Average verdict score from all sources.

B. Verdict provided by the source with the highest reliability score.
C. Verdict provided by the most recently updated source.

D. Highest severity verdict from all sources.

HY: B
ME,
The Threat Intelligence section specifies that XSOAR determines an indicator's verdict by selecting the verdict from the source that

has the highest reliability score.
Only when two sources have equal reliability does XSOAR choose the most severe (worst) verdict between them.

AE #137
Reliability scores in XSOAR range from A through F. What do A and F stand for?

A. F - Not usually reliable, A - Fairly Reliable

B. F - Unreliable, A - Conpletely Reliable

C. F - Reliability cannot be judged, A - Conmpletely Reliable
D. F - Not reliable, A - Usually Reliable

o
m

: B

EE #138
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