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HP#12
Refer to the exhibit. As an administrator you have created an IPS profile, but it is not performing as expected. While testing you got

the output as shown in the exhibit.
What could be the possible reason of the diagnose output shown in the exhibit?

HQ-NGFW—1 # diagnose test apgplication ipsmonitor
pid 2044,, ehgine count 0 (+1)
0 = pid=:2074%2074 cfg:1 master:0 run:1l

A. There is a no firewall policy configured with an IPS security profile.

B. FortiGate entered into IPS fail open state.

C. Administrator entered the command diagnose test application ipsmonitor 5.
D. Admmistrator entered the command diagnose test application ipsmonitor 99.

EfE: A

R -
The output shows the IPS engine count as 0, indicating no active IPS engines are running, This typically means no firewall policy is
referencing the IPS security profile, so the IPS profile is not being applied or triggered.

B #13
Refer to the exhibit.
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Sales portl <
N

e |
F::RTINET . % s 7
port2 1_ lﬂﬁffil

Web server

Engineering

FortiGate has two separate firewall policies for Sales and Engineering to access the same web server with the same security profiles.
Which action must the administrator performto consolidate the two policies into one?

A. Create an Interface Group that includes portl and port2 to create a single firewall policy.
B. Replace portl and port2 with the any interface in a single firewall policy.

C. Select portl and port2 subnets in a single firewall policy.

D. Enable Multiple Interface Policies to select portl and port2 in the same firewall policy.

Ef#: A

fiE it

To consolidate two firewall policies that use different incoming interfaces (port1 and port2) but have the same destination, services,
and security profiles, the administrator should create an Interface Group that includes both portl and port2.

This allows a single firewall policy to apply to traffic from both interfaces, simplifying management while maintaining consistent
security enforcement.

B #14
Refer to the exhibit.

Profile Mame &

Maonltoring_Access

NOC Access
praf_admin

super_admin

The NOC team connects to the FortiGate GUI with the NOC_Access admin profile. They request that their GUI sessions do not
disconnect too early during inactivity.
‘What must the administrator configure to answer this specific request from the NOC team?

A. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.
B. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access

C. Increase the admintimeout value under config system accprofile NOC_Access.

D. Move NOC_Access to the top of'the list to ensure all profile settings take effect.

Ef: C
fEE s

The admintimeout setting in the admin access profile controls the nactivity timeout for GUI sessions. Increasing this value will extend
the session duration before automatic disconnection.



HE #15
Refer to the exhibit, which shows a partial configuration from the remote au‘rhentlcatlon server.

IRTINET. G,

Attribute Vendor Actions

Fort ; N Training Fortinet SR

Why does the FortiGate administrator need this configuration?

A. To authenticate Any FortiGate user groups.

B. To authenticate only the Training user group.

C. To authenticate and match the Training OU on the RADIUS server.
D. To set up a RADIUS server Secret.

IEf#: B
fR e :

The Fortinet-Group-Nanre attribute is used to restrict authentication to users who belong specifically to the "Training” user group on
the RADIUS server.

R #16

Refer to the exhibits. An administrator creates a new address object on the root FortiGate (HQ- NGFW-1) in the Security Fabric.
After synchronization, this object is not available on the downstream FortiGate (HQ-ISFW).

What must the administrator do to synchronize the address object?

Security Fabric physical topology view

A | Q Search Device Trafficv | A No Critical Risk

Upstream Internet ~ Metrics Sessions

F““FITII'IET
a oz e (®

HQ-NGFW-1 HQ-ISFW
Fabric Root

FortiAnalyzer




New address obje¢ton HGNGFWIH= T

Edit Address

Name Net_Add_1 o&
Color B Cha ‘o
Interface @ -

Type 6“‘\&1& v

IP/Netmask *, 10.10.10.0 255.255.255.0
Fabric global ohct o ©

Routing configuration B

Comments Write a comment... %4 0/255

Security Fabric configuration on HQ-NGFW-1

HQ-NGFW-1 # show full-configuration system csf
config system csf

set status enable

set uid “10e202dadf887c02ac8bafa024228d86d4”

set upstream ‘' °

set source-ip 0.0.0.0

set upstream-interface-select-method auto

set upstream-port 8013

set-group-name “Fortinet”

set group-password ENC M8h5eGm9sVziS5S55PpSy
YEaCjk/95pOMH]1 lmMj ¥Y3dkVA

set accept-auth-by-cert enable

set Jlodg=unification enable

set authorization-request-type serial
202 Y [T Fe-vorkers 2

set downstream-access disable

set configuration-sync default

set fabric-object-unification local

set saml-configuration-sync default




Security Fabric contgurauon on HQ-15FW

HQ-NGFW-1 # show full-configuration system csf
config system csf

set status enable

set uid “dd0263000£a8205£fc0d9%240fafS5c818~

set upstream “10.0.11.254"

set source-ip 0.0.0.0

set upstream-interface-select-method auto

set upstream-port 8013

set-group-name ‘'

set accept-auth-by-cert enable

set log-unifitéation enable

set authorization-request-type serial
=== SET [fafEiF vworkers 2

set downstream-access disable

set configuration-sync default

set saml-configuration-sync local

set file-mgmt enable

set file-quota 0

set file-quota-warning 90
end

A. Change the csfSetting on HQ-ISFW (downstream) to set saml-configuration-sync default.
B. Change the csfsetting on HQ-NGFW-1 (root) to set fabric-object-unification default.

C. Change the csfsetting on both devices to set downstream-access enable.

D. Change the csfsetting on HQ-ISFW (downstream) to set configuration-sync local.

iIFf@#: B

fER:

On HQ-NGFW-1 (the root FortiGate), the setting set fabric-object-unification local prevents address objects created on the root
from synchronizing downstream. To propagate objects across the Security Fabric, this must be set to default. Changing the root's csf
configuration to set fabric-object-unification default ensures that new address objects are synchronized to HQ-ISFW and other
downstream devices.

B #17
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