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What is by far the most common tactic used by ransonmware to shut down a victim's operation?

A. preventing the victim from being able to access APIs to cripple infrastructure
B. denying traffic out of the victims network until payment is received

C. encrypting certain files to prevent access by the victim

D. restricting access to administrative accounts to the victim

EfE: C
AR :

Ransonmware is a type of malicious software, or malware, that encrypts certain files or data on the victim's system or network and
prevents them from accessing their data until they pay a ransom. This is by far the most common tactic used by ransonware to shut
down a victim's operation, as it can cause costly disruptions, data loss, and reputational damage. Ransomware can affect individual
users, businesses, and organizations of all kinds. Ransomware can spread through various methods, such as phishing emails,
malicious attachments, compromised websites, or network vulnerabilities. Some ransomware variants can also self-propagate and
nfect other devices or networks. Ransomware authors typically demand payment in cryptocurrency or other untraceable methods,
and may threaten to delete or expose the encrypted data if the ransom is not paid within a certain time frame. However, paying the
ransom does not guarantee that the files will be decrypted or that the attackers will not target the victim again. Therefore, the best
way to protect against ransomware is to prevent infection in the first place, and to have a backup of the data in case of an
attack1234 Reference:

What is Ransomware? | How to Protect Against Ransomware in 2023

Ransonware - Wikipedia

What is ransomware? | Ransomware meaning | Cloudflare

[What Is Ransonmware? | Ransormware.org)|

[Ransomware - FBI]
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In Cortex XDR management console scheduled reports can be forwarded to which of the following applications/services?

A. Jira

B. Salesforce
C. Service Now
D. Slack

Ef#: D

TR

Cortex XDR allows you to schedule reports and forward themto Slack, a cloud-based collaboration platform. You can configure
the Slack channel, frequency, and recipients of the scheduled reports. You can also view the report history and status in the Cortex
XDR management console. Reference:

Scheduled Queries: This document explains how to create, edit, and manage scheduled queries and reports in Cortex XDR.
Forward Scheduled Reports to Slack: This document provides the steps to configure Slack integration and forward scheduled
reports to a Slack channel.
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Which type of IOC can you define in Cortex XDR?

A. Source IP Address

B. Destination IP Address: Destination
C. Source port

D. Destination IP Address

Ef#: D



RN -

Cortex XDR allows you to define IOC rules based on various types of indicators of compromise (IOC) that you can use to detect
and respond to threats in your network. One of the types of IOC that you can define in Cortex XDR is destination IP address,
which is the IP address of the remote host that a local endpoint is communicating with. You can use this type of TOC to identify
malicious network activity, such as connections to command and control servers, phishing sites, or malware distribution hosts. You
can also specify the direction of the network traffic (inbound or outbound) and the protocol (TCP or UDP) for the destination IP
address IOC. Reference:

Cortex XDR documentation portal

Is there a possibility to create an IOC list to employ it in a query?

Cortex XDR Datasheet
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Which of the following is an example of a successful exploit?

A. executing a process executable for well-known and signed software.

B. a user executing code which takes advantage of a vulnerability on a local service.
C. connecting unknown media to an endpoint that copied malware due to Autorun.
D. identifying vulnerable services on a server.

Ef#: B

fEEHL -

A successful exploit is a piece of software or code that takes advantage of a vulnerability and executes malicious actions on the
target system A vulnerability is a weakness or flaw in a software or hardware component that can be exploited by an attacker. A
successful exploit is one that achieves its intended goal, such as gaining unauthorized access, executing arbitrary code, escalating
privileges, or compromising data.

In the given options, only B is an example of a successful exploit, because it involves a user executing code that exploits a
vulnerability on a local service, such as a web server, a database, or a network protocol. This could allow the attacker to gain
control over the service, access sensitive information, or perform other malicious actions.

Option A is not a successful exploit, because it involves connecting unknown media to an endpoint that copied malware due to
Autorun. Autorun is a feature that automatically runs a program or script when a removable media, such as a USB drive, is inserted
into a computer. This feature can be abused by malware authors to spread their malicious code, but it is not an exploit in itself. The
malware still needs to exploit a vulnerability on the endpoint to execute its payload and cause damage.

Option C is not a successful exploit, because it involves identifying vulnerable services on a server. This is a step in the
reconnaissance phase of an attack, where the attacker scans the target system for potential vulnerabilities that can be exploited.
However, this does not mean that the attacker has successfully exploited any of the vulnerabilities, or that the vulnerabilities are even
exploitable.

Option D is not a successful exploit, because it involves executing a process executable for well-known and signed software. This is
a legitimate action that does not exploit any vulnerability or cause any harm. Well-known and signed software are prograns that are
widely used and trusted, and have a digital signature that verifies their authenticity and integrity. Executing such software does not
pose a security risk, unless the software itself is malicious or compromised.

Reference:

Palo Alto Networks Certified Detection and Remediation Analyst (PCDRA) Study Guide, page 8 What Is an Exploit? Definition,
Types, and Prevention Measures(https://heimdalsecurity.com/blog/what-is-an-exploit/) Exploit Definition & Meaning - Merriam-
Webster(https:/www.merriam-webster.convdictionary/exploit)

HH #94
In the Cortex XDR console, from which two pages are you able to manually perform the agent upgrade action? (Choose two.)

A. Endpoint Administration
B. Asset Management

C. Action Center

D. Agent Installations

EME: AL B

A -
To manually upgrade the Cortex XDR agents, you can use the Asset Management page or the Endpoint Administration page in the
Cortex XDR console. On the Asset Management page, you can select one or more endpoints and click Actions > Upgrade Agent.



On the Endpoint Administration page, you can select one or more agent versions and click Upgrade. You can also schedule
autormatic agent upgrades using the Agent Installations page. Reference:

Asset Management

Endpoint Administration

Agent Installations
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