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Fortinet NSE 8 - Written Exam (NSE8_812) NSE8_812 Prüfungsfragen mit
Lösungen (Q33-Q38):
33. Frage 
Refer to the exhibit showing a firewall policy configuration.

To prevent unauthorized access of their cloud assets, an administrator wants to enforce authentication on firewall policy ID 1.
What change does the administrator need to make?
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A. 

B. 

C. 

D. 

Antwort: A

Begründung:
The firewall policy in the exhibit allows all traffic from the internal network to the cloud. To enforce authentication on this traffic, the
administrator needs to add the auth-on-demand option to the policy. This option will force all users to authenticate before they are
allowed to access the cloud.
The following is the correct configuration:
config firewall policy
edit 1
set srcintf "internal"
set dstintf "wan1"
set srcaddr "all"
set dstaddr "all"
set service "all"
set action accept
set auth-on-demand enable
References:
Configuring firewall authentication | FortiGate / FortiOS 7.4.0 - Fortinet Document Library Firewall policy configuration | FortiGate /
FortiOS 7.4.0 - Fortinet Document Library

34. Frage 
Refer to the exhibit, which shows diagnostic output.



A customer reports that ICMP traffic flow from 192.168.1.11 to 93.190.134.171 is not corresponding to the SD-WAN setup.
What is the problem in this scenario?

A. Route for the destination IP is missing in the routing table.
B. SD-WAN Rule is matching only DNS traffic.
C. Port1 is used because it has more available bandwidth.
D. Traffic is matched by policy route.

Antwort: D

35. Frage 
Refer to the exhibit, which shows a Branch1 configuration and routing table.



In the SD-WAN implicit rule, you do not want the traffic load balance for the overlay interface when all members are available.
In this scenario, which configuration change will meet this requirement?

A. Change the load-balance-mode to source-ip-based.



B. Configure the priority in each overlay member to 10.
C. Create a new static route with the internet sdwan-zone only
D. Configure the cost in each overlay member to 10.

Antwort: B

Begründung:
The default load balancing mode for the SD-WAN implicit rule is source IP based. This means that traffic will be load balanced
evenly between the overlay members, regardless of the member's priority.
To prevent traffic from being load balanced, you can configure the priority of each overlay member to 10.
This will make the member ineligible for load balancing.
The other options are not correct. Changing the load balancing mode to source-IP based will still result in traffic being load
balanced. Creating a new static route with the internet sdwan-zone only will not affect the load balancing of the overlay interface.
Configuring the cost in each overlay member to 10 will also not affect the load balancing, as the cost is only used when the implicit
rule cannot find a match for the destination IP address.

https://docs.fortinet.com/document/fortigate/6.4.0/sd-wan-deployment-for-mssps/775385/defining-interface- members

36. Frage 
Refer to the exhibits.



The exhibits show a FortiGate network topology and the output of the status of high availability on the FortiGate.
Given this information, which statement is correct?

A. The ethertype values of the HA packets are 0x8890, 0x8891, and 0x8892
B. The cluster members are on the same network and the IP addresses were statically assigned.
C. FGVMEVLQOG33WM3D and FGVMEVGCJNHFYI4A share a virtual MAC address.
D. The cluster mode can support a maximum of four (4) FortiGate VMs

Antwort: C

Begründung:
The output of the status of high availability on the FortiGate shows that the cluster mode is active-passive, which means that only one
FortiGate unit is active at a time, while the other unit is in standby mode. The active unit handles all traffic and also sends HA
heartbeat packets to monitor the standby unit. The standby unit becomes active if it stops receiving heartbeat packets from the active
unit, or if it receives a higher priority from another cluster unit. In active-passive mode, all cluster units share a virtual MAC address
for each interface, which is used as the source MAC address for all packets forwarded by the cluster. Reference:
https://docs.fortinet.com/document/fortigate/6.4.0/cookbook/103439/high-availability-with-two-fortigates

37. Frage 
Refer to the exhibit, which shows a VPN topology.



The device IP 10.1.100.40 downloads a file from the FTP server IP 192.168.4.50 Referring to the exhibit, what will be the traffic
flow behavior if ADVPN is configured in this environment?

A. ADVPN is not supported when spokes are behind NAT
B. The TCP port 21 must be allowed on the NAT Device2
C. All the session traffic will pass through the Hub
D. Spoke1 will establish an ADVPN shortcut to Spoke2

Antwort: D

Begründung:
D is correct because Spoke1 will establish an ADVPN shortcut to Spoke2 when it detects that there is a demand for traffic between
them. This is explained in the Fortinet Community article on Technical Tip: Fortinet Auto Discovery VPN (ADVPN) under
Summary - ADVPN sequence of events. Reference: https://community.fortinet.com/t5/FortiGate/Technical-Tip-Fortinet-Auto-
Discovery-VPN-ADVPN/ta-p/195698

38. Frage
......
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