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33. Frage
Refer to the exhibit showing a firewall policy configuration.

‘What change does the admmistrator need to make?


https://www.echtefrage.top/NSE8_812-deutsch-pruefungen.html
https://www.it-pruefung.com/NSE8_812.html

e D
Antwort: A

The firewall policy in the exhibit allows all traffic from the internal network to the cloud. To enforce authentication on this traffic, the
administrator needs to add the auth-on-demand option to the policy. This option will force all users to authenticate before they are
allowed to access the cloud.

The following is the correct configuration:

config firewall policy

edit 1

set sreintf "internal”

set dstintf "wan1"

set srcaddr "all"

set dstaddr "all"

set service "all"

set action accept

set auth-on-demand enable

References:

Configuring firewall authentication | FortiGate / FortiOS 7.4.0 - Fortinet Document Library Firewall policy configuration | FortiGate /
FortiOS 7.4.0 - Fortinet Document Library

34. Frage
Refer to the exhibit, which shows diagnostic output.



rGT-3oW-1 § diagnose sys sdwan health-check status CI.NIC_DN®
Health Check (C3.NIC_DN3):

B8eqil portl): state(alive), packet-loss(0.000%)
latency(79.164), jitter(2.861), bandwidth-up(45588), bandwidth-
dw({49575), bandwidth-bi(55963) ala_map=0x0

8eqi(2 portl): state{alive), packet-loss(0.000%) latency(2.215),
jitter(0.701), bandwidth-up(99591), bandwidth=dw(5950),
bandwidth-bi (19%81) sla_map=Oxl

FGT-30M-1 § diagnose sys adwan service
Sarvice(l): Addreas Mode (IPV4) £flage=Ox200 use-shortcut-sla
Gen(2), TO8(0x0/0x0), Protocol(0: 1->65535), Mode(priczity),
link-cost-factor (latency), link-cost-thresheld(1Q). heath-
check (C2.NIC_DNS)
Mambers (2) =
1: Seq num(2 port2), alive, latency: 2.343, selected
2: Seq _num(l portl), alive, latency: 107.004, selected
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FGT-3DW-1 § diagnose firewall proute list
list route policy info(vf=root):

id=l decp_ tag=Oxff Oxff flage=(x0 tos=0x00

protocel=0 sport=0-0 iif=7 dport=0-£3333% pEE:EHITIIQE
gwy=158.18.11.2%4

source(l): 192.168.1.0-192.168.1.255

destination wildeard{l): 93.19%0.134.0/255.255.255.0
hit_count=21 last_used=2022-07-14 16:55:42

id=21320026€05 (0x7£150001) wwl_service=l (Internet) wwl_mbr_ segqs=l
1 descp_tag=0Oxff Oxff flags=0x0 tos=0x00 tos_mask=0x00 protocol=
0 sport=0-€5535 iif=0 dport=1-€5533 path(2) oif=4(portl) oif=
3 (portl)

scurce(l): 19%2.160.1.0-192.168.1.255

destinacion(l): 53.1%0.134.171-93.150.134.171

hit_count=25 last_used=2022-07-14 16:55:21

A customer reports that ICMP traffic flow from 192.168.1.11 to 93.190.134.171 is not corresponding to the SD-WAN setup.
What is the problem in this scenario?

A. Route for the destination IP is missing in the routing table.
B. SD-WAN Rule is matching only DNS traffic.

C. Portl is used because it has more available bandwidth.
D. Traffic is matched by policy route.

Antwort: D

35. Frage
Refer to the exhibit, which shows a Branchl configuration and routing table.
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In the SD-WAN implicit rule, you do not want the traffic load balance for the overlay interface when all members are available
In this scenario, which configuration change will meet this requirement?

¢ A. Change the load-balance-mode to source-ip-based.




¢ B. Configure the priority in each overlay member to 10.
¢ C. Create a new static route with the internet sdwan-zone only
¢ D. Configure the cost in each overlay member to 10.

Antwort: B

Begriindung;

The default load balancing mode for the SD-WAN implicit rule is source IP based. This means that traffic will be load balanced
evenly between the overlay members, regardless of the member's priority.

To prevent traffic from being load balanced, you can configure the priority of each overlay member to 10.

This will make the member ineligible for load balancing,

The other options are not correct. Changing the load balancing mode to source-IP based will still result in traffic being load
balanced. Creating a new static route with the internet sdwan-zone only will not affect the load balancing of the overlay interface.
Configuring the cost in each overlay member to 10 will also not affect the load balancing, as the cost is only used when the implicit
rule cannot find a match for the destination IP address.

Option Description F HTI n ET

Change the load-balance-mode to source-ip-

Will still result in traffic being load balanced.
based

Create a new static route with the internet

Will not.affect the.load balancing of the overlay interface.
sdwan-zone only

Configure the cost in each overlay member to Will not affect the load balancing, as the cost is only used when the implicit rule cannot find a match
10 for the destination IP address.

Configure the priority in each overlay member
to 10

httpsz//docs.fortinet.convdocument/fortigate/6.4.0/sd-wan-deployment-for-mssps/775385/defining-interface- members

Will prevent traffic from being load balanced.

36. Frage
Refer to the exhibits.
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The exhibits show a FortiGate network topology and the output of the status
Given this information, which statement is correct?

A. The ethertype values of the HA packets are 0x8890, 0x8891, and 0x8892

B. The cluster members are on the same network and the IP addresses were statically assigned.
C. FGVMEVLQOG33WM3D and FGVMEVGCINHFYI4A share a virtual MAC address.
D. The cluster mode can support a maximum of four (4) FortiGate VMs

Antwort: C

Begrindung:

The output of the status of high availability on the FortiGate shows that the cluster mode is active-passive, which means that only one
FortiGate unit is active at a time, while the other unit is in standby mode. The active unit handles all traffic and also sends HA
heartbeat packets to monitor the standby unit. The standby unit becomes active if it stops receiving heartbeat packets from the active
unit, or if it receives a higher priority from another cluster unit. In active-passive mode, all cluster units share a virtual MAC address
for each interface, which is used as the source MAC address for all packets forwarded by the cluster. Reference:
httpsv/docs.fortinet.convdocument/fortigate/6.4.0/cookbook/103439/high-availability-with-two- fortigates

37. Frage
Refer to the exhibit, which shows a VPN topology.
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The device IP 10.1.100.40 downloads a ﬁle fromthe FTP server]P
flow behavior if ADVPN is configured in this environment?

e A. ADVPN is not supported when spokes are behind NAT
e B. The TCP port 21 must be allowed on the NAT Device2
e C. All the session traffic will pass through the Hub

e D. Spokel will establish an ADVPN shortcut to Spoke2

Antwort: D

D is correct because Spokel will establish an ADVPN shortcut to Spoke2 when it detects that there is a demand for traffic between
them This is explained in the Fortinet Community article on Technical Tip: Fortinet Auto Discovery VPN (ADVPN) under
Summary - ADVPN sequence of events. Reference: https://commumnity. fortinet.com/tS/FortiGate/Technical- Tip- Fortinet- Auto-
Discovery- VPN-ADVPN/ta-p/195698
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