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VMware Advanced VMware Cloud Foundation 9.0 vSphere Kubernetes
Service Sample Questions (Q28-Q33):

NEW QUESTION # 28
An administrator has been tasked to temporarily scale the Control Plane of a VKS cluster with no service disruption. How should
the admmistrator accomplish this task?
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A. Edit the cluster.yam file to change the number of Control Plane replicas.

B. Delete and redeploy the cluster with the desired number of Control Plane nodes.
C. Create a new namespace with the desired number of Control Plane nodes.

D. Create a new cluster in the namespace with the requested number of nodes.

Answer: A

Explanation:

VKS cluster lifecycle is managed using adeclarative API: you usekubectl with a YAML fileto specify the desired state of the cluster
(for example: "how many nodes," Kubernetes version, sizing, and storage). After the cluster is created, youupdate the YAMLto
update the cluster. This is why the correct operational approach is to modify the cluster manifest (cluster.yaml) rather than deleting
and redeploying.

Additionally, VKS uses muiltiple controller layers, whereCluster APIand theVirtual Machine Serviceare responsible for provisioning
and managing the lifecycle of the control plane and worker node VMs that make up the VKS cluster. In other words, when you
change the declared state for control plane sizing/replica count in the cluster YAML, the platform reconciles to that new state by
adjusting the underlying control plane VMs through the supported controllers, instead of requiring disruptive "tear down and rebuild"
operations.

So, editing the cluster.yaml to adjust the control plane replica count is the method that matches the documented VKS declarative
operations model and controller-driven reconciliation.

NEW QUESTION # 29

A Cloud Admmistrator is troubleshooting a "Configuring hang during the enabling of Workload Management on a cluster using the
NSX Advanced Load Balancer (Avi) with VDS networking.

The Supervisor Control Plane VMs have powered on, but the process does not advance. The administrator checks the Avi
Controller dashboard and notices that no Virtual Services (VS) have been created for the Supervisor VIP.

Review the following log snippet from the Supervisor's wepsve.log:

E1125 14:00:05.123 [avi_controller client] Failed to authenticate to Avi Controller '192.168.20.10'":

401 Unauthorized. Invalid credentials.

What is the corrective action? (Choose 2.)

e A Verify that the username and password specified for the Avi Controller in the Workload Management wizard are correct
and have not expired.

¢ B. Ensure the Avi Controller certificate provided during setup matches the current certificate on the Avi Controller (check for
thumbprint mismatch).

e C. Restart the Avi Service Engines.

e D. Update the credentials in the Supervisor configuration via the vSphere Client.

e E. Re-deploy the Supervisor Control Plane VMs.

Answer: A,D

NEW QUESTION # 30

A Security Operations Analyst needs to configure access for an external OIDC provider (e.g., Okta) to allow developers to
authenticate to TKG clusters.

Review the available configuration interfaces:

1. vSphere Client > Administration > Single Sign-On > Configuration > Identity Provider

2. Supervisor Control Plane VM (via SSH) > /etc/pam.d/

3. NSX Manager > System> Users > External

4. Tanzu Mission Control > Identity

Where must the analyst configure the upstream OIDC Identity Provider trust relationship so that it applies to the Supervisor Cluster
and its Namespaces?

A. Interface 1
B. Interface 3
C. Interface 2
D. Interface 4

Answer: A



NEW QUESTION # 31
What role does Contour play ina VMware vSphere Kubernetes Service (VKS) architecture?

A. Contour provides load balancing for ingress traffic.

B. Contour provides encryption services for pod to pod network traffic.
C. Contour provides ingress management at the application layer.

D. Contour provides egress management at the application layer.

Answer: C

Explanation:

Contour is a high-performance Ingress controller for Kubernetes that serves as the control plane for the Envoy edge and service
proxy. Within the VMware Cloud Foundation (VCF) 9.0 and vSphere Kubernetes Service (VKS) architecture, Contour is a critical
component used to manage how external traffic reaches services running inside a cluster. It functions specifically at the application
layer (Layer 7 of the OSI model), enabling sophisticated routing based on HTTP paths, hostnames, and headers.

By utilizing the Envoy proxy, Contour provides a scalable and maintainable way to handle standard Kubernetes Ingress resources as
well as the more advanced HTTPProxy customresource definitions (CRDs).

Ina VKS environment, once the Supervisor is configured and a workload cluster is deployed, Contour is typically installed as a
managed package to provide ingress services. It handles essential tasks such as SSL

/TLS termination, which offloads the encryption overhead from individual application pods, and supports advanced traffic
management patterns like canary deployments or blue-green updates. Unlike traditional load balancers that may operate only at
Layer 4, Contour's deep integration with the Kubernetes API allows it to dynamically update routing rules as pods scale or fail,
ensuring high availability and fine-grained control for containerized applications. This makes it the standard solution for application-
layer ingress management across the VMware Tanzu and VKS ecosystem

NEW QUESTION # 32

An admmnistrator is updating a VMware vSphere Kubernetes Service (VKS) cluster by editing the cluster manifest. When saving,
there is no indication that the edit was successful.

Based on the scenario, what action should the administrator take to edit and apply changes to the manifest?

A. Restart the VKS services and edit the file again.

B. Verify the account editing the cluster manifest has appropriate permissions.
C. Define the KUBE EDITOR or EDITOR environment variable.

D. Ensure the file permissions are set to read-write.

Answer: C

NEW QUESTION # 33
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