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Cisco Implementing and Configuring Cisco Identity Services Engine Sample
Questions (Q257-Q262):

NEW QUESTION # 257

An admmnistrator must block access to BYOD endpoints that were onboarded without a certificate and have been reported as stolen
in the Cisco ISE My Devices Portal. Which condition must be used when configuring an authorization policy that sets DenyAccess
permission?

A. Endpoint Identity Group is Blocklist, and the BYOD state is Reinstate.
B. Endpoint Identify Group is Blocklist, and the BYOD state is Pending.
C. Endpoint Identity Group is Blocklist, and the BYOD state is Registered.
D. Endpomt Identity Group is Blocklist, and the BYOD state is Lost.

Answer: C

Explanation:
httpsy/www.cisco.com/c/en/us/td/docs/security/ise/2-6/admin_guide/b ISE 26 admin guide/b ISE admin 26 byod.html

NEW QUESTION # 258
Wireless network users authenticate to Cisco ISE using 802.1X through a Cisco Catalyst switch. An engneer must create an


https://drive.google.com/open?id=1LTdWL05mLFf2ktZblOMndRC6Gq_56See
https://www.examdiscuss.com/Cisco/exam/300-715/questions/
https://www.verifieddumps.com/300-715-valid-exam-braindumps.html
https://www.freepdfdump.top/300-715-valid-torrent.html
https://www.exam4labs.com/300-715-practice-torrent.html

updated configuration to assign a security group tag to the user's traffic using inline tagging to prevent unauthenticated users from
accessing a restricted server. The configurations were performed:

* configured Cisco ISE as a Cisco TrustSec AAA server

* configured the switch as a RADIUS device in Cisco ISE

* configured the wireless LAN controller as a TrustSec device in Cisco ISE

* created a security group tog for the wireless users

* created a certificate authentication profile

# created an identity source sequence

* assigned an appropriate security group tag to the wireless users

* defined security group access control lists to specify an egress policy

* enforced the access control lists on the TrustSec policy matrix in Cisco ISE

* configured TrustSec on the switch

* configured TrustSec on the wireless LAN controller

‘Which two actions must be taken to complete the configuration? (Choose two.)

A. Create static IP-to-SGT mapping for the restricted web server.

B. Configure Security Group Tag Exchange Protocol on the wireless LAN controller.

C. Configure Security Group Tag Exchange Protocol to distribute IP to security group tags on Cisco ISE.
D. Configure Security Group Tag Exchange Protocol on the switch.

E. Configure inline tag propagation on the switch and wireless LAN controller.

Answer: CE

NEW QUESTION # 259

An admmnistrator has added a new Cisco ISE PSN to their distributed deployment.

Which two features must the admmistrator enable to accept authentication requests and profile the endpoints correctly, and add them
to their respective endpoint identity groups? (Choose two )

A. Posture Services

B. Radius Service

C. Endpoint Attribute Filter
D. Session Services

E. Profiling Services

Answer: D,E

Explanation:

httpss//www.cisco.comvc/en/us/td/docs/security/ise/2-

4/admin_guide/b ISE admin guide 24/m setup cisco_ise.htmiftreference 94D3872F7DED452
2909A3FF3ECFCDB23

Policy Service Check this check box to enable any one or all of the following services:

Enable Session Services: Check this check box to enable network access, posture, guest, and client-provisioning services.
Enable Profiling Service: Check this check box to enable the Profiling service.

NEW QUESTION # 260

An administrator for a small network is configuring Cisco ISE to provide dynamic network access to users.

Management needs Cisco ISE to not automatically trigger a CoA whenever a profile change is detected.

Instead, the administrator needs to verify the new profile and manually trigger a CoA. What must be configuring in the profiler to
acconplish this goal?

A. Port Bounce
B. Reauth

C. No CoA

D. Session Query

Answer: C

Explanation:
https//ciscocustormer.lookbookhq.conviseguidedjourney/ISE-profiling-policies



NEW QUESTION # 261
An engineer is configuring static SGT classification. Which configuration should be used when authentication is disabled and third-
party switches are in use?

A. L3IF to SGT mapping

B. IP Address to SGT mapping
C. VLAN to SGT mapping

D. Subnet to SGT mapping

Answer: B

Explanation:
httpsy/community.cisco.com/tS/security-knowledge-base/segmentation-strategy/ta-p/3757424: "The method of sending out IP to
SGT mappings from ISE is particularly useful if the access switch does not support TrustSec"

NEW QUESTION # 262
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