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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) 3258 CCSK B (Q267-Q272):

H A #267
Big data includes high volume, high variety, and high velocity.

o A. False
e B. True
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H A #268
Which of'the following is NOT one of the common networks underlying in Cloud Infrastructure?

¢ A Storage Network
¢ B. Service Network
¢ (. Management Network
e D. Security Network
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Ifyou are a cloud provider (including managing a private cloud), physical segregation of networks composing your cloud is important
for both operational and security reasons. We most commonly see at least three different networks which are isolated onto
dedicated hardware since there is no functional or traffic overlap:

1. The service network for commumnications between virtual machines and the Internet. This builds the network resource pool for the
cloud users.

2. The storage network to connect virtual storage to virtual machines.

3. A management network for management and API traffic.

Ref: Reference: CSA Security GuidelinesV.4 (reproduced here for the educational purpose)

A #269
What key characteristic differentiates cloud networks from traditional networks?

¢ A Cloud networks are less scalable than traditional networks

¢ B. Cloud networks are software-defined networks (SDNs)

¢ C. Cloud networks rely on dedicated hardware appliances

¢ D. Cloud networks have the same architecture as traditional networks
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The key characteristic that differentiates cloud networks from traditional networks is that cloud networks are often software-defined
networks (SDNs). This means that network management, configuration, and provisioning in the cloud are handled through software,
rather than relying on traditional hardware-based network components. SDNs allow for greater flexibility, scalability, and
autormation, enabling cloud providers to dynamically adjust resources to meet changing demands.

B #270
Which is the leading industry leading standard you will recommend to a web developer when designing web application or an API
for a cloud solution?

A. SOC2

B. OWASP
C.ISO 27001
D. FIPS 140

EfE: B
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OWASP is an open project and is leading industry standard for designing web applications and its security.

B #2711

In a cloud context, what does entitlement refer to in relation to a user's permissions?

e A The ability for a user to grant access permissions to other users i the cloud environment.
¢ B. The level of technical support a user is entitled to from the cloud service provider.
e (. The authentication methods a user is required to use when accessing the cloud environment.
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D. The resources or services a user is granted permission to access in the cloud environment.

D

In a cloud context, entitlement refers to the specific resources or services a user is granted permission to access based on their roles
or permissions. This includes access to applications, data, or cloud services, and is typically managed through Identity and Access
Management (IAM) systems, which define what users can do and what they can access within the cloud environment.
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