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Linux Foundation Kubernetes and Cloud Native Associate KCNA
Prüfungsfragen mit Lösungen (Q117-Q122):
117. Frage 
Which storage operator in Kubernetes can help the system to self-scale, self-heal, etc?

A. Container Storage Interface (CSI)
B. Helm
C. Kubernetes
D. Rook

Antwort: D

Begründung:
Rook is a Kubernetes storage operator that helps manage and automate storage systems in a Kubernetes- native way, so A is
correct. The key phrase in the question is "storage operator ... self-scale, self-heal." Operators extend Kubernetes by using
controllers to reconcile a desired state. Rook applies that model to storage, commonly by managing storage backends like Ceph
(and other systems depending on configuration).
With an operator approach, you declare how you want storage to look (cluster size, pools, replication, placement, failure domains),
and the operator works continuously to maintain that state. That includes operational behaviors that feel "self-healing" such as
reacting to failed storage Pods, rebalancing, or restoring desired replication counts (the exact behavior depends on the backend and
configuration). The important KCNA-level idea is that Rook uses Kubernetes controllers to automate day-2 operations for storage
in a way consistent with Kubernetes' reconciliation loops.
The other options do not match the question: "Kubernetes" is the orchestrator itself, not a storage operator.
"Helm" is a package manager for Kubernetes apps-it can install storage software, but it is not an operator that continuously
reconciles and self-manages. "CSI" (Container Storage Interface) is an interface specification that enables pluggable storage drivers;
CSI drivers provision and attach volumes, but CSI itself is not a "storage operator" with the broader self-managing operator
semantics described here.
So, for "storage operator that can help with self-* behaviors," Rook is the correct choice.
=========

118. Frage 
What is the practice of bringing financial accountability to the variable spend model of cloud resources?

A. DevOps
B. FaaS
C. FinOps
D. CloudCost

Antwort: C

Begründung:
The practice of bringing financial accountability to cloud spending-where costs are variable and usage-based-is called FinOps, so D
is correct. FinOps (Financial Operations) is an operating model and culture that helps organizations manage cloud costs by
connecting engineering, finance, and business teams. Because cloud resources can be provisioned quickly and billed dynamically,
traditional budgeting approaches often fail to keep pace. FinOps addresses this by introducing shared visibility, governance, and
optimization processes that enable teams to make cost-aware decisions while still moving fast.
In Kubernetes and cloud-native architectures, variable spend shows up in many ways: autoscaling node pools, over-provisioned
resource requests, idle clusters, persistent volumes, load balancers, egress traffic, managed services, and observability tooling.
FinOps practices encourage tagging/labeling for cost attribution, defining cost KPIs, enforcing budget guardrails, and continuously
optimizing usage (right-sizing resources, scaling policies, turning off unused environments, and selecting cost-effective architectures).
Why the other options are incorrect: FaaS (Function as a Service) is a compute model (serverless), not a financial accountability
practice. DevOps is a cultural and technical practice focused on collaboration and delivery speed, not specifically cloud cost
accountability (though it can complement FinOps). CloudCost is not a widely recognized standard term in the way FinOps is.
In practice, FinOps for Kubernetes often involves improving resource efficiency: aligning requests/limits with real usage, using
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HPA/VPA appropriately, selecting instance types that match workload profiles, managing cluster autoscaler settings, and allocating
shared platform costs to teams via labels/namespaces. It also includes forecasting and anomaly detection, because cloud-native
spend can spike quickly due to misconfigurations (e.g., runaway autoscaling or excessive log ingestion).
So, the correct term for financial accountability in cloud variable spend is FinOps (D).

119. Frage 
What are the 3 pillars of Observability?

A. Metrics, Logs, and Traces
B. Metrics, Data, and Traces
C. Resources, Logs, and Tracing
D. Metrics, Logs, and Spans

Antwort: A

Begründung:
The correct answer is A: Metrics, Logs, and Traces. These are widely recognized as the "three pillars" because together they
provide complementary views into system behavior:
Metrics are numeric time series collected over time (CPU usage, request rate, error rate, latency percentiles).
They are best for dashboards, alerting, and capacity planning because they are structured and aggregatable. In Kubernetes, metrics
underpin autoscaling and operational visibility (node/pod resource usage, cluster health signals).
Logs are discrete event records (often text) emitted by applications and infrastructure components. Logs provide detailed context for
debugging: error messages, stack traces, warnings, and business events. In Kubernetes, logs are commonly collected from container
stdout/stderr and aggregated centrally for search and correlation.
Traces capture the end-to-end journey of a request through a distributed system, breaking it into spans.
Tracing is crucial in microservices because a single user request may cross many services; traces show where latency accumulates
and which dependency fails. Tracing also enables root cause analysis when metrics indicate degradation but don't pinpoint the
culprit.
Why the other options are wrong: a span is a component within tracing, not a top-level pillar; "data" is too generic; and "resources"
are not an observability signal category. The pillars are defined by signal type and how they're used operationally.
In cloud-native practice, these pillars are often unified via correlation IDs and shared context: metrics alerts link to logs and traces for
the same timeframe/request. Tooling like Prometheus (metrics), log aggregators (e.
g., Loki/Elastic), and tracing systems (Jaeger/Tempo/OpenTelemetry) work together to provide a complete observability story.
Therefore, the verified correct answer is A.
=========

120. Frage 
Which of the following options include only mandatory fields to create a Kubernetes object using a YAML file?

A. apiVersion, template, kind, spec
B. apiVersion, metadata, status, spec
C. apiVersion, template, kind, status
D. apiVersion, metadata, kind, spec

Antwort: D

Begründung:
D is correct: the mandatory top-level fields for creating a Kubernetes object manifest are apiVersion, kind, metadata, and (for most
objects you create) spec. These fields establish what the object is and what you want Kubernetes to do with it.
apiVersion tells Kubernetes which API group/version schema to use (e.g., apps/v1, v1). This determines valid fields and behavior.
kind identifies the resource type (e.g., Pod, Deployment, Service).
metadata contains identifying information like name, namespace, and labels/annotations used for organization, selection, and
automation.
spec describes the desired state. Controllers and the kubelet reconcile actual state to match spec.
Why other choices are wrong:
status is not a mandatory input field. It's generally written by Kubernetes controllers and reflects observed state (conditions,
readiness, assigned node, etc.). Users typically do not set status when creating objects.
template is not a universal top-level field. It exists inside some resources (notably Deployment.spec.template), but it's not a required
top-level field across Kubernetes objects.



It's true that some resources can be created without a spec (or with minimal fields), but in the exam-style framing-"mandatory fields...
using a YAML file"-the canonical expected set is exactly the four in D. This aligns with how Kubernetes documentation and
examples present manifests: identify the API schema and kind, give object metadata, and declare desired state.
Therefore, apiVersion + metadata + kind + spec is the only option that includes only the mandatory fields, making D the verified
correct answer.

121. Frage 
What is the purpose of the 'kube-proxy' component in Kubernetes and how does it contribute to the networking model?

A. kube-proxy is responsible for managing network connectivity between pods and external services.
B. kube-proxy implements the Kubernetes DNS service, resolving hostnames to IP addresses for pods within the cluster.
C. kube-proxy provides network security features by enforcing network policies and firewall rules.
D. kube-proxy acts as a network load balancer for Kubernetes services, distributing traffic among pods.
E. kube-proxy enables communication between pods within the same namespace, ensuring they can access each others
services.

Antwort: D

Begründung:
kube-proxy is a critical component in Kubernetes' networking model. Its primary role is to act as a network load balancer for
Kubernetes services. It listens on the node's IP address and forwards traffic to the corresponding pods based on service rules. This
allows for load balancing, service discovery and efficient communication between pods and external clients. Options A, C, D, and E
are incorrect. While kube-proxy contributes to external connectivity its core responsibility is internal load balancing. Communication
within a namespace relies on the pod network, not kube-proxy. DNS resolution is handled by CoreDNS in Kubernetes, not kube-
proxy. Security features like NetworkPolicies are implemented separately.

122. Frage
......
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