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Versa Networks VNX301 Exam Syllabus Topics:

Topic Details

¢ SD-WAN Network Topologies and Routing Concepts: Examines the various deployment topologies such

Topic 1 as hub-and-spoke or full-mesh, along with routing protocols and path selection mechanisis used across
the WAN.

e SD-WAN Infrastructure Administration: Focuses on day-to-day operational tasks including monitoring,
Topic 2 troubleshooting, software management, and maintaining the health of the SD-WAN environment.

¢ Versa SD-WAN Services: Covers the WAN services delivered through Versa's platform, including
Topic 3 application steering, traffic policies, SLA monitoring, and link aggregation.
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Topic 4

¢ Underlay
¢ Overlay Technologies: Covers the foundational transport networks (underlay) and the virtual networks built

on top of them (overlay), including tunneling protocols used in SD-WAN deployments.

Topic 5

Versa Secure SD-WAN Infrastructure: Focuses on the core components and architecture of Versa's SD-
WAN platform, including controllers, directors, and secure connectivity between sites.

Topic 6

Versa Security Services: Addresses the integrated security capabilities within Versa SD-WAN, such as
next-generation firewall, IPS
IDS, URL filtering, and segmentation.
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Versa Networks Versa Certified SD-WAN Specialist (VNX300) Sample
Questions (Q61-Q66):

NEW QUESTION # 61
Examine the exhibit below.
According to the CGNAT pool configuration shown in the exhibit, which two statements are true? (Choose two.)
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A. The source address of matching sessions will be translated to an address in the range of 192.168.10.100 through
192.168.10.150.

B. Ports will be dynamically translated for each session. group

C. Port translation will not be applied on sessions.

e D. Only addresses sourced from hosts in the 192.168.10.100 through 192.168.10.150 address range will be translated.

Answer: A,C

Explanation:

The exhibit shows the Add CGNAT Pool configuration with the IP Address/Range option selected. The configured address range is
named Visitors , with a low address of 192.168.10.100 and a high address of

192.168.10.150 . In CGNAT, this pool defines the translated source address resource used by matching NAT rules; it does not
define the original inside source hosts. Therefore, matching sessions will have their source address translated to an address from this
configured pool range, which makes option C correct. Versa's CGNAT configuration examples show that a rule matches original
source and destination prefixes, and then attaches a translated source pool to perform NAT.

NEW QUESTION # 62
A branch device has completed Stage 3 onboarding. Which set of tunnels or sessions should exist after the device becomes fully
operational in the customer SD-WAN network?

A. Only an HTTPS session between the branch and Director

B. GRE-only tunnels between all branches without [Psec

C. IKE and IPsec sessions between the branch and Controller, and VXLAN and ESP sessions between branches
D. Only a BGP session between the branch and Analytics

Answer: C

Explanation:

The correct answer is A . In Versa Secure SD-WAN onboarding, the branch moves through three staging phases before becoming
fully operational. Versa documentation states that in Stage 3 , Versa Director pushes the stage-three configuration to the branch
device over the IKE session and reboots the branch. After this stage, the branch becomes fully operational and is part of the
customer SD-WAN network. At this point, IKE and IPsec sessions are created between the branch and Controller , and VXLAN
and ESP sessions are created between branch to branch .

This distinction is important because the Controller connection is used for SD-WAN control-plane functions, while branch-to-
branch overlay communication uses tunnel encapsulation for data forwarding. The documentation also notes that branch-to-branch



ESP is maintained using a lightweight DH key-pair proprietary protocol.

Options B, C, and D are incorrect. HTTPS to Director alone does not represent the complete SD-WAN operational tunnel state.
BGP to Analytics is not the required operational tunnel set. GRE-only tunnels without IPsec do not match the Versa Stage 3 SD-
WAN tunnel behavior described in the staging documentation.

NEW QUESTION # 63
During onboarding, Versa Director shows the first branch-connect notification for a new CPE, but no later staged branch-connect
notification appears. Which troubleshooting area should be mnvestigated first?

A. Versa Analytics log collector disk usage

B. Data path or [Psec connectivity from the branch to the Controller
C. URL filtering database download status

D. LDAP authentication configuration on the tenant

Answer: B

Explanation:

The correct answer is B . Versa branch lifecycle notifications are generated at different stages of onboarding.

The first notification indicates that the branch connected using factory-default configuration. After that notification, Versa Director
pushes the staging configuration to the branch and requests a reboot. After rebooting with staging configuration, the branch should
comnect again to the Controller, and a later branch- connect notification should appear.

Ifthis later staged connection notification does not appear, Versa's troubleshooting guidance says to debug either the data path or
[Psec connectivity from the branch to the Controller. This makes sense because the branch must have working transport reachability
and IKE/[Psec establishment toward the Controller before it can continue the SD-WAN lifecycle.

Analytics disk usage, LDAP authentication, and URL filtering are not part of the branch staging control path. They may affect
monitoring, user identity, or security inspection after the site is operational, but they do not explain why the branch stops after the
mitial factory-default onboarding notification.

NEW QUESTION # 64
You are asked to ensure symmetric traffic flows between two SD-WAN branches. Which feature should be enabled to achieve this
objective?

A. Symmetric Routing

B. Packet Striping

C. Equal-Cost Multipath
D. Symmetric Forwarding

Answer: D

Explanation:

Symmetric Forwarding is the correct Versa SD-WAN feature for ensuring that return traffic between SD- WAN branches follows
the same SD-WAN path on which the forward traffic was received. Versa documentation for SD-WAN traffic steering describes
Symmetric forwarding as the option that specifies the path for reverse-direction traffic, meaning whether traffic returning from the
destination branch to the originating branch should be sent on the same path on which it arrived. It flrther states that enabling
symmetric traffic forwarding determines the reverse path for traffic returning from the destination branch to the originating branch.
This is different from Symmetric Routing, which is a routing design goal or behavior, not the Versa SD- WAN forwarding-profile
feature named in the product documentation. Equal-Cost Multipath can distribute flows across equal-cost routes, but it does not
specifically guarantee that both directions of the same SD-WAN session use the same path. Packet Striping is used to split or
distribute packets across multiple links for performance, not to enforce bidirectional path symmetry. Therefore, the verified Versa
feature to enable is Symmetric Forwarding,

NEW QUESTION # 65

A new SD-WAN branch has completed factory-default onboarding and Versa Director has pushed the staging configuration. After
reboot, the branch still tries to connect to the staging server instead of the Controller.

‘Which configuration item is most likely incorrect or missing in the stage-two configuration?

e A Analytics log collector IP address



¢ B. URL filtering profile
e C. Controller IP address in the IPsec profile remote IP field
e D. Tenant LAN DHCP pool

Answer: C

Explanation:

The correct answer is A . During Versa SD-WAN onboarding, the branch uses the staging server only in the early part of the
process. Versa documentation states that in Stage 1 , the branch starts an IKE session with the staging server, receives an [P
address, and is informed of the Versa Director IP address. In Stage 2 , Versa Director pushes the stage-two configuration to the
branch through the staging server. In this stage-two configuration, the Controller IP address is given as the remote IP address in the
IPsec profile , and the branch is rebooted. After reboot, the branch should establish the IKE session with the Controller.

Ifthe branch keeps trying to connect to the staging server after the stage-two reboot, the most likely issue is that the stage-two [Psec
profile still points to the staging server or does not contain the correct Controller remote IP. Analytics, DHCP, and URL filtering
settings do not determine whether the branch moves from staging-server connectivity to Controller IKE connectivity.

NEW QUESTION # 66
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