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Zscaler ZDTE A&l Z:

A 274
=x 1 Platform Services: Details the core platform fnctionalities that enable security, scalability, and reliability.
Connectivity Services: Covers methods and technologies for connecting users and devices securely to the
FH 2 Zscaler cloud.
=3 Risk Management: Focuses on identifying, assessing, and mitigating risks to users and organizational assets.
Zscaler Architecture: Focuses on the overall design, components, and deployment models of the Zscaler
=M 4 platform
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o Zscaler Zero Trust Automation: Explains automating security and access policies based on Zero Trust
FH 5 principles.

= 6 ¢ Access Control Services: Focuses on controlling and enforcing user access to applications and resources.
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Z| Al Digital Transformation Engineer ZDTE SERHEEAN (Q51-Q56):

HE #51
Any Zscaler Client Connector (ZCC) App Profile must include which of the following?

A. Forwarding Profile
B. Authentication Profile
C. Bypass Profile

D. Exception Profile

HE: A

MH.

Within the Zscaler Client Connector administration portal, an App Profile defines how the client behaves for a set of users or
devices. A key element of any App Profile is the associated Forwarding Profile. The Forwarding Profile tells the Zscaler Client
Connector how to handle traffic in different network conditions:

for example, whether to send traffic through Z-Tunnel 2.0 to ZIA and/or ZPA, rely on a PAC file, or bypass Zscaler when on
trusted networks.

When you create or edit an App Profile, selecting a Forwarding Profile is mandatory because it determines how user traffic will
actually reach the Zscaler cloud. Without a Forwarding Profile, the App Profile would not know which forwarding mode to use, and
the client would have no consistent instructions on when and how to tunnel or bypass traffic. In practice, customers often define
multiple Forwarding Profiles (for exanple,

"ZIA-only," "ZPA-only," or "ZIA and ZPA") and then bind themto different App Profiles for different user groups or device types.
"Bypass," "authentication," or "exception” profiles are not separate required profile objects in the ZCC policy model. Any bypass or
exception behavior is defined inside the forwarding and app profile logic, not as standalone mandatory profiles. Therefore, a
Forwarding Profile is the one element that every ZCC App Profile must include.

EE #52
Customers would like to use a PAC file to forward web traffic to a Subcloud. Which one below uses the correct variables for the
required PAC file?

A. {REGION.<Subcloud>.<Zscaler cloud>}
B. {<Subcloud>.REGION.<Zscaler cloud>}
C. {<Subcloud>.GATEWAY .<Zscaler cloud>}
D. {GATEWAY .<Subcloud>.<Zscaler cloud>}

.l

o
m

: D

Y.

In Zscaler's PAC file guidance for directing traffic to specific Subclouds, the fully qualified proxy host name is constructed using the
standard gateway label, followed by the subcloud identifier, and then the Zscaler cloud domamn. In template form, this is represented
as:

{GATEWAY .<Subcloud>.<Zscaler cloud>}

Here, GATEWAY corresponds to the Zscaler gateway label, <Subcloud> is the dynamically assigned subcloud (which helps
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optimize routing and resiliency), and <Zscaler cloud> represents the customer's Zscaler cloud domain (for example, one of the
standard ZIA cloud domains). The Digital Transformation Engineer training emphasizes that using the correct order of these variables
ensures that browsers resolve to the appropriate subcloud-specific gateway, enabling optimized performance and regional affinity.
Options B and C incorrectly introduce or misplace a REGION label, which does not match the documented variable order when
explicitly targeting a Subcloud. Option D reverses the positions of GATEWAY and

<Subcloud>, which does not align with the hostname structure used by Zscaler for subcloud-aware PAC configurations.

Therefore, the correct PAC variable pattern for forwarding web traffic specifically to a Subcloud is
{GATEWAY.<Subcloud>.<Zscaler cloud>}.

HEE #53
Which connectivity service provides branches, on-premises data centers, and public clouds with fast and reliable internet access
while enabling private applications with a direct-to-cloud architecture?

A. Zscaler Privileged Remote Access
B. Zscaler Zero Trust SD-WAN

C. Zscaler App Connector

D. Zscaler Browser Access

He: B

MY

Zscaler Zero Trust SD-WAN is specifically designed to give branches, on-premises data centers, and workloads running in public
clouds fast, reliable, and secure access to the internet and private applications using a direct-to-cloud architecture. In the Zscaler
Digital Transformation Engineer curriculum, this service is positioned as the connectivity foundation that replaces legacy hub-and-
spoke MPLS and VPN designs with cloud-delivered Zero Trust connectivity.

Instead of backhauling traffic to central data centers, branches and sites establish lightweight, policy-driven tunnels directly to the
Zscaler cloud, where security inspection and Zero Trust access decisions are applied.

This architecture reduces latency, simplifies routing, and optimizes SaaS and internet performance while simultaneously enabling
secure access to private applications without exposing them to the public internet.

App Connectors (option C) are used for application-side connectivity in ZPA, not for full branch or data center connectivity.
Browser Access (option B) provides clientless application access for users, not network- level site connectivity. "Zscaler Privileged
Remote Access" (option A) is not the term used for this broad connectivity service. Therefore, the only option that matches the
described direct-to-cloud, multi-site connectivity role is Zscaler Zero Trust SD-WAN.

A2 #54

Safemarch is a retail company with hundreds of stores across the United States. Their core applications reside in two different data
centers with a considerable presence on AWS.

Which would be a good connectivity solution for themto access applications from store locations?

A. SD-WAN connectivity to stores and Zscaler Edge, with App Connectors on-prem and on AWS.
B. Site-to-site VPNs from stores to Zscaler Edge, with App Connectors on-premand on AWS.

C. Branch Connectors at stores with App Connectors on-premand on AWS.

D. Branch Connector at stores for Zscaler connectivity and Direct Connect from data centers to AWS.

HE: A

Y.

For a large retail organization with hundreds of geographically distributed stores and applications split across mutltiple data centers
plus AWS, Zscaler reference designs emphasize an SD-WAN-to-Zscaler Edge model combined with ZPA App Connectors
deployed close to the applications. In this model, each store uses SD- WAN to build resilient, policy-based connectivity to the
nearest Zscaler Edge locations. Those edges then provide secure, optimized access to private applications published through App
Connectors installed n the on- premises data centers and within AWS VPCs.

This approach centralizes security and access control in the Zscaler cloud while avoiding the operational burden of managing
hundreds of direct site-to-site VPNSs. It also aligns with Zero Trust principles by steering all store traffic to Zscaler rather than
extending the corporate network to every store. Direct Connect between data centers and AWS (as in option A) is optional froma
ZPA perspective because App Connectors in AWS communicate outbound to Zscaler over the internet. Branch Connector (option
D) is typically used when SD- WAN or suitable edge devices are not present, whereas a large retail environment commonly
standardizes on SD-WAN.



HEE #55
‘Which report provides valuable visibility and insight into end-user activity involving sensitive data on endpoints?

A. Data usage report

B. Malware report

C. Incidents report

D. Endpomt DLP report

HE: D

Y.

In Zscaler, the Endpoint DLP report is specifically designed to give security teans visibility into how end users interact with sensitive
data on their endpoints (laptops, desktops, etc.). This report aggregates activity such as copying, saving, printing, uploading, or
otherwise handling sensitive content that is detected and classified by Zscaler Endpoint DLP. It focuses on data risk rather than just
malware or traffic volumes, so it shows which files, users, and devices are involved in policy matches, along with the context of each
event.

Unlike a generic malware or data usage report, the Endpoint DLP report is tightly aligned with DLP policies and data classifications
you configure (such as PII, financial data, source code, or custom patterns). This allows you to quickly see which policies are
triggering on endpoints, which channels or applications are most frequently involved, and where to fine-tune rules or add additional
controls. Because it is endpoint-focused, it covers scenarios even when users are off the corporate network, giving a unified view
across inline and endpoint DLP enforcement. For exam purposes, this is why Endpoint DLP report is the correct answer.
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