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(Q34-Q39):
NEW QUESTION # 34 
[Design Secure Architectures]
A company is reviewing a recent migration of a three-tier application to a VPC. The security team discovers that the principle of
least privilege is not being applied to Amazon EC2 security group ingress and egress rules between the application tiers.
What should a solutions architect do to correct this issue?

A. Create security group rules using the subnet CIDR blocks as the source or destination.
B. Create security group rules using the VPC CIDR blocks as the source or destination.
C. Create security group rules using the instance ID as the source or destination.
D. Create security group rules using the security group ID as the source or destination.

Answer: D

Explanation:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html

NEW QUESTION # 35 
A company has a Windows-based application that must be migrated to AWS. The application requires the use of a shared
Windows file system attached to multiple Amazon EC2 Windows instances that are deployed across multiple Availability Zones.
What should a solutions architect do to meet this requirement?

A. Configure an Amazon Elastic Block Store (Amazon EBS) volume with the required size. Attach each EC2 instance to the
volume. Mount the file system within the volume to each Windows instance.
B. Configure Amazon FSx for Windows File Server. Mount the Amazon FSx file system to each Windows instance.
C. Configure AWS Storage Gateway in volume gateway mode. Mount the volume to each Windows instance.
D. Configure a file system by using Amazon Elastic File System (Amazon EFS). Mount the EFS file system to each Windows
instance.

Answer: B

Explanation:
Explanation
This solution meets the requirement of migrating a Windows-based application that requires the use of a shared Windows file system
attached to multiple Amazon EC2 Windows instances that are deployed across multiple Availability Zones. Amazon FSx for
Windows File Server provides fully managed shared storage built on Windows Server, and delivers a wide range of data access,
data management, and administrative capabilities. It supports the Server Message Block (SMB) protocol and can be mounted to
EC2 Windows instances across multiple Availability Zones.
Option A is incorrect because AWS Storage Gateway in volume gateway mode provides cloud-backed storage volumes that can
be mounted as iSCSI devices from on-premises application servers, but it does not support SMB protocol or EC2 Windows
instances. Option C is incorrect because Amazon Elastic File System (Amazon EFS) provides a scalable and elastic NFS file system
for Linux-based workloads, but it does not support SMB protocol or EC2 Windows instances. Option D is incorrect because
Amazon Elastic Block Store (Amazon EBS) provides persistent block storage volumes for use with EC2 instances, but it does not
support SMB protocol or attaching multiple instances to the same volume.
References:
* https://aws.amazon.com/fsx/windows/
* https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-file-shares.html

NEW QUESTION # 36 
A company wants to run a gaming application on Amazon EC2 instances that are part of an Auto Scaling group in the AWS Cloud.
The application will transmit data by using UDP packets. The company wants to ensure that the application can scale out and in as
traffic increases and decreases.
What should a solutions architect do to meet these requirements?

A. Attach a Network Load Balancer to the Auto Scaling group
B. Deploy an Amazon Route 53 record set with a weighted policy to route traffic appropriately
C. Attach an Application Load Balancer to the Auto Scaling group.
D. Deploy a NAT instance that is configured with port forwarding to the EC2 instances in the Auto Scaling group.



Answer: A

Explanation:
This solution meets the requirements of running a gaming application that transmits data by using UDP packets and scaling out and in
as traffic increases and decreases. A Network Load Balancer can handle millions of requests per second while maintaining high
throughput at ultra low latency, and it supports both TCP and UDP protocols. An Auto Scaling group can automatically adjust the
number of EC2 instances based on the demand and the scaling policies.
Option B is incorrect because an Application Load Balancer does not support UDP protocol, only HTTP and HTTPS. Option C is
incorrect because Amazon Route 53 is a DNS service that can route traffic based on different policies, but it does not provide load
balancing or scaling capabilities. Option D is incorrect because a NAT instance is used to enable instances in a private subnet to
connect to the internet or other AWS services, but it does not provide load balancing or scaling capabilities.
References:
https://aws.amazon.com/blogs/aws/new-udp-load-balancing-for-network-load-balancer/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/AutoScalingGroup.html

NEW QUESTION # 37 
A company hosts a data lake on AWS. The data lake consists of data in Amazon S3 and Amazon RDS for PostgreSQL. The
company needs a reporting solution that provides data visualization and includes all the data sources within the data lake. Only the
company's management team should have full access to all the visualizations. The rest of the company should have only limited
access.
Which solution will meet these requirements?

A. Create an AWS Glue table and crawler for the data in Amazon S3. Create an AWS Glue extract, transform, and load
(ETL) job to produce reports. Publish the reports to Amazon S3. Use S3 bucket policies to limit access to the reports.
B. Create an analysis in Amazon QuickSight. Connect all the data sources and create new datasets. Publish dashboards to
visualize the data. Share the dashboards with the appropriate IAM roles.
C. Create an analysis in Amazon OuickSighl. Connect all the data sources and create new datasets. Publish dashboards to
visualize the data. Share the dashboards with the appropriate users and groups.
D. Create an AWS Glue table and crawler for the data in Amazon S3. Use Amazon Athena Federated Query to access data
within Amazon RDS for PoslgreSQL. Generate reports by using Amazon Athena. Publish the reports to Amazon S3. Use S3
bucket policies to limit access to the reports.

Answer: B

NEW QUESTION # 38 
[Design High-Performing Architectures]
A solutions architect is designing a new API using Amazon API Gateway that will receive requests from users. The volume of
requests is highly variable; several hours can pass without receiving a single request. The data processing will take place
asynchronously, but should be completed within a few seconds after a request is made.
Which compute service should the solutions architect have the API invoke to deliver the requirements at the lowest cost?

A. A containerized service hosted in Amazon ECS with Amazon EC2
B. An AWS Glue job
C. A containerized service hosted in Amazon Elastic Kubernetes Service (Amazon EKS)
D. An AWS Lambda function

Answer: D

Explanation:
API Gateway + Lambda is the perfect solution for modern applications with serverless architecture.

NEW QUESTION # 39
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