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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q526-Q531):
NEW QUESTION # 526 
A security analyst is reviewing the following alert that was triggered by FIM on a critical system:

Which of the following best describes the suspicious activity that is occurring?

A. A new program has been set to execute on system start
B. The host firewall on 192.168.1.10 was disabled.
C. A fake antivirus program was installed by the user.
D. A network drive was added to allow exfiltration of data

Answer: A

Explanation:
A new program has been set to execute on system start is the most likely cause of the suspicious activity that is occurring, as it
indicates that the malware has modified the registry keys of the system to ensure its persistence. File Integrity Monitoring (FIM) is a
tool that monitors changes to files and registry keys on a system and alerts the security analyst of any unauthorized or malicious
modifications. The alert triggered by FIM shows that the malware has created a new registry key under the Run subkey, which is
used to launch programs automatically when the system starts. The new registry key points to a file named "update.exe" in the Temp
folder, which is likely a malicious executable disguised as a legitimate update file. Official References:
https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered
https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives
https://www.comptia.org/training/books/cysa-cs0-002-study-guide

NEW QUESTION # 527 
A new cybersecurity analyst is tasked with creating an executive briefing on possible threats to the organization. Which of the
following will produce the data needed for the briefing?

A. Firewall logs
B. Risk assessment
C. Access control lists
D. Indicators of compromise

Answer: D

Explanation:
Indicators of compromise (IoCs) are pieces of data or evidence that suggest a system or network has been compromised by an
attacker or malware. IoCs can include IP addresses, domain names, URLs, file hashes, registry keys, network traffic patterns, user
behaviors, or system anomalies. IoCs can be used to detect, analyze, and respond to security incidents, as well as to share threat
intelligence with other organizations or authorities. IoCs can produce the data needed for an executive briefing on possible threats to
the organization, as they can provide information on the source, nature, scope, impact, and mitigation of the threats.

NEW QUESTION # 528 
A cybersecurity team has witnessed numerous vulnerability events recently that have affected operating systems. The team decides
to implement host-based IPS, firewalls and two-factor authentication. Which of the following does this most likely describe?



A. Hybrid network architecture
B. Continuous authorization
C. System hardening
D. Secure access service edge

Answer: C

NEW QUESTION # 529 
An analyst is reviewing a dashboard from the company's SIEM and finds that an IP address known to be malicious can be tracked
to numerous high-priority events in the last two hours. The dashboard indicates that these events relate to TTPs. Which of the
following is the analyst most likely using?

A. OWASP
B. OSSTMM
C. MITRE ATT&CK
D. Diamond Model of Intrusion Analysis

Answer: C

Explanation:
The MITRE ATT&CK framework is specifically designed for tracking Tactics, Techniques, and Procedures (TTPs) associated with
cyber threats. It provides a detailed matrix of known adversarial behaviors, which is useful for correlating SIEM data to known
attack patterns.

NEW QUESTION # 530 
An analyst finds that an IP address outside of the company network that is being used to run network and vulnerability scans across
external-facing assets. Which of the following steps of an attack framework is the analyst witnessing?

A. Actions on objectives
B. Command and control
C. Reconnaissance
D. Exploitation

Answer: C

Explanation:
Reconnaissance is the first stage in the Cyber Kill Chain and involves researching potential targets before carrying out any
penetration testing. The reconnaissance stage may include identifying potential targets, finding their vulnerabilities, discovering which
third parties are connected to them (and what data they can access), and exploring existing entry points as well as finding new ones.
Reconnaissance can take place both online and offline. In this case, an analyst finds that an IP address outside of the company
network is being used to run network and vulnerability scans across external-facing assets. This indicates that the analyst is
witnessing reconnaissance activity by an attacker. Official References: https://www.lockheedmartin.com/en-us
/capabilities/cyber/cyber-kill-chain.html
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