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SCENARIO

Looking back at your first two years as the Director of Personal Information Protection and Compliance for the St. Anne's Regional
Medical Center in Thorn Bay, Ontario, Canada, you see a parade of accomplishments, from developing state-of-the-art simulation
based training for employees on privacy protection to establishing an interactive medical records system that is accessible by patients
as well as by the medical personnel. Now, however, a question you have put off looms large: how do we manage all the data-not
only records produced recently, but those still on-hand from years ago? A data flow diagram generated last year shows multiple
servers, databases, and work stations, many of which hold files that have not yet been incorporated into the new records system
While most of this data is encrypted, its persistence may pose security and compliance concerns. The situation is further complicated
by several long-term studies being conducted by the medical staff using patient information. Having recently reviewed the major
Canadian privacy regulations, you want to make certain that the medical center is observing them.

You recall a recent visit to the Records Storage Section in the basement of the old hospital next to the modern facility, where you
noticed paper records sitting in crates labeled by years, medical condition or alphabetically by patient name, while others were in
undifferentiated bundles on shelves and on the floor. On the back shelves of the section sat data tapes and old hard drives that were
often unlabeled but appeared to be years old.

On your way out of the records storage section, you noticed a man leaving whom you did not recognize. He carried a batch of
folders under his arm, apparently records he had removed from storage.

You quickly realize that you need a plan of action on the maintenance, secure storage and disposal of data.

Which cryptographic standard would be most appropriate for protecting patient credit card information in the records system at St.
Anne's Regional Medical Center?

A. Symiretric Encryption
B. Tokenization

C. Certificates

D. Obfuscation

EfE: B

R -

* Option A (Symmetric Encryption): Symmetric encryption uses the same key for both encryption and decryption. While effective
for protecting data in transit or at rest, it does not address tokenization's specific use case for payment information.

* Option B (Tokenization): Tokenization replaces sensitive data with non-sensitive tokens that can be used within the system without
exposing actual credit card details. It is particularly effective for protecting payment nformation by reducing the risk of data
breaches.

* Option C (Obfuscation): Obfuscation is a technique to make data harder to understand but does not provide the strong security
guarantees needed for protecting credit card information.

* Option D (Certificates): Certificates are used in public key infrastructure (PKI) to authenticate identities and secure
communications. They are not specifically used for protecting stored credit card information.

References:

* PCI DSS requirements for tokenization and data security.

* NIST Special Publication 800-57 on Cryptographic Key Management.

Conclusion: Tokenization (Option B) is the most appropriate cryptographic standard for protecting patient credit card mformation,
as it replaces sensitive data with tokens, reducing the risk of exposure.
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SCENARIO

Clean-Q is a company that offers house-hold and office cleaning services. The company receives requests from consumers via their
website and telephone, to book cleaning services. Based on the type and size of service, Clean-Q then contracts individuals that are
registered on its resource database - currently managed in-house by Clean-Q IT Support. Because of Clean-Q's business model,
resources are contracted as needed instead of permanently employed.

The table below indicates some of the personal information Clean-Q requires as part of its business operations:

Category Tvpes of Personal Information
Name, address (location). contact information, billing
Customers = :
iniormation
Resources 3 . ; . :
Name, contact information,_banking details, address
(contracted)

Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has been conducted to align
employee data management and human resource functions with applicable data protection regulation. Therefore, the Clean-Q
permanent employee base is not included as part of this scenario.

With an increase in construction work and housing developments, Clean-Q has had an influx of requests for cleaning services. The
demand has overwhelmed Clean-Q's traditional supply and demand system that has caused some overlapping bookings.

Ina business strategy session held by senior management recently, Clear-Q ivited vendors to present potential solutions to their
current operational issues. These vendors included Application developers and Cloud-Q's solution providers, presenting their
proposed solutions and platforms.

The Managing Director opted to initiate the process to integrate Clean-Q's operations with a cloud solution (LeadOps) that will
provide the following solution one single online platform: A web interface that Clean-Q accesses for the purposes of resource and
customer management. This would entail uploading resource and customer information.

A customrer facing web interface that enables customers to register, manage and submit cleaning service requests online.

A resource facing web interface that enables resources to apply and manage their assigned jobs.

An online payment facility for customers to pay for services.

Considering that LeadOps will host/process personal information on behalf of Clean-Q remotely, what is an appropriate next step
for Clean-Q senior management to assess LeadOps' appropriateness?

e A. Involve the Information Security team to understand in more detail the types of services and solutions LeadOps is
proposing,

e B. Nothing at this stage as the Managing Director has made a decision.

e C. Obtain a legal opinion from an external law firm on contracts management.

e D. Determine if any Clean-Q competitors currently use LeadOps as a solution.

EfE: A

fE L

Since LeadOps will host/process personal information on behalf of Clean-Q remotely, it is important for Clean-Q's Information
Security team to assess the security measures and controls that LeadOps has in place to protect this information. This will help
Clean-Q senior management make an informed decision about whether or not to engage LeadOps' services.
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A company seeking to hire engineers in Silicon Valley ran an ad campaign targeting women in a specific age range who live in the
San Francisco Bay Area.

Which Calo objective privacy harm s likely to result from this campaign?

A. Lost opportunity.
B. Social detriment.

C. Loss of liberty.
D. Economic loss.

Ef#: B
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A company configures their information system to have the following capabilities:

Allow for selective disclosure of attributes to certain parties, but not to others.

Permit the sharing of attribute references instead of attribute values - such as 'l am over 21" instead of birthday date.
Allow for information to be altered or deleted as needed.

These capabilities help to achieve which privacy engineering objective?

A. Manageability.
B. Predictability.

C. Integrity.
D. Disassociability.

IEf#: D

TR

The capabilities described, such as allowing for selective disclosure of attributes, permitting the sharing of attribute references instead
of actual values, and enabling alteration or deletion of information, align with the privacy engineering objective of disassociability.
Disassociability refers to the ability to separate data from the individual to whom it pertains, thereby mnimizing the linkage between
personal data and the data subject.

This concept is crucial for reducing privacy risks and ensuring that personal information is only shared on a need-to-know basis. The
IAPP emphasizes disassociability as a findamental principle in privacy engineering, helping to protect individuals' privacy by limiting
the exposure of their personal information.
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Youare a wine collector who uses the web to do research about your hobby. You navigate to a news site and an ad for wine pops
up. What kind of advertising is this?

e A. Remnant.

¢ B. Contextual
¢ C. Demographic.
e D. Behavioral.

Ef#: D

fiR .-
Explanation
Explanation/Reference: https://neilpatel. com/blog/behavioral-advertising/

M #169

CIPTH #7 P 2 : https://www.japancert.com/CIPT. html

o ZNERK % CIPTH > 7 )V EEE — B &4%-KHE 5 L WCIPTEMTAZE [ { www.xhs1991.com } T Z 2 kL 4
> 7 4 v > CIPT « O AB M RECIPTR BN &

o CIPTEHEE R (1 CIPTA > 7 4 ik (I CIPTREBAE KT 5720 T [ www.goshiken.com | 45
CIPT % R TX 7 > u— FCIPTRE AR

o CIPTHEZHR! [ CIPTH#IZRO &R (1 CIPTRE T X v 23— [ ( wwwxhs1991.com) #Bi&. [ CIPT |
FANALT, BRTKX Y o—FLTLESOCIPTRET RN v /A—

o CIPTEERE [ CIPTE#&ZE [ CIPTE#EREMAE N ( www.goshiken.com) 44 k2 THHr»> CIPT
B %E % X v > o — FCIPTR B SR 4

o SEEELZIAPP CIPTH » 7 W RIELE - B X 4 —XCIPTERT A E | EHI 4 CIPTRBE R EH R [ 1)
www.passtestjp (1% B &. [CIPT] # AJJL T, BETX vy o—FL TL S OCIPTRBEAR

o CIPTHIGED &K} [1 CIPTHE S B [ CIPTR2 B 1ABE [ » www.goshikencom<« Tz 2 kA4 > 5 1 VAR
CIPT [ @ A5 ECIPTH AR €

o CIPTHEMESE [ CIPTE#KSH%E [ CIPTREMELE [ Hfi= CIPT L MEE 7 7 1 v ide
www.mogiexam.com [ 1912 THECIPTH AFER &

o IEFERICIPT | #8B D & % CIPTH > 7" )V RIREEE B | 3Bk O %4 77 ¥ Certified Information Privacy Technologist
(CIPT)Hi#TPI % [ = CIPT [1% X T K 7 > o — F[ www.goshiken.com | TR 3 % 72 1 CIPTH A 3Bkt
RAA KR


https://www.japancert.com/CIPT.html
https://www.xhs1991.com/CIPT.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.japancert.com%252fCIPT.html
https://www.xhs1991.com/CIPT.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.japancert.com%252fCIPT.html
https://www.passtest.jp/CIPT-exam.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.japancert.com%252fCIPT.html
https://www.mogiexam.com/CIPT-exam.html
https://vitamedspa.com/?s=%25e6%25ad%25a3%25e7%25a2%25ba%25e7%259a%2584CIPT%25ef%25bd%259c%25e6%25a8%25a9%25e5%25a8%2581%25e3%2581%25ae%25e3%2581%2582%25e3%2582%258bCIPT%25e3%2582%25b5%25e3%2583%25b3%25e3%2583%2597%25e3%2583%25ab%25e5%2595%258f%25e9%25a1%258c%25e9%259b%2586%25e8%25a9%25a6%25e9%25a8%2593%25ef%25bd%259c%25e8%25a9%25a6%25e9%25a8%2593%25e3%2581%25ae%25e6%25ba%2596%25e5%2582%2599%25e6%2596%25b9%25e6%25b3%2595Certified+Information+Privacy+Technologist+(CIPT)%25e6%258a%2580%25e8%25a1%2593%25e5%2586%2585%25e5%25ae%25b9+%25f0%259f%258e%25be+%25e2%259e%25a5+CIPT+%25f0%259f%25a1%2584%25e3%2582%2592%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%255b+www.goshiken.com+%255d%25e3%2581%25a7%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2599%25e3%2582%258b%25e3%2581%25a0%25e3%2581%2591CIPT%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e7%2589%2588%25e5%25af%25be%25e7%25ad%2596%25e3%2582%25ac%25e3%2582%25a4%25e3%2583%2589

o CIPTHAGEMRMHKA A & [ CIPTAEWZEED [ CIPTA > 7 1 > i85 [ Open Web+ A b >
www.shikenpass.com [ 112> CIPT <R £ 7 > o — F CIPTHE B

o SHEK & CIPTH > 7 )V RIfEE — B &4%-KE 5 L W CIPTHEAHART R Z [ [ www.goshiken.com |4 5 m CIPT [ %
BREL T, BB 2B TX Yy o—FL TL 28 WCIPTHARERMEA 1 ~

o IAPP CIPTRRERB D AE % R+¥ 3 [ URL>» www.passtestjp <% 2 £ —L TH &. v CIPT LV I EHBREL
TEBTK Y >yr—FL TLEZSWCIPTHEED B R

* www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, myportalutt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, www.stes.tyc.edu.tw, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, Disposable vapes

& 512 Japancert CIPTX > 7* O —# A B LE TR S 1 T £ 9: hitps/drive.google.com/open?
id=1vimw6CuOthwleil 2BGZUT3RD7EYNj4MWh


https://www.shikenpass.com/CIPT-shiken.html
https://www.schleifkottenbahn.de/?s=%25e5%258a%25b9%25e6%259e%259c%25e7%259a%2584%25e3%2581%25aaCIPT%25e3%2582%25b5%25e3%2583%25b3%25e3%2583%2597%25e3%2583%25ab%25e5%2595%258f%25e9%25a1%258c%25e9%259b%2586%25e4%25b8%2580%25e5%259b%259e%25e5%2590%2588%25e6%25a0%25bc-%25e7%25b4%25a0%25e6%2599%25b4%25e3%2582%2589%25e3%2581%2597%25e3%2581%2584CIPT%25e6%258a%2580%25e8%25a1%2593%25e5%2586%2585%25e5%25ae%25b9+%25e2%259b%25b7+%255b+www.goshiken.com+%255d%25e3%2581%258b%25e3%2582%2589%25e2%259e%25a0+CIPT+%25f0%259f%25a0%25b0%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e3%2580%2581%25e8%25a9%25a6%25e9%25a8%2593%25e8%25b3%2587%25e6%2596%2599%25e3%2582%2592%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584CIPT%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e7%2589%2588%25e5%25af%25be%25e7%25ad%2596%25e3%2582%25ac%25e3%2582%25a4%25e3%2583%2589
https://www.passtest.jp/CIPT-mondaishuu.html
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3840649
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3841112
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3840129
https://myportal.utt.edu.tt/ICS/icsfs/15eb4792-d138-443d-96a3-8910929ff214.pdf?target=91b5e90d-36af-4adf-814a-050de9fc7ac1
https://myportal.utt.edu.tt/ICS/icsfs/34390793-1e39-4dac-b5a9-3d7e7d1b2698.pdf?target=9006324f-f647-4c43-b0db-d53944779d07
https://myportal.utt.edu.tt/ICS/icsfs/344940a9-4137-4bdd-9e4f-e831f885f7cc.pdf?target=03d74376-38bf-499e-a4a2-e7f901242eb8
https://myportal.utt.edu.tt/ICS/icsfs/3e769322-8d21-4399-a127-c275de73c898.pdf?target=d541aed1-0f86-4b25-bdb6-382413e4c7d9
https://myportal.utt.edu.tt/ICS/icsfs/53c0a5c2-bfd4-47cf-9b30-92afbec605e1.pdf?target=249e15b3-a6db-413a-907f-d21af4b3f9df
https://myportal.utt.edu.tt/ICS/icsfs/7b0b3ad9-fbe3-4855-b3bd-1933b694b09f.pdf?target=89402dd4-c723-4af6-8ca9-f8cf2358467c
https://myportal.utt.edu.tt/ICS/icsfs/8d9e00dd-0bd6-489c-baa0-c256aac08f75.pdf?target=dbfd66d7-889c-4d82-98a1-e86258926af8
https://myportal.utt.edu.tt/ICS/icsfs/8eec8111-0500-43f8-addd-ab859141fbe5.pdf?target=06e62f67-cd00-483e-867f-8b64574a42dd
https://myportal.utt.edu.tt/ICS/icsfs/95cba8fe-94e2-4b61-a404-7353929a9335.pdf?target=5e8a603d-c2ab-4c46-a17a-b37a34e61fd8
https://myportal.utt.edu.tt/ICS/icsfs/bc6046e1-b80c-4b2c-b941-913f97c3b0e9.pdf?target=938fa09a-eb56-431b-ac80-a224cce446da
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3840177
https://myportal.utt.edu.tt/ICS/icsfs/0a8295b1-46fb-4af4-a5f8-9e2c286eda33.pdf?target=4aa10dea-2f36-4ad5-8cf7-9210d2a80e42
https://myportal.utt.edu.tt/ICS/icsfs/188b199a-b8e3-429a-bf04-3de3fafdff20.pdf?target=f424a797-91e9-4242-adde-29b63bb0d18c
https://myportal.utt.edu.tt/ICS/icsfs/1da13108-6a94-4683-8879-fcca2f473656.pdf?target=e7e72239-5a8e-4319-8792-56775b427bea
https://myportal.utt.edu.tt/ICS/icsfs/3d775c36-8268-4057-aec5-51ac64640e38.pdf?target=a1449104-be7f-4253-a6fe-710e5f29dc7c
https://myportal.utt.edu.tt/ICS/icsfs/3deda630-6e67-4174-a0f9-932a2804ed78.pdf?target=63f573ed-e3e4-4d76-bd1b-b440dd10dcc4
https://myportal.utt.edu.tt/ICS/icsfs/719ce74b-7dd7-4d45-9ec8-c953c247b224.pdf?target=64ca70f5-2c6d-4557-bdc0-b4a5ff89e9d1
https://myportal.utt.edu.tt/ICS/icsfs/a8c51dcd-a2bb-472b-b79b-3a8138038b18.pdf?target=2addd200-87e7-4f80-9e2e-50557d7e7692
https://myportal.utt.edu.tt/ICS/icsfs/d17f39a3-3500-476b-b1e4-8fa190242a62.pdf?target=962bcc86-7b78-4292-ac5b-a5ac1e216737
https://myportal.utt.edu.tt/ICS/icsfs/f7ba47bb-0ba8-4027-8600-3d951df4d4f0.pdf?target=235afcff-5e14-4570-a3f8-294fdc058098
https://myportal.utt.edu.tt/ICS/icsfs/fd85ba53-ce93-409c-b969-8e794f21180c.pdf?target=588173a7-a479-4a55-8f5e-375f9ae14098
https://myportal.utt.edu.tt/ICS/icsfs/1301cf84-396d-40fa-95b4-39ffc90150ab.pdf?target=42169519-f5d2-452b-9eab-be2ceec2ca45
https://myportal.utt.edu.tt/ICS/icsfs/1f65083f-98c8-4b43-a6ff-3fffaf885fc3.pdf?target=5b7041f4-18f5-487c-a626-75a66ba8f87a
https://myportal.utt.edu.tt/ICS/icsfs/210fe5ae-4c54-4ce0-8c8b-99149fc4b2ab.pdf?target=e2c8c27e-8713-435b-aaae-fd8055277676
https://myportal.utt.edu.tt/ICS/icsfs/4a768dc0-ed9d-41a4-8aa9-cdbc7fb76242.pdf?target=3899548b-c370-4f98-abae-6fa8f64f0003
https://myportal.utt.edu.tt/ICS/icsfs/64150498-22c6-44d0-9279-7fbfbb176abb.pdf?target=8b523dcf-5ec7-4218-81a7-211a2175a072
https://myportal.utt.edu.tt/ICS/icsfs/6816dacd-0e5b-4aca-b058-05dc66c94b4d.pdf?target=d1697056-9b0d-43b6-bfce-1b11c2301c8c
https://myportal.utt.edu.tt/ICS/icsfs/92edce74-f6a5-4759-a5ff-7b8d434a6972.pdf?target=fad66a8c-06f8-4b89-b860-2157c7fa12be
https://myportal.utt.edu.tt/ICS/icsfs/a0738515-1323-4c90-a664-985af96c3c46.pdf?target=0caf3e42-934f-4a44-a7a0-fc1638a39312
https://myportal.utt.edu.tt/ICS/icsfs/aa64c7e7-8466-44ca-821b-1873c76f78be.pdf?target=b9f856b5-4770-4658-94eb-c858e198b877
https://myportal.utt.edu.tt/ICS/icsfs/c5ef7e58-bf65-41cd-a04e-c7501bce98c4.pdf?target=2a0c0859-7261-4053-bbd2-39ac8c437e5f
https://myportal.utt.edu.tt/ICS/icsfs/143104ea-4583-43a9-83a4-2691816aa23f.pdf?target=d7c42d04-3900-4136-a56e-ed00ed70ee8c
https://myportal.utt.edu.tt/ICS/icsfs/178ad0b9-4a00-4ab7-8d47-b98f7ca7e875.pdf?target=8e527e24-172f-448d-ac75-8f6bc3e1f8ea
https://myportal.utt.edu.tt/ICS/icsfs/2ef815fa-eade-41e9-9f47-478f555ff6e4.pdf?target=222fe32a-a6b1-419d-bd5e-eb8e079c6e72
https://myportal.utt.edu.tt/ICS/icsfs/7e19f7ec-a0b5-4bc9-8ce9-c554d6d135a5.pdf?target=3ddac1c4-84ab-4a23-a2ce-1d86fd28c9b9
https://myportal.utt.edu.tt/ICS/icsfs/9de5e2c1-0a58-4109-a88a-ec579875ab65.pdf?target=5bad5126-1291-44b0-b9f9-0810d067894a
https://myportal.utt.edu.tt/ICS/icsfs/cbc6e752-0a9e-4264-a17f-cfd1ae27dbdd.pdf?target=2f300240-a181-411e-a80d-e5c4b97cfe12
https://myportal.utt.edu.tt/ICS/icsfs/d3216c40-5e2c-4a4f-a9c2-430ee6b4a8fa.pdf?target=b7ac7e67-42a0-4b9a-8690-07e599f975d5
https://myportal.utt.edu.tt/ICS/icsfs/eb7c48bd-5adb-4e84-9923-07b2e78d3174.pdf?target=10f144f4-1634-4e19-89e7-92ea90088684
https://myportal.utt.edu.tt/ICS/icsfs/ed99efd5-e3eb-4d46-8b71-5061d363a671.pdf?target=fd230027-a4ab-450f-b6e0-990bfe5d4c26
https://myportal.utt.edu.tt/ICS/icsfs/fcebc14a-e77f-4773-b9af-8c347982983a.pdf?target=d811c714-ac0e-46ef-bc45-b31b4efe8577
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3756684
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3840109
https://frvape.com
https://drive.google.com/open?id=1vmw6Cu0thwlei12BGZUT3RD7EYNj4MWh

