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Scenario 3: Auto Tsaab, a Swedish Car manufacturer founded in and headquartered in Sweden, iS well-known for its innovation in
the automotive industry, Despite this Strong reputation, the company has faced considerable challenges managing its documented
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mformation.

Although manual methods of handling this information may have been sufficient in the past, they now pose substantial challenges.
particularly in efficiency, accuracy, and scalability. Moreover, entrusting the responsibility Of managing documented information to a
single individual creates a critical vulnerability, introducing a potential single point Of failure within the organization's information
management system, To address these challenges and reinforce its commitment to protecting information assets, Auto Tsaab
implemented an information security management system ISMS aligned with ISO/IEC 27001. This move was critical 10 ensuring the
security, confidentiality, and integrity of the companys information, particularly as it transitioned from manual to autormated
information management methods.

itially, Auto Tsaab established automated checking Systems that detect and Correct corruption. By implementing these automated
checks, Auto Tsaab not only improved its ability to maintain data accuracy and consistency but also significantly reduced the risk of
undetected errors.

Central to Auto ISMS ate documented processes. By documenting essential aspects and processes Such as the ISMS scope,
information security policy, operational planning and control, information security risk assessment, internal audit. and management
review. Auto Tsaab ensured that these documents were readily available and adequately protected. Moreover. Auto Tsaab utilizes a
comprehensive framework incorporating 36 distinct categories spanning products, services. hardware, and software. This
framework. organized in a two-dimensional matrix with six rows and six columns, facilitates the specification of technical details for
components and assemblies in its small automobiles. underscoring the company's commitment to innovation and quality, TO maintain
the industry standards. Auto Tsaab follows rigorous protocols in personnel selection. guaranteeing that every team member is not
only eligble but also well-suited for their respective roles within the organization. Additionally, the company established formal
procedures for handling policy violations and appointed an internal consultant to continuously enhance its documentation and security
practices.

According to scenario 3, which security architecture framework does Auto Tsaab utilize?

e A Open Security
¢ B. The Open Group Architecture
e C. Zachman

ER: C
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Scenario 10: NetworkFuse develops, manufactures, and sells network hardware. The company has had an operational information
security management system (ISMS) based on ISO/IEC 27001 requirements and a quality management system (QMS) based on
ISO 9001 for approximately two years. Recently, it has applied for a j
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