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¢ Define Specifications for the WLAN: This section of the exam measures the skills of a Wireless Network
Planner and focuses on gathering business and technical requirements needed for designing wireless LANs.
It includes understanding user needs, regulatory and safety constraints, and environmental factors.

FH1 Candidates are expected to identify critical elements such as coverage, capacity, security, and device

compatibility, and to analyse existing infrastructure and documentation to ensure a successful design

strategy.

¢ Design the WLAN: This section of the exam measures the skills of a WLAN Design Engineer and covers
the process of selecting configurations, architecture types, and wireless components to meet business and
technical requirements. It includes using design software, selecting access points and antennas, and

FH 2 applying methodologies such as predictive or measured design. Candidates must demonstrate the ability to

produce effective documentation and configure features like QoS, roaming security, and network services

for different types of client devices and applications.

¢ Validate and Optimize the WLAN: This section of the exam measures the skills of a WLAN Optimization
Specialist and assesses the ability to test, validate, and fine-tune wireless networks post-deployment. Key
tasks include RF validation surveys, performance testing, troubleshooting connectivity and security issues,
FH 3 and applying appropriate physical or RF adjustments. It also nvolves client testing and final project
handover, including documentation, knowledge transfer, and meetings to ensure long-term WLAN
success.

¢ Deploy the WLAN: This section of the exam measures the skills of a WLAN Implementation Specialist

and involves overseeing the deployment phase of wireless networks. It focuses on understanding
=x4 deployment procedures for various WLAN architectures, configuring supporting infrastructure, and
verifying proper installation. The section also addresses physical installation checks, documentation
handover, and quality assurance practices during ongoing installations.
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EE #80

ABC Manufacturing has a heavily-used dual-band (2.4 / 5 GHz) WLAN, but sporadic RF interference across the 2.4 GHz band is
causing dropped VoWiFi calls and leading to data connectivity and throughput problems.

In addition to avoiding 2.4 GHz channels and installing a distributed spectrum analyzer to locate RF interference sources, what
should the implementer do to resolve the problem fully?

A. Tnplement WPA-PSK everywhere in the network.

B. Move all corporate data clients and VoWiFi devices to the 5 GHz channels appropriate for their regulatory domain.
C. Use captive portals for guest authentication in 5 GHz

D. Have only guest access on the 5 GHz channels.

He: B

MY

Comprehensive and Detailed Explanation:

The 5 GHz band offers more non-overlapping channels and is less susceptible to interference compared to the

2.4 GHz band. By moving corporate data clients and VoWiFi devices to the 5 GHz band, the network can achieve better
performance and reduced interference, especially for latency-sensitive applications like voice over Wi-Fi.

Reference: CWDP-305 Official Study Guide, Chapter on Infrastructure Design

EAE #81

You are designinga WLAN and nave been asked to recommend a security solution for the network The organization requires that
802 1X/EAP be implemented, but they do not have a PKI and do not wish to deploy one They suggest that mostly Windows
clients. Apple phones and Android phones will be used What do you recommend?

e A Use FAP-TLS for the authentication solution
e B. Use TKIPRC4 with a PSK

e C. Use CCMP AES witha PSK

e D. Use EAP-PEAP for the authentication solution

He. D

EAE2 #82
What is the purpose of a Physical Installation Guide document?

e A To provide clear instructions on the locations and mounting methods, and possible configuration steps for APs
e B. To prove that the WLAN meets the organization's requirements

e C. To provide sources for purchasing the equipment needed to implement the WLAN

e D. To inform the install technicians of WLAN frame exchanges and comnmumnication methods

HE: A

dY:

The Physical Installation Guide is developed during the design phase and delivered to the installation team. It contains detailed AP
locations (including mounting heights and orientations), cabling instructions, hardware installation standards, and any specific AP
configuration notes needed during physical deployment.

From CWDP-305:
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"A Physical Installation Guide provides specific instructions to installers, such as mounting height, orientation, and any environmental
considerations. This ensures that APs are installed correctly and according to the design."
- Reference: CWDP-305 Official Study and Reference Guide, Chapter on Wireless Design Process

EE #83
‘When deploying an Enterprise-class VOWLAN infrastructure, which Access Category (AC) must be used to prioritize voice
packets and ensure optimal performance?

A. AC_VO
B. AC_VI

C. AC_BK
D. AC_BE

HE: A

Y.

In Wi-Finetworks, the IEEE 802.11e amendment introduces Quality of Service (QoS) features, allowing traffic to be categorized
into different Access Categories (ACs) to prioritize data transmission. For Voice over WLAN (VoWLAN) applications, it is crucial
to prioritize voice traffic to ensure low latency and jitter. The AC_VO (Voice Access Category) is designated for this purpose,
providing the highest priority over other traffic types.

Implementing AC_VO ensures that voice packets are transmitted with minimal delay, which is essential for mantaining call quality in
enterprise environments.

Reference: CWDP-305 Official Study and Reference Guide, Chapter on Designing for Specific Applications

AE #84

You are validating client association capabilities to an 802.1X/EAP secure SSID. The RADIUS server's IP address is
10.100.50.25, and the default RADIUS authentication port is being used. None of the clients can associate with the SSID. After
verifying that both the server and the RADIUS service are operational, you find that the authenticator (such as the AP or controller)
is not commumnicating properly with the RADIUS server. What is your next troubleshooting step?

A. Verify that the shared secret between the authenticator and the RADIUS server is the correct
B. Reboot the clients to empty the shared secret cache

C. Reboot the server to empty the shared secret cache

D. Restart the RADIUS service to empty the shared secret cache
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