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A company’s SysOps sdministrator deploys 2 public Network Load Balancer (NLB) in front of the
company's web application. The web application dees not use any Elastic IF addresses, Usars must
acciess the web application by using the company's demain name, The SysOps sdministrator nesds to
configure Amazon Route 53 to route traffic to the NLB.

Which solution will meat these requirements MOST cost-effectively?

= A Create a Route 53 AANA record for the NLB,

= B. Create a Route 53 CNAME record for tha NLB
» O, Create a Boite 53 allas record for te NLE.

« [n. Create & Route 53 CAA record for the NLE.
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A company stores sensitive data in an Amazon 53 backet. The company must log all access attempts
to the 53 bucket

The company's risk team must receive immediate notification about any delete eveats.

Which solution will meat these requirements?

» A, Use Amazon CloudWateh Logs for awdit logs.
Use Amazon ClowdWatch alarms with an Amazon Simple Notification Service {Amazon SNS)
natification for the aliert system,
= B. Use Amazen CloudWateh Logs for audit Logs.
Launch an Amazon EC2 instance for the alert system.
Run a cron job on the EC2 Instance each day to compare the list of the items with the Hst from
the previows day.
Configrire the cron job to send i notification if an item is missing.
» C. Enable 53 oy
501 up an Amazo
bt Dl . | E
[x. Enable 53 server access iu-gi_[mg for audit Iogs
Launch an Amacon ECZ instance for the alert system,
Run a cron job on the EC2 instance W download the aceess bogs each day and w0 scan fora
DeleteObject event.

COEES i-:uwu.ll {or audit I|J|,'.\..

an SMNS) notification for the 53 bucket.
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hitpsfdocs. aws.amazon.com/AmazonS3atestiaserguide/notification-kow-to-event-types-and-
destinations. html# supported-notification-event - types

SON-COL 4 o o 4 R OO G AN Py A A

1 2|, ExamPassdump SCS-C02 A& EX|E L8 7t X|F 2 F & LICt: hitpsy/drive. google.com/open?
id=1XId_Cc9qdWD50G5vK ob2UhCHANHdyIXF

ExamPassdump™l M & | 8F Amazon@l & SCS- COZ'F:'lIL = MEMHAITRUAMEO| AT HEE 2 4HE Amazon2! S

SCS CO2A| ol CHH|t -T'-HXPE%IL—IEP Amazon?!& SCS-C02 HZoff U= EX B oI35 11 35 5t &1CHH Amazon
RIF SCS-C2AIEE stdof mjAstod REAF S ¢.=I7'|| Fsgs AeRLc

Amazon SCS-C02 A8l Z:

A 274

o Security Logging and Monitoring: This topic prepares AWS Security specialists to design and implement
=x 1 robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.



https://drive.google.com/open?id=1XId_Cc9qdWD50G5vKob2UhCH4NHdylXF
https://kr.fast2test.com/SCS-C02-premium-file.html

o Threat Detection and Incident Response: In this topic, AWS Security specialists gain expertise in crafting

incident response plans and detecting security threats and anomalies using AWS services. It delves into
=x2 effective strategies for responding to compromised resources and workloads, ensuring readiness to manage
security incidents. Mastering these concepts is critical for handling scenarios assessed in the SCS-C02
exam

¢ Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot

security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed
FH 3 on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the
exam's focus on safeguarding critical AWS services and environments.

>>SCS-CREHZMEREAN CH2 <<

SCS-CO2AIECHH| = Al HX X2 & SCS-CO2AIECHH| 2| AMHA HE X2

Amazon@!E SCS-CO2AIEE S5l AIRHEHIE ofEH SHoff Ex| E2t 1EISO0|AlEtH Ol 22 21
ExamPassdump& & 0FF M| 2. ExamPassdump 2| Amazon@!E SCS-C2EHIEZ M E S M M2 AlIH AlRol CHet FE24F
ol Ab2F & Zd L Ct. ExamPassdump | Amazon@!E SCS-CO2E Z &= Amazon@! S SCS-CO2AMAIE E X E Ot AE B
ZIZ oM AME e 2| AMAIRo CHu| 8t 3REXE 2 M ARHAE0] 100%LICt 5% Wel HZE otzdstod AlES
ZH|tAIH Xt H S # 50| WetE Lo

Z| &l AWS Certified Specialty SCS-C02 FE2MEE A (Q77-Q82):

HE#77

A company must retain backup copies of Amazon RDS DB instances and Amazon Elastic Block Store (Amazon EBS) volurres.
The company must retain the backup copies in data centers that are several hundred miles apart.

Which solution will meet these requirements with the LEAST operational overhead?

e A. Configure AWS Backup to create the backups according to the needed schedule. In the backup plan, specify multiple
Availability Zones as backup destinations.

¢ B. Configure Amazon Data Lifecycle Manager to create the backups. Configure the Amazon Data Lifecycle Manager policy
to copy the backups to an Amazon S3 bucket. Enable replication on the S3 bucket.

e C. Configure Amazon Data Lifecycle Manager to create the backups. Create an AWS Lambda function to copy the backups
to a different AWS Region. Use Amazon EventBridge to nvoke the Lambda function on a schedule.

¢ D. Configure AWS Backup to create the backups according to the needed schedule. Create a destination backup vault in a
different AWS Region. Configure AWS Backup to copy the backups to the destination backup vault.

He. D
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AWS Backup supports cross-Region backup copy to another backup vault in a different AWS Region. This is the simplest and
most operationally efficient method to meet the requirement of geographic redundancy (i.e., data centers several hundred miles
apart).

No custom scripting, Lambda, or EventBridge scheduling is required, minimizing operational overhead and aligning with Data
Protection and Disaster Recovery best practices.

HEE #78

A company wants to prevent SSH access through the use of SSH key pairs for any Amazon Linux 2 Amazon EC2 instances in its
AWS account. However, a system administrator occasionally will need to access these EC2 instances through SSH in an
emergency. For auditing purposes, the company needs to record any commands that a user runs in an EC2 instance.

‘What should a security engineer do to configure access to these EC2 instances to meet these requirements?

e A Use AWS Systems Manager Session Manager Configure Session Manager to save all commands that are entered in a
session to an Amazon S3 bucket. Provide the EC2 instances with an IAM role that allows Systems Manager to manage the
EC2 instances. Configure an IAM account for the system admmnistrator Provide an [AM policy that allows the [AM account
to use Session Manager.
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¢ B. Use EC2 Instance Connect Configure EC2 Instance Connect to save all commands that are entered to Amazon
CloudWatch Logs. Provide the EC2 instances with an IAM role that allows the EC2 instances to access CloudWatch Logs
Configure an IAM account for the system administrator. Provide an IAM policy that allows the IAM account to use EC2
Instance Connect.

e C. Use the EC2 serial console Configure the EC2 serial console to save all commands that are entered to an Amazon S3
bucket. Provide the EC2 instances with an [AM role that allows the EC2 serial console to access Amazon S3. Configure an
TAM account for the system administrator. Provide an TAM policy that allows the IAM account to use the EC2 serial
console.

e D. Use an EC2 key pair with an EC2 instance that needs SSH access Access the EC2 instance with this key pair by using
SSH. Configure the EC2 instance to save all commands that are entered to Amazon CloudWatch Logs. Provide the EC2
instance with an IAM role that allows the EC2 instance to access Amazon S3 and CloudWatch Logs.

He: A
dE:
Explanation

Open the AWS Systens Manager console at httpsz/console.aws.amazon.conmysystems-manager/. In the navigation pane, choose
Session Manager. Choose the Preferences tab, and then choose Edit. Select the check box next to Enable under S3 logging,
(Recommended) Select the check box next to Allow only encrypted S3 buckets. With this option turned on, log data is encrypted
using the server-side encryption key specified for the bucket. If you don't want to encrypt the log data that is sent to Amazon S3,
clear the check box. Youmust also clear the check box if encryption isn't allowed on the S3 bucket.
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A company has retail stores The company is designing a solution to store scanned copies of customer receipts on Amazon S3 Files
will be between 100 KB and 5 MB in PDF format Each retail store must have a unique encryption key Each object must be
encrypted with a unique key Which solution will meet these requirements?

e A Use the AWS Key Management Service (AWS KMS) ImportKeyMaterial operation to import new key material to AWS
KMS every day for each retail store Use a customer managed key and the KMS Encrypt operation to encrypt the objects
Then upload the objects to Amazon S3

¢ B. Create a new AWS Key Management Service (AWS KMS) customer managed key every day for each retail store Use
the KMS Encrypt operation to encrypt objects Then upload the objects to Amazon S3

e C. Create a dedicated AWS Key Management Service (AWS KMS) customer managed key for each retail store Use the
S3 Put operation to upload the objects to Amazon S3 Specify server-side encryption with AWS KMS keys (SSE-KMS)
and the key ID ofthe store's key

e D. Runthe AWS Key Management Service (AWS KMS) GenerateDataKey operation every day for each retail store Use
the data key and client-side encryption to encrypt the objects Then upload the objects to Amazon S3

HE. C

ME:

To meet the requirements of storing scanned copies of customer receipts on Amazon S3, where files will be between 100 KB and 5
MB in PDF format, each retail store must have a unique encryption key, and each object must be encrypted with a unique key, the
most appropriate solution would be to create a dedicated AWS Key Management Service (AWS KMS) customer managed key
for each retail store. Then, use the S3 Put operation to upload the objects to Amazon S3, specifying server-side encryption with
AWS KMS keys (SSE-KMS) and the key ID of the store's key.

EAE #80

A systens engineer deployed containers from several custom-built images that an application team provided through a QA workflow
The systems engineer used Amazon Elastic Container Service (Amazon ECS) with the Fargate launch type as the target platform
The system engineer now needs to collect logs fromall containers into an existing Amazon CloudWatch log group Which solution
will meet this requirement?

e A Setup Fluent Bit and FluentO as a DaemonSet to send logs to Amazon CloudWatch Logs

e B. Turn on the awslogs log driver by specifying parameters for awslogs-group and awslogs-region m the LogConfiguration
property

e (. Download and configure the CloudWatch agent on the container instances

e D. Configure an 1AM policy that includes the togs CreateLogGroup action Assign the policy to the container instances
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Explanation

The AWS documentation states that you can use the awslogs log driver to send log information to CloudWatch Logs. To use this
method, you specify the parameters for awslogs-group and awslogs-region in the LogConfiguration property of the container
definition. This method is the easiest way to send logs to CloudWatch Logs.

References: : Amazon Elastic Container Service Developer Guide
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A company's engineering team is developing a new application that creates IAM Key Management Service (IAM KMS) CMK
grants for users immediately affer a grant IS created users must be able to use the CMK tu encrypt a 512-byte payload. During load
testing, a bug appears |intermittently where AccessDeniedExceptions are occasionally triggered when a user rst attempts to encrypt
using the CMK Which solution should the cOmpany's security specialist recommend'?

e A Instruct the engineering team to create a random name for the grant when calling the CreateGrant operation. Return the
name to the users and instruct them to provide the name as the grant token in the call to encrypt.

¢ B. Instruct users to implement a retry mechanism every 2 minutes until the call succeeds.

¢ (. Instruct the engineering team to pass the grant token returned in the CreateGrant response to users. Instruct users to use
that grant token in their call to encrypt.

¢ D. Instruct the engineering team to consume a random grant token from users, and to call the CreateGrant operation, passing
it the grant token. Instruct use to use that grant token in their call to encrypt.
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