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Fortinet EMEA Advanced Support Exam Sample Questions (Q49-Q54):

NEW QUESTION # 49
Which termrefers to the OSPF router that connects area 0 to a nonbackbone area?

A. area boundary router

B. autonomous system boundary router
C. backbone router

D. area border router

Answer: D

Explanation:

The standard term in OSPF for a router connecting the backbone area (Area 0) to a non-backbone area is "area border router"
(ABR). It maintains separate LSDBs for each area and performs summarization. "Area boundary router” is similar but not the
standard term; ASBR connects to external AS; backbone router is in Area 0. Exact extract: Go to Network > OSPF. Set Router
IDto 10.11.101.1. In the Areas table, click Create New and set the following: Area ID. 0.0. Click OK. In the Networks ... A
router connected to more than one area is an area border router (ABR). An autonomous system boundary router (ASBR) is located
between an OSPF autonomous ... This article describes the basic steps to configure FortiGates in an OSPF scenario where the
FortiGates will be ABR and ASBR OSPF routers across 3 areas. OSPF areas are groupings of OSPF routers or logical parts of a
network. An area's routing information can be sent as a summary to other areas. This article describes that routes learned from the
other OSPF areas will be removed on the ABR router when it has multiple areas and has no backbone ...

NEW QUESTION # 50
A Company is running an outdated version of a Webserver software that is vulnerable to multiple code execution and injection
attacks. Which Security feature can protect the Webserver until the security patches are applied?

A. Anti rootkit Protection

B. Intrusion Detection System
C. Intrusion Prevention System
D. Anti-virus Protection

Answer: C

Explanation:

An Intrusion Prevention System (IPS) actively blocks malicious traffic, such as code execution or injection attacks, by matching
against known signatures or anomalies, protecting the webserver until patches are applied. Intrusion Detection System (IDS) only
detects and alerts, not blocks. Anti-virus and anti-rootkit are less effective for web-based attacks. The original document's answer B
is incorrect, as IDS does not prevent attacks. Exact extract: "[PS provides active protection by blocking malicious traffic based on
signatures or anomaly detection... Unlike IDS, which only detects and alerts, IPS can drop packets to prevent attacks like code
execution or SQL injection."”

NEW QUESTION # 51
Which of'the following are classful addresses? (Select all that apply below)

A. 172.16.0.0/24
B. 172.16.0.0/16
C. 10.225.30.0/16
D. 10.225.30.0/8

Answer: B,D

Explanation:
Classful addressing follows the orignal IP address classes: Class A (/8), Class B (/16), and Class C (/24).
Option A (10.225.30.0/8) is a Class A address, and C (172.16.0.0/16) is a Class B address. Option B (10.225.30.0/16) and D
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(172.16.0.0/24) uvse non-standard masks for their respective ranges, making them classless (CIDR). The original document
incorrectly lists only A. Fortinet routing supports both classful and classless addressing. Exact extract: "Classful addressing uses fixed
subnet masks: Class A (/8), Class B (/16), and Class C (/24)... Addresses like 10.0.0.0/8 and 172.16.0.0/16 are classful, while
non-standard masks indicate classless addressing.”

NEW QUESTION # 52
How does a stateful firewall control a TCP session?

A. TCP ack numbers are used to control the session

B. TCP destination ports are used to control the session

C. TCP source ports are used to control the session

D. TCP sequence numbers and TCP flags are used to control the session

Answer: D

Explanation:

A stateful firewall, like FortiGate, tracks TCP sessions by maintaining a state table that includes TCP sequence numbers and flags
(e.g, SYN, ACK, FIN) to monitor the connection's lifecycle (establishment, data transfer, termination). This ensures proper session
handling, detecting out-of-order packets or invalid states.

Source and destination ports identify the session but don't control its state, and ACK numbers alone are insufficient. Exact extract:
"Stateful inspection tracks TCP sessions using sequence numbers and TCP flags (SYN, ACK, FIN, etc.) to ensure packets are
valid and part of an established session... FortiGate maintains a state table to monitor the TCP connection states."

NEW QUESTION # 53
Which FortiGate log type records denied traffic events?

A. System Log
B. Traffic Log
C. Security Log
D. Event Log

Answer: B

Explanation:

Traffic Logs in FortiGate record all traffic events, including denied packets, with details like source, destination, and policy ID.
Security Logs (B) cover UTM events, Event Logs (C) system events, and System Logs (D) hardware or system status, not
specifically denied traffic. Exact extract: "Traffic Logs record all packet activity, including allowed and denied traffic, with details
such as source/destination IPs, ports, and the firewall policy applied."

NEW QUESTION # 54
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