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Losungen (Q346-Q351):

346. Frage
A technician is dispatched to a user's office to connect a PC to an office printer. The technician notices several documents on the
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user's desk that display other technicians' PII. Which of the following should the technician do to maintain proper professionalism?

A. Report the incident to a supervisor.

B. Make a copy of the document to share with the legal team
C. Educate the user about safeguarding documents.

D. Disclose the experience with other coworkers.

Antwort: A

347. Frage
Which of the following is the most secure screen lock?

A. Password
B. Fingerprint
C. Swipe

D. Face

Antwort: A

Begrindung;

Comprehensive and Detailed In-Depth Explanation:

Passwords provide the highest level of security because they cannot be bypassed using biometric spoofing techniques.
* A. Face - Can be fooled with 2D images (on some devices).

* B. Swipe - Very weak security.

* D. Fingerprint - More secure than face/swipe but can still be faked.

Reference:

CompTIA A+ 220-1102, Objective 2.3 - Authentication and Security Methods

348. Frage
Which of the following protects a mobile device against unwanted access when it is left unattended?

A. Antivirus software
B. OS updates

C. BYOD policy

D. PIN code

Antwort: D

Begrindung;

A PIN code is a numeric password that protects a mobile device against unwanted access when it is left unattended. It requires the
user to enter the correct code before unlocking the device. OS updates, antivirus software and BYOD policy are other security
measures for mobile devices, but they do not prevent unauthorized access when the device is left unattended. Verified References:
httpss//www.comptia.org/blog

/mobile-device-security httpsz//www.comptia.org/certifications/a

349. Frage

A technician is working to resolve a Wi-Fi network issue at a doctor's office that is located next to an apartment complex. The
technician discovers that employees and patients are not the only people on the network. Which of the following should the
technician do to BEST minimize this issue?

A. Add a password to the guest network
B. Disable unused ports.

C. Change the network channel.

D. Remove the guest network

Antwort: A

Begriindung;



Changing the network channel is the best solution to mnimize the issue of employees and patients not being the only people on the
Wi-Fi network$

350. Frage
A technician is setting up a newly built computer. Which of the following is the fastest way for the technician to install Windows 10?

A. In-place upgrade

B. Unattended installation
C. Factory reset

D. System Restore

Antwort: B

Begriindung;

The correct answer is D. Unattended installation. An unattended installation is a way of installing Windows 10 without requiring any
user input or interaction. It uses a configuration file called answer file that contains the settings and preferences for the installation,
such as the product key, language, partition, and network settings. An unattended installation can be performed by using a bootable
USB flash drive or DVD that contains the Windows 10 installation files and the answer file1. This is the fastest way for the technician
to install Windows 10 on a newly built computer, as it automates the whole process and saves time.

A factory reset is a way of restoring a computer to its original state by deleting all the data and applications and reinstalling the
operating system A factory reset can be performed by using the recovery partition or media that came with the computer, or by
using the Reset this PC option n Windows 10 settings2. A factory reset is not a way of installing Windows 10 on a newly built
computer, as it requires an existing operating system to be present.

A systemrestore is a way of undoing changes to a computer's system files and settings by using a restore point that was created
earlier. A systemrestore can be performed by using the System Restore option in Windows 10 settings or by using the Advanced
Startup Options menu3. A systemrestore is not a way of installing Windows 10 on a newly built computer, as it requires an existing
operating system and restore points to be present.

An in-place upgrade is a way of upgrading an existing operating system to a newer version without losing any data or applications.
An in-place upgrade can be performed by using the Windows 10 Media Creation Tool or by running the Setup.exe file from the
Windows 10 installation media. An in-place upgrade is not a way of installing Windows 10 on a newly built computer, as it requires
an existing operating system to be present.
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