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What is the primary purpose of BIG-1Q in a network security infrastructure?
Response:

A. To handle employee payroll

B. To provide centralized management and visibility
C. To conduct penetration testing

D. To create complex passwords
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Scenario: While performing a threat analysis, you identify that a particular server has multiple unpatched vulnerabilities. However, the
server is only used for internal testing and does not contain sensitive data.

‘What should your immediate course of action be?
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Response:

A. Document the vulnerabilities and defer patching until after testing.

B. Move the server to a secure network segment.

C. Patch the server immediately and review patch management policies.
D. Ignore the issue as the server is not critical.
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Which factors should be considered when determining risk profiles of infrastructure and applications through threat modeling?
(Select all that apply)

Response:

¢ A Security controls in place

¢ B. Vulnerabilities in the system

e C. Current stock market trends

e D. Potential attackers and their motivations
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Which factors should be considered when developing an incident response plan for DDoS attacks?
(Select TWO)

Response:

¢ A Planning for bandwidth allocation during an attack

¢ B. Budgeting for potential ransom payments

e C. Identifying critical services that need to remain operational
¢ D. Choosing a media strategy to announce the attack
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A proactive security response plan is primarily focused on mitigating risks and preventing security incidents before they occur.
Response:

o A. True
e B. False
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