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M #285
Your company sells SaaS, and your company itself is hosted in the cloud (using it as a PaaS).
In case of a malware incident in your customer's database, who is responsible for eradicating the malicious software?

A. Your company

B. The PaaS provider
C. The customer

D. Building management

Ef: A
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A #286

QualTech Solutions is a leading security services enterprise. Dickson works as an incident responder with this frm. He is performing
vulnerability assessment to identify the security problems in the network, using automated tools to identify the hosts, services, and
vulnerabilities present in the enterprise network.

Based on the above scenario, identify the type of vulnerability assessment performed by Dickson.

A. Passive assessment
B. Internal assessment
C. External assessmen
D. Active assessment

EfE: A

H A #287

John, a professional hacker, is attacking an organization, where he is trying to destroy the connectivity between an AP and client to
make the target unavailable to other wireless devices.

Which of the following attacks is John performing in this case?

A. Denial-of-service

B. Disassociation attack
C. Routing attack

D. EAP failure

Ef#: B
fEEL:

In a disassociation attack, the attacker sends disassociation frames to a wireless access point (AP) using a spoofed MAC address of
a client or to the client pretending to be the AP. This forces the target to disconnect and often reconnect, causing a disruption in the
wireless connectivity. Such attacks can be used to create a denial-of-service condition for the client, making the network resource
unavailable. The primary objective of this attack is not to eavesdrop but to disrupt the normal operation of the wireless connection
between the client and the AP.

References:The concept of disassociation attacks and their impact on wireless network connectivity is covered in cybersecurity
training materials and incident response courses, including those related to the ECIH v3 certification. These materials explain the
techniques used in various network attacks, including how disassociation attacks are performed and mitigated.

R #288

WebMega, a leading e-commerce giant with over a billion users, suffered a massive data breach, compromising sensitive user data,
including financials. During the containment phase, TH&R teams discovered a meticulous attack pattern that bypassed muiltiple
security layers, hinting at an insider's involvement. Investigations revealed that three recently fired employees, with ties to a rival
company, had possible motives and means. How should WebMega proceed?

¢ A. Publicly accuse the rival company of corporate espionage and initiate legal proceedings based on the initial evidence.

¢ B. Reach out to the rival company's leadership, seeking an off-the-record resolution without involving legal channels.

¢ C. Reinforce security measures across the board, with a focus on employee access controls, without addressing the potential
nsider threat directly.

e D. Collaborate with external forensic experts and law enforcement agencies to conduct a thorough investigation while
maintaining confidentiality.

IEf@E: D

AR :

This scenario nvolves a suspected malicious insider threat with potential external collusion, which significantly elevates legal,
regulatory, and evidentiary requirements. The ECIH curriculum emphasizes that when insider activity is suspected-especially
mvolving terminated employees and possible corporate espionage-organizations must prioritize forensic integrity, confidentiality, and
lawful investigation.

Option B is correct because collaborating with external forensic experts and law enforcement ensures a neutral, legally defensible
mvestigation. ECIH stresses that insider cases often require specialized forensic capabilities, evidence preservation, and legal
authority that internal teams alone may not possess. Maintaining confidentiality protects the organization from reputational damage
and legal exposure while facts are being established.



Option A ignores the insider dimension and risks repeat incidents. Option C bypasses legal safeguards and could be interpreted as
obstruction or collusion. Option D is premature and exposes the organization to defamation and legal risk without substantiated
evidence.

ECIH guidance is clear that complex insider incidents should be escalated appropriately with legal and forensic rigor. Therefore,
Option B aligns best with recommended practice.

I #289

During the process of detecting and containing malicious emails, incident responders should examine the originating IP address of the
emails.

The steps to examine the originating IP address are as follow:

1. Search for the IP in the WHOIS database

2. Open the email to trace and find its header

3. Collect the IP address of the sender from the header of the received mail

4. Look for the geographic address of the sender in the WHOIS database

Identify the correct sequence of steps to be performed by the incident responders to examine originating [P address of the emails.

A 1-->3->2.4
B. 4-->1-->2-->3
C.2-->3-->1-->4
D. 2-->1-->4-->3

Ef#: C
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