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NEW QUESTION # 44
An administrator must enable a DHCP server on one of the directly connected networks on FortiGate. However, the administrator
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is unable to complete the process on the GUI to enable the service on the interface.
In this scenario, what prevents the administrator from enabling DHCP service?

A. Another interface is configured as the only DHCP server on FortiGate.
B. The role of the interface prevents setting a DHCP server.

C. The FortiGate model does not support the DHCP server.

D. The DHCP server setting is available only on the CLI.

Answer: B

Explanation:

An interface's role (for example, WAN or DMZ) determines whether DHCP server configuration is allowed. Ifthe interface is set to
arole such as WAN, FortiGate restricts enabling DHCP server service on that interface. To enable DHCP, the interface role must
be changed to LAN or Internal, which supports DHCP server functionality.

NEW QUESTION # 45
Refer to the exhibit.
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Review the intrusion prevention system (IPS) profile signature settings shown in the exhibit.
‘What do you conclude when adding the FTP.Login.Failed signature to the IPS sensor profile?

A. The signature setting uses a custom rating threshold.

B. Traffic matching the signature will be allowed and logged.

C. Traffic matching the signature will be silently dropped and logged.
D. The signature setting includes a group of other signatures.

Answer: B

Explanation:

In the exhibit, the FTP.Login.Failed IPS signature has the Action set to Pass and Packet Logging enabled.

The traffic matching this signature will not be blocked; instead, it will be allowed (passed) through the FortiGate.
Because packet logging is enabled, the matching events will be logged for monitoring or analysis.

NEW QUESTION # 46

FortiGate is integrated with FortiAnalyzer and FortiManager.

When creating a firewall policy, which attribute must an administrator include to enhance finctionality and enable log recording on
FortiAnalyzer and FortiManager?

A. Universally Unique Identifier
B. Sequence ID

C. LogID

D. Policy ID



Answer: A

NEW QUESTION # 47
Refer to the exhibit, which shows a partial configuration from the remote authentication server.
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Why does the FortiGate administrator need this configuration?

A. To authenticate Any FortiGate user groups.

B. To set up a RADIUS server Secret.

C. To authenticate only the Training user group.

D. To authenticate and match the Training OU on the RADIUS server.

Answer: C

Explanation:
The Fortinet-Group-Nanme attribute is used to restrict authentication to users who belong specifically to the
"Training" user group on the RADIUS server.

NEW QUESTION # 48
An admmnistrator configured a FortiGate device to act as a collector for agentless polling mode.
‘What must the administrator add to the FortiGate device to retrieve AD user group information?

A. Keycloak server
B. LDAP server

C. RADIUS server
D. TACACS server

Answer: B

Explanation:
In agentless polling mode, FortiGate directly queries Active Directory to obtain user and group information. To do this, the
administrator must configure an LDAP server on the FortiGate, which allows it to retrieve user group membership details from AD.

NEW QUESTION # 49
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