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Juniper JN0-106 Exam Syllabus Topics:

Topic Details

Topic 1
Routing Policy and Firewall Filters: Covers how to control traffic flow on Junos devices using routing
policies and firewall filters, including policy structure, match criteria, filter actions, and unicast RPF.

Topic 2
Junos OS Fundamentals: Covers the architecture of Junos OS, focusing on the separation of control and
forwarding planes and how traffic is processed by the routing and packet-forwarding engines.

Topic 3
Configuration Basics: Covers the essential steps for configuring a Junos device from factory default,
including user accounts, interfaces, authentication, system services like NTP and SNMP, and configuration
archival.

Topic 4
Networking Fundamentals: Covers core networking concepts including IP addressing, subnetting, Layer 2
3 operations, routing basics, and protocol types essential for understanding how networks function.

Topic 5
Routing Fundamentals: Covers core routing concepts on Junos devices, including routing and forwarding
tables, route preference, static routing, routing instances, and an introduction to dynamic routing protocols.
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Topic 6
Operational Monitoring and Maintenance: Covers the tools and procedures used to monitor, maintain, and
troubleshoot Junos devices, including show
monitor commands, network utilities, OS upgrades, and password recovery.

Juniper Junos, Associate (JNCIA-Junos) Sample Questions (Q31-Q36):
NEW QUESTION # 31 
Which two statements describe the result when you enter ? at the command-line prompt?
(Choose two.)

A. It displays help about a text string contained in a statement.
B. It displays summary information about the commands and options.
C. It lists the available commands and options.
D. It lists tips for the help menu.

Answer: B,C

Explanation:
When you enter ? at the command-line prompt in Junos OS, the system provides assistance in two significant ways. Firstly, it lists the
available commands and options that can be used at the current point in the command hierarchy, aiding users in understanding what
commands they can execute next. Secondly, it displays summary information about those commands and options, providing brief
descriptions or additional context that can help users understand the function of each command or option. This feature is particularly
useful for learning the command structure or for quick reference when specific command syntax is forgotten.

NEW QUESTION # 32 
Which two statements about firewall filters are correct? (Choose two.)

A. Firewall filters can match Layer 4 parameters.
B. Firewall filters are stateless.
C. Firewall filters can match Layer 7 parameters.
D. Firewall filters are stateful.

Answer: A,B

Explanation:
In Junos OS, standard firewall filters operate as a primary security and traffic management tool within the forwarding plane. These
filters are fundamentally stateless, meaning they evaluate each packet individually and in isolation without maintaining a session table
or tracking the state of network connections. This stateless nature allows the Packet Forwarding Engine (PFE) to process filters at
hardware speeds, ensuring minimal latency for transit traffic. This distinguishes them from the stateful security policies found on Junos
security devices like the SRX Series, which track the entire lifecycle of a flow.
Furthermore, firewall filters are designed to inspect and match header information up to Layer 4 of the OSI model. This capability
allows administrators to define terms based on parameters such as source and destination IP addresses (Layer 3) as well as TCP or
UDP port numbers and protocol types (Layer 4). While they provide granular control over packet flow, they do not natively inspect
Layer 7 application payloads, which is typically reserved for advanced services like Intrusion Detection and Prevention (IDP). By
combining stateless execution with Layer 4 matching, Junos firewall filters provide an efficient method for implementing transit
protection, rate limiting through policing, and protecting the local Routing Engine through loopback interface filtering. Reference:
Routing Policy and Firewall Filters, Firewall Filter Framework.

NEW QUESTION # 33 
Which two statements describe rollback configuration behavior in Junos OS? (Choose two.)

A. Rollback configurations are applied automatically after a commit confirmed timeout.
B. Rollback 0 always refers to the factory default configuration.
C. Up to 100 rollback configurations are maintained by default.
D. Rollback files are stored automatically after each commit.

Answer: A,D



Explanation:
Junos OS incorporates a robust configuration versioning and recovery system designed to protect against configuration errors and
human oversight. A key feature of this system is that rollback files are stored automatically by the device after each successful
commit. These files represent a historical record of previous active configurations. By default, the system maintains a set number of
these files, allowing an administrator to revert to a previous state (e.g., rollback 1) if the most recent changes result in unexpected
network instability.
Another critical safety mechanism is the behavior associated with the commit confirmed command. If an administrator issues this
command but fails to provide a subsequent confirmation within a designated timeframe (defaulting to 10 minutes), the system
assumes a loss of management connectivity. Consequently, the rollback configurations are applied automatically after the commit
confirmed timeout to restore the previous known-good state. This is an essential best practice for remote configuration management.
It is important to note that rollback 0 refers to the currently active configuration, not the factory default, and that while Junos
supports maintaining a large number of rollback files, the primary operational benefit lies in the automated storage and confirmation-
based recovery processes that ensure the device remains reachable and stable. Reference: Configuration Basics, Rollback
Configurations, Commit Confirmed Logic.

NEW QUESTION # 34 
Which statement is correct about the candidate configuration in the Junos OS?

A. It contains changes that have not been committed.
B. It is only used to restore the configuration to factory default settings.
C. It contains the most recent rescue configuration.
D. It is created when you execute a commit from the CLI.

Answer: A

Explanation:
The candidate configuration in Junos OS holds configuration changes made in configuration mode that have not yet been committed
to the active configuration.

NEW QUESTION # 35 
What is the primary purpose of an IPv6 link-local address?

A. to provide Layer 2 connectivity
B. to replace the default gateway in IPv6 networks
C. to assign a unique address for multicast traffic
D. to enable communication between devices on the same segment

Answer: D

Explanation:
IPv6 link-local addresses, which are identified by the fe80::/10 prefix, are a mandatory component of the IPv6 architecture. The
primary purpose of a link-local address is to enable immediate communication between devices located on the same local network
segment (the same " link " ) without the requirement for a global unicast address or an external routing infrastructure. These
addresses are non-routable, meaning they are never forwarded by a router to another network segment.
Every IPv6-enabled interface on a Junos device automatically generates a link-local address, typically derived from the interface ' s
MAC address using the EUI-64 format or a stable privacy algorithm. These addresses are essential for several core functions: they
are used by the Neighbor Discovery Protocol (NDP) to resolve MAC addresses, they serve as the source address for routing
protocol adjacency formation (such as OSPFv3 or RIPng), and they are frequently used as the next-hop address in IPv6 routing
tables. While they do not provide Layer 2 connectivity themselves (which is the role of the MAC address), they provide the
necessary Layer 3 link-level presence required for nodes to discover one another and communicate across the physical medium
before any global addressing is configured.
Reference: Networking Fundamentals, IPv6 Addressing and Link-Local Scope.
==========
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