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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details
¢ Conpliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 1 to applicable laws, policies, and regulations to operate within established legal and ethical standards.

¢ Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
mvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve

Topic 2
P higher efficiency and effectiveness over time.
¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
Topic 3 strategies to reduce or control the impact of potential uncertainties on organizational goals.
e Data Security: Data security refers to protecting digital information—such as that stored in databases or
Topic 4 networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

mntegrity.
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IEC-27001-Foundation training guide according to your interests and habits. And if you buy the value pack, you have all of the three
versions, the price is quite preferential and you can enjoy all of the study experiences. This means you can study ISO-IEC-27001-
Foundation Practice Engine anytime and anyplace for the convenience these three versions bring,

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q35-Q40):

NEW QUESTION # 35
Which attribute is NOT a required focus of continual ISMS improvement?

A. Suitability
B. Effectiveness
C. Adequacy
D. Importance

Answer: D

Explanation:

Clause 10.2 (Continual Improvement) specifies that the organization must"continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:

* Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.

* Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.

* Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.

The word"importance'is not part of the continual improvement requirement. Importance is implicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001.

Therefore, optionD: Importanceis the correct choice as it is not specified.

This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS'ssuitability, adequacy, and effectiveness.

NEW QUESTION # 36
Which factor is required to be determined when understanding the organization and its context?

A. The ISO/IEC 27001 clauses which apply to the management system
B. The processes that will be required to operate the ISMS

C. The information security objectives relevant to the ISMS

D. Internal issues affecting the purpose of the ISMS

Answer: D

Explanation:

Clause 4.1 specifies exactly what must be determined when establishing context: "The organization shall determine external and
internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management system." This requirement is about understanding internal and external issues (e.g,, culture, capabilities, regulatory
environment) that influence the ISMS's effectiveness. Objectives (option B) are addressed later in Clause 6.2; processes (option C)
are addressed in Clause 4.4 and operational planning; and "which clauses apply" (option D) is not a determination step-ISO/IEC
27001's requiremments in Clauses 4-10 are not optional. Therefore, the direct, required factor per 4.1 is determining internal (and
external) issues relevant to the organization's purpose and ISMS outcores.

NEW QUESTION # 37
Which item is required to be defined when planning the organization's risk assessment process?

e A The criteria for acceptable levels of risk
¢ B. There are NO specific information requirements
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¢ C. How the effectiveness of the method will be measured
e D. The parts of the ISMS scope which are excluded from the risk assessment

Answer: A

Explanation:

Clause 6.1.2 (Information security risk assessment) requires organizations to "define and apply an information security risk
assessment process that... establishes and maintains information security risk criteria, including criteria for accepting risk." This means
that acceptable levels of risk (risk acceptance criteria) must be explicitly defined. These criteria ensure consistent decision-making
when evaluating whether identified risks need further treatment or can be tolerated.

Option A is incorrect because exclusions relate to the ISMS scope (Clause 4.3), not risk assessment planning.

Option B is not a requirement; effectiveness of risk assessment methods is not required to be measured, though methods must be
applied consistently. Option D is false-the standard clearly specifies required elements for risk assessment.

Thus, the correct answer isC: The criteria for acceptable levels of risk.

NEW QUESTION # 38
Who determines the number of days required for a certification audit?

A. The external auditor from the Certification Body who will undertake the audit
B. The management representative from the organization to be audited

C. Both the management representative and the external auditor together

D. The lead nternal auditor from the organization to be audited

Answer: A

Explanation:

Certification audits are carried out byCertification Bodies (CBs), not the organization itself. ISO/IEC 27001 requires external
certification audits to be independent, impartial, and objective. According to ISO/IEC 27006 (Requirements for bodies providing
audit and certification of ISMS), the Certification Body determmnes the audit duration and number of audit daysbased on factors such
as organizational size, complexity, scope, and risk environment. This ensures consistency across organizations and prevents
manipulation by the auditee. ISO/IEC 27001 Clause 9.2 and 9.3 addressinternal audit and management review, but the
determination of certification audit days is outside the organization's control; it rests solely with the accredited Certification Body
auditors. Thus, answer: Bis correct, as the CB's external auditor formally calculates and assigns the audit time.

NEW QUESTION # 39
‘Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Implementing the actions from internal audits

B. Producing a risk assessment report

C. Communicating feedback from interested parties to the organization
D. Ensuring information security objectives are established

Answer: D

Explanation:

Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:

* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"

* "ensuring the integration of the ISMS requirements into the organization's processes;"

* "ensuring that the resources needed for the ISMS are available;"

Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Comnunicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 40
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