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HH #54

When acquiring available credentials in a target environment, which methods are commonly used?
Multiple Correct Answers

Response:

e A Dunpster diving
e B. Phishing

e (. Password spraying
e D. Keylogging


https://drive.google.com/open?id=1wAV3j2HZ468jWAnfZE3PLjcY4oNEV6sp
https://www.goshiken.com/GIAC/GRTP-mondaishu.html
https://www.mogiexam.com/GRTP-exam.html
https://www.shikenpass.com/GRTP-shiken.html
https://www.passtest.jp/GIAC/GRTP-shiken.html

IE%: B\ C\ D

HH #55
What role does a command and control (C2) server play in persistence?
Response:

A. Tt encrypts network traffic to prevent eavesdropping,

B. It coordinates the actions of compromised systems to receive updates or execute actions.
C. It monitors network traffic for performance bottlenecks.

D. It provides regular updates to software on the network.

IEf#: B

HM #56
What is the advantage of using domain fronting in C2 infrastructure?
Response:

A. Tt conceals the actual C2 server behind legitimate domains
B. It improves the performance of C2 communication

C. It enables encrypted data exfiltration

D. It prevents detection of payloads in transit

Ef: A

HE #57
What is the primary goal of performing reconnaissance on a target?
Response:

A. To comply with legal and ethical hacking standards

B. To identify potential vulnerabilities and valuable assets

C. To establish a secure communication channel with the target
D. To create a distraction for cybersecurity personnel

IEf#: B

E Y #58

What are effective methods for staging data for exfiltration?
Multiple Correct Answers

Response:

A. Segmenting the data into smaller, less detectable portions
B. Uploading the data to a public cloud storage service

C. Compressing and encrypting the data to avoid detection
D. Creating multiple copies of the data across the network
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