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i RE #104

You manage a large fleet of Compute Engine instances. Security Command Center (SCC) has generated a large number of
CONFIDENTIAL COMPUTING DISABLED findings. You need to quickly tune these findings.

‘What should you do?

A. Disable the Security Health Analytics detector (SHA).
B. Manually mark the findings as inactive.

C. Create a mute rule for the finding.

D. Disable Event Threat Detection (ETD)

ZR: C
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Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurrents:

The correct method to "quickly tune" a large volume of specific, unwanted findings in Security Command Center (SCC) without
disabling the entire detection capability is to use Mute Rules.

According to Security Command Center documentation, "Mute rules allow you to automatically mute findings based on criteria you
define. Muted findings are hidden from the Security Command Center dashboard, but they are still logged for audit purposes." This
specifically addresses the need to manage volume ("large number") efficiently.

Option A is manual and not scalable ("quickly"). Option B is incorrect because CONFIDENTIAL COMPUTING DISABLED is
a finding generated by Security Health Analytics (SHA), not Event Threat Detection (ETD). Option D (Disabling SHA) is too broad
and would leave the organization blind to other critical misconfigurations; the documentation advises against disabling detectors
entirely unless absolutely necessary, preferring mute rules for specific tuning,

References: Google Cloud Documentation > Security Command Center > Mute findings in Security Command Center

F =8 #105
Your company is adopting a multi-cloud environment. You need to configure comprehensive monitoring of threats using Google

Security Operations (SecOps). You want to start identifying threats as soon as possible. What should you do?

A. Use curated detections from the Cloud Threats category to monitor your cloud environment.

B. Use curated detections for Applied Threat Intelligence to monitor your company's cloud environment.

C. Use Gemini to generate YARA-L rules for multi-cloud use cases.

D. Ask Cloud Customer Care to provide a set of rules recommended by Google to monitor your company's cloud
environment.

ER: A

fR R A -

The fastest way to start monitoring threats in a multi-cloud environment using Google SecOps is to enable curated detections from
the Cloud Threats category. These prebuilt detection rules provide immediate coverage for common cloud security threats across
your environment, allowing you to identify and respond to incidents without waiting to develop custom rules.

R #106

You are a platform engineer at an organization that is migrating from a third-party SIEM product to Google Security Operations
(SecOps). You previously manually exported context data from Active Directory (AD) and imported the data into your previous
SIEM as a watchlist when there were changes in AD's user/asset context data. You want to improve this process using Google
SecOps. What should you do?

¢ A Create a data table that contains the AD context data. Use the data table in your YARA-L rule to find user/asset
information for each security event.
¢ B. Create a data table that contains AD context data. Use the data table in your YARA-L rule to find user
/asset data that can be correlated within each security event.
e (. Ingest AD organizational context data as user/asset context to enrich user/asset information in your security events.
¢ D. Configure a Google SecOps SOAR integration for AD to enrich user/asset information in your security alerts.

ZER: C

f R A -

Comprehensive and Detailed Explanation

The correct solution is Option A. The key requirement is to "improve" the previous manual "watchlist" process.

In Google Security Operations, "data tables" (mentioned in options C and D) are the modern equivalent of watchlists or reference
lists.1 Using a data table would replicate the old, static process and would not be an improvemment.

The superior method in Google SecOps s to ingest this data as Entity Context. This is a core feature where context data (like user
mformation from AD or asset data froma CMDB) is ingested via a feed or the Context APL. Google SecOps then uses this data to
automatically enrich all incoming security events (UDM) in real- time.

When a log for john.doe is ingested, it is automatically enriched with the context data from AD, such as "John Doe," "Marketing
Department," "Manager: Jane Smith," etc. This enriched mformation is then available for detection, hunting, and investigation. This is
a significant improvement because it provides continuous, automatic enrichment at ingestion, rather than requiring a manual update of
a static table or only enriching after an alert is generated (Option B).

Exact Extract from Google Security Operations Documents:



UDM enrichment and aliasing overview: Google Security Operations (SecOps) supports aliasing and enrichment for assets and
users.2 Aliasing enables enrichment.3 For example, using aliasing, you can find the job title and employment status associated with a
user ID.4 How aliasing works: User aliasing uses the USER._ CONTEXT event type for aliasing.5 This contextual data is stored as
entities in the Entity Graph.6 When new Unified Data Model (UDM) events are ingested, enrichment uses this aliasing data to add
context to the UDM event.7 For example, a UDM event might include principal.user.userid = "jdoe". 8The enrichment process
populates the principal.user noun with the entity data, such as user.user_display name = "John Doe" and user.department =
"Marketing".

This is the recommended method for ingesting organizational context from sources like Microsoft Windows Active Directory, as it
makes the contextual data available for all subsequent detection, search, and investigation activities.

References:

Google Cloud Documentation: Google Security Operations > Documentation > Event processing > UDM enrichment and aliasing
overview Google Cloud Documentation: Google Security Operations > Documentation > Ingestion > Collect Microsoft Windows
AD logs (This docurment explicitly mentions collecting USER_ CONTEXT and ASSET CONTEXT).9

F 8 #107

You are a SOC manager guiding an implementation of your existing incident response plan (IRP) into Google Security Operations
(SecOps). You need to capture time duration data for each of the case stages. You want your solution to minimize maintenance
overhead. What should you do?

e A. Write a job in the IDE that runs frequently to check the progress of each case and updates the notes with timestamps to
reflect when these changes were identified.

¢ B. Create a Google SecOps SOAR dashboard that displays specific actions that have been run, identifies which stage a case
is in, and calculates the time elapsed since the start of the case.

e C. Configure a detection rule in SIEM Rules & Detections to include logic to capture the event fields for each case with the
relevant stage metrics.

¢ D. Configure Case Stages in the Google SecOps SOAR settings, and use the Change Case Stage action in your playbooks
that captures time metrics when the stage changes.

EX: D

fR AR A -

The correct approach is to configure Case Stages in Google SecOps SOAR settings and use the Change Case Stage action in
playbooks. This automatically captures time metrics whenever a case stage changes, aligning with your incident response plan while
minimizing maintenance overhead, since timing data is recorded natively without requiring custom jobs or dashboards.

R 8 #108

Your company's Google Security Operations (SecOps) instance has three roles: Tier 1, Tier 2, and Tier 3. Currently, analysts in all
tiers can access all cases in Google SecOps. Your company's SOC has a new requirement to restrict access to cases assigned to
the Tier 3 role from the other tiers. Youneed to ensure cases that are assigned to the Tier 3 role can only be accessed by Tier 3
analysts. What should you do?

e A. Configure the Cross Environment Policy to allow users to move cases between environments.
Move Tier 3 cases to an environment that only Tier 3 analysts can access.
¢ B. Revoke additional role access from Tier 1 and Tier 2 analysts.
e C. Assign the cases to a user in the Tier 3 role.
e D. Instruct analysts in Tier 1 and Tier 2 to create a case queue filter to exclude cases assigned to the Tier 3 role.

BEER: A

fE R A -

The correct solution is to use a separate environment for Tier 3 cases and configure Cross Environment Policy so that only Tier 3
analysts can access that environment. This ensures strict role-based access control, preventing Tier 1 and Tier 2 analysts from
viewing Tier 3 cases while still allowing appropriate case management and escalation workflows.

PR #109
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