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EE #20
Refer to Exhibit.

You musl swilch (o {hL' correct
cluster/configuration context. Failufe tdldi INI U X

may result in a 7ero score;

kubectl config use
ontaxt skKHs
Context
Youare asked to prepare a Canary deployment for testing a new application release.
Task:

A Service named krill-Service in the goshark namespace points to 5 pod created by the Deployment named current-krill-
deployment

1) Create an identical Deployment named canary-kill-deployment, in the same namespace.

2) Modify the Deployment so that:

- A maximum number of 10 pods run in the goshawk namespace.

-40% of'the krill-service 's traffic goes to the canary-krill-deployment pod(s)

LINUX

WRnce o eiborbd ok NodePort 30000 . 1o test iz leed-belancing,

run
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AE #21

You nave a multi-container pod tnat uses a database container and an application container. The database container is responsible
for storing sensitive datm You need to ensure that the database container only runs on nodes that have a specific label, like 'sensitive-
data=true', for added security. How would you implement this constraint using Pod Affinity and node selectors?

Y-

MY

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define Node Labels:

- First, you need to label your nodes appropriately. I-Jse ' kubectl label nodes sensitive-data=true' for nodes that should host the
database container

2. Create Pod Affinity Rules:

- In your pod definition, add a 'nodeselector’ to enforce the requirement.



apiVersion: vl
kind: Pod
metadata:
name: my-app
spec:
containers:

- name: database
image: example/databaseé:latest

portsi
- containerPort: 5432
- name: app
image: example/app:latest
J Linikix
- containerPort: 8680
nodeSelector:
censitive-data: "true

3. Apply the Pod Definition: - Apply the updated pod definition using 'kubectl apply -f my-app-yam!' 4. Verification: - Check the
pod status using 'kubectl get pods my-app'. Ensure the pod is scheduled on a node with the 'sensitive-data-true label. 5. Further
Security: - You can additionally use 'pod Affinity' to ensure that the database container and the application container run on different
nodes. This adds an extra layer of security in case one node is compromised.

apiVersion: vl
kind: Pod
metadata:
name: my-app
spec:
containers:
- name: database
image: example/database:latest
ports:
- containerPort: 5432
- name: app
image: example/app:latest
ports:

- containerPort: 8688
nodeSelector:
sensitive-datat

affinity:
podantiAffinity:
réguiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: "app”
operator: In

- In this example, 'pod AntiAtfinitys Witn "required DuringScnedulinglgnored DunngExecution' ensures tnat tne database container and
tne application container are not scheduled on the same node, thus preventing potential data breaches. ,

AE #22

vou mutea I

cluster/configuration context. Failléozﬁdo S0

, G
may result in a zero score.
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Task:
1) Fix any API depreciation issues in the manifest file -/credible-mite/www.yaml so that this application can be deployed on cluster
KS8s.
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2) Deploy the application specified in the updated manifest file -/credible-mite/www.yaml in namespace cobra See the solution
below.

HH-

MEH.
Explanation
Solution:

je-1 vim redible te/
Text Description automatically generated
biVersion d

nd 1

tadata

nam www -deployment

namespace: cobra

selector
matchLabels
app: nginx
template
metadata:
labels
app
spec
containers
name
1mage
ports
containerPort
volumeMounts:
mountPath

name: logs

name: NGINX ENTRYPOILT We15y
value
volumes
name: logs

emptyDir




EE#23

You are building a system for scheduling daily backups of a critical database. The backup process involves running a script that
connects to the database, extracts tne data, and saves it to an S3 bucket. How would you utilize Kubernetes JobS to automate this
backup process and ensure it runs every day at 2:00 AM?

HH-

Y.

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a Job YAML file.

spiversion: batch/vl

kind: Job
metadata:
name: daily-database-backup
spec:
template:
spec:
containers:
- name: backup-contalner
image: your-backup-script-imsgeflatest
command: ["/binSsh”, "-¢7, MRurtbackup-seript.sh™]
eny:
- name: AWS_ACCESS KEY IO
walueFrom:
secretieyRef:
ASET FWEaSRCIET
key: scfessK
= nbme: AW SECRET_ACCESS _KEY
waluiFrgas
secretEeyRef:
ABEED Bwi-FECTET
key: secretkey
Policy: Never

- Replace 'your-backup-script-image:latest With the actual image name of your backup script. - Replace 'your-backup-script.sn'
with the actual name Of your backup script. - Replace saws-secret' with the name of the Kubernetes secret holding your AWS
credentials (see step 2). - 'restartPolicy: Never ensures the job runs only once. 2. Create a Secret for AWS Credentials:

apiVersion:
kind: Secret
metadata:

name: aws-secret

type: Opaque

data:
accesskey:
seccetkKey:

- Replace "and" With your actual AWS credentials. 3. Create a CronJob YAML file:



apiVersion: batch/v1 L
kind: Cronlob I LI N U x
metadata: FOUNDATION
name: daily-backup-cron
spec:
schedule: "@ 2 " # Run at 2:00 AM every day
jobTemplate:
spec:
template:
spec:
containers:
- name: backup-container
image: your-backup-script-image:latest
command: ["/bin/sh™; *-c", “your-backup-script.sh"]

env.
- name: AWS/ACCESS KEY _ID
valueFrom:®

secretKeyRef:
name: aws-secret
key: accessKey

- name: AWS_SECRET_ACCESS KEY
valueFrom:

secretKeyRef:
name: aws-secret
key: secretKey

restartPolicy: Never

- Adjust the 'schedules to your desired daily execution time. - Ensure the 'jobTemplate' matches the Job YAML definition. 4. Apply
the YAML files: - Use 'kubectl apply -f job.yamr and 'kubectl apply -f cronjob.yanr to create the Job and CronJob on your cluster
5. Verify the CronJob: - Use ' kubectl get cronjobs' to check the status of the CronJob- - You should see the CronJob running and

triggering the Job at the specified time.

EE#24

You are building a web application with two microservices: a frontend service (‘frontend") and a backend service (' backend'). The
frontend service requires access to the backend service, which iS exposed on port 8080 within the Kubernetes cluster. How would
you configure an Ingress resource to direct traffic to the correct service based on the hostname, ensuring that the frontend service
can access the backend service internally without exposing the backend service to the public internet?

(1=

Y.

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a Service tor the Backend Service:

- Define a Service for the 'backend' service, exposing it internally within the Kubernetes cluster on port 8080.

apivVersion: vl
kind: Service
metadata:
name: backend-gservice
spec:

targetPort: 8888
selector:
app: backend

2. Configure the Ingress Resource: - Create an Ingress resource that directs traffic to the frontend service based on the hostname,
allowing the frontend service to access the backend service nternally without exposing it to the public internet - Define the Ingress



rule to map the hostname 'frontend-example.com to the 'frontend' service on port 80. - Configure an Ingress rule to enable access
to the 'backend' service on port 8080 using the hostname "internal-backend-example-com' within the Kubernetes cluster.

apiversion: networking.k8s.iofvl
kind: Ingress
metadata:
name: my-ingress
spec:
rules:
- host: frontend.example.com
http:
paths:
= path: J
pathType: Prefix
backend:
service:
name: frontend-secvice
port:
number : 188 ) .
- host: intecnal-back&nd.example.cBm
http: ol S
paths:
< path: /f
pathType: Prefix
backend:
service:
name: backend-service
port:
number: 28888
tls:
- hosts:
- frontend.example.com
secrethame: frontend-tls

3. Create a Secret for the Frontend TLS Certificate: - Create a Secret in Kubernetes to store the TLS certificate and key for the

frontend service.
apiVerfioneua
kind: Secret
metadata:

name: frontend-tls
type: tiS
dataq

whs.crt:

tls.key:

4. Apply the Resources: - Apply the Service, Ingress, and Secret YAML files to your Kubernetes cluster using 'kubectl apply -f'5.
Access the Frontend Service: - Access the frontend service using the hostname 'frontend-example.com. The frontend service can
now access the backend service internally using the hostname "internal-backend-example-com without exposing the backend
service to the public internet.
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