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Email Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer
and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.

fEY 72

Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security
Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

FEY Z 3

Email Security: This section of the exam measures skills of a Network Security Administrator and deals
with implementing security controls to filter and manage emil threats. Candidates must configure session-
based filtering, spam detection methods, malware protection, APT mitigation, and content filtering, The
section also includes email archiving configurations for compliance and storage.

ey 74

Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

FEYZ5S

Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Admmistrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing mitial configurations such as selecting operation mode, system settings, and defining
protected domains. It also mvolves deploying FortiMail in high-availability clusters to ensure service

continuity.
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HM #14
‘When configuring a FortiMail HA group consisting of different models, which two statements are true? (Choose two.)

¢ A. Configurations will not synchronize between different model types.
¢ B. Group capacity is limited to the least powerful model.

¢ (. The most powerful model must be configured as the primary unit.
e D. All units must have the same firmware.

Ef#: B. D

A :

All units nust have the same firmware. FortiMail HA peers require identical software versions to synchronize configuration and state.
Group capacity is limited to the least powerful model. In a mixed-model HA cluster, overall throughput and connection limits are
constrained by the smallest (lowest-spec) unit.

HRE #15
A FortiMail administrator is concerned about cyber criminals attempting to get sensitive information from employees using whaling
phishing attacks. What option can the administrator configure to prevent these types of attacks?

A. Tmpersonation analysis

B. Bounce tag verification

C. Content disarm and reconstruction

D. Dictionary profile with predefined smart identifiers

EfE: A

E #16
Which two statements about how FortiMail behaves when using transparent proxies to process email in transparent mode are true?
(Choose two.)

A. FortiMail ignores the destination set by the sender and uses its own MX record lookup
B. The inbound proxy supports message queuing and DSNs

C. The outbound proxy supports DSNs, but not message queuing

D. If you disable the transparent proxies, FortiMail will use its built-in MTA to process email

IEf@#: B. D

AR :
In transparent mode, FortiMail relies on transparent proxies for processing. If disabled, the internal MTA is used, and inbound
proxies support queuing and DSN.

HE#17
Which two features are available when you enable HA centralized monitoring on FortiMail?
(Choose two.)
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A. Mail statistics of all cluster members on the primary device.

B. Cross-device log searches across all cluster members from the primary device.
C. Firmware update of all cluster members from the primary device

D. Policy configuration changes of all cluster members from the primary device.

Eﬁ: A\ B

HM #18
Refer to the exhibit, which displays the Mail Settings page of a FortiMail device running in gateway mode.

(@ sMTPService €

I—_- : j:i |I thf: T
In addition to selectmg Check External Dormain in the MTA-STS service field, what else must an administrator do to enable MTA-
STS?

A. Enable MTA-STS action in the appropriate inbound recipient policy.

B. Enable secure authentication in the associated SMTP authentication profile.
C. Enable MTA-STS in the associated TLS profile.

D. Enable SMTPUTFS support in the mail server settings.
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