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o Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, fnctions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies

=x 1 such as intrusion prevention systers (IPS), URL filtering, DNS security, VPNs, and SSL

¢ TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and IoT, cloud-delivered
security services, and Al-powered security functions like Precision Al.
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o Cybersecurity:This section of the exam measures skills of a Cybersecurity Practitioner and covers
fundamental concepts of cybersecurity, including the components of the authentication, authorization, and
accounting (AAA) framework, attacker techniques as defined by the MITRE ATT&CK framework, and

=x2 key principles of Zero Trust such as continuous monitoring and least privilege access. It also addresses

understanding advanced persistent threats (APT) and common security technologies like identity and
access management (IAM), multi- factor authentication (MFA), mobile device and application
management, and email security.

¢ Security Operations: This final section measures skills of a Security Operations Analyst and covers key
characteristics and practices of threat hunting and incident response processes. It explains functions and
benefits of security information and event management (SIEM) platforns, security orchestration,

FH 3 automation, and response (SOAR) tools, and attack surface management (ASM) platforms. It also

highlights the finctionalities of Cortex solutions, including XSOAR, Xpanse, and XSIAM, and describes

services offered by Palo Alto Networks’ Unit 42.

¢ Cloud Security: This section targets a Cloud Security Specialist and addresses major cloud architectures
and topologies. It discusses security challenges like application security, cloud posture, and runtime
=X 4 security. Candidates will learn about technologies securing cloud environments such as Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platforms (CWPP), as well as the
functions of a Cloud Native Application Protection Platform (CNAPP) and features of Cortex Cloud.
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EE #53
Which type of Wi-Fi attack depends on the victim initiating the connection?

A. Eviltwin
B. Parager
C. Mrrai
D. Jasager

HE: A

Y.

An evil twin is a type of Wi-Fi attack that involves setting up a fake malicious Wi-Fi hotspot with the same name as a legitimate
network to trick users into connecting to it. The attacker can then intercept the user's data, such as passwords, credit card numbers,
or personal information. The victim initiates the connection by choosing the fake network from the list of available Wi-Fi networks,
thinking it is the real one. The attacker can also use a deauthentication attack to disconnect the user from the legitimate network and
force them to reconnect to the fake one. References:

* Types of Wi-Fi Attacks You Need to Guard Your Business Against - TechGenix

* Types of Wireless and Mobile Device Attacks - GeeksforGeeks

* The 5 most dangerous Wi-Fi attacks, and how to fight them

* What are Wi-Fi Attacks & How to Fight - Tech Resider

HE#54
Which technology grants enhanced visibility and threat prevention locally on a device?

e A SIEM
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e B.EDR
e C.IDS
e D.DLP

HE: B

Y.

Endpoint Detection and Response (EDR) technologies provide comprehensive visibility and real-time threat prevention directly on
endpoint devices. EDR continuously monitors process activities, file executions, and system calls to detect malware, suspicious
behaviors, and zero-day threats at the source. Palo Alto Networks' Cortex XDR platform exemplifies this by correlating endpoint
telemetry with network and cloud data to provide a holistic defense against attacks. Operating locally on endpoints allows EDR to
prevent lateral movement and respond to threats quickly, filling security gaps that network-centric tools alone cannot address. This
endpoint-level insight is critical to identifying sophisticated threats that nitiate or manifest on user devices.

HEE #55
TCP is the protocol of which layer of the OSI model?

A. Application
B. Transport
C. Data Link
D. Session

He: B

MY

TCP stands for Transmission Control Protocol, and it is one of the main protocols used in the internet. TCP provides reliable,
ordered, and error-free delivery of data between applications 1. In terms of the OSI model, TCP is a transport-layer protocol. The
transport layer is the fourth layer of the OSI model, and it is responsible for establishing end-to-end connections, segmenting data
into packets, and ensuring reliable and efficient data transfer 2. The transport layer also provides flow control, congestion control,
and error detection and correction mechanisis 2. TCP is not the only transport-layer protocol; another common one is UDP (User
Datagram Protocol), which is faster but less reliable than TCP 3. References: 1: TCP/IP TCP, UDP, and IP protocols - IBM 2:
Transport Layer | Layer 4 | The OSI-Model 3: TCP/IP Model vs. OSI Model | Similarities and Differences - Fortinet

EHE #56
Which element of the security operations process is concerned with using external functions to help achieve goals?

A. interfaces
B. technology
C. people

D. business

e A

LR

The six pillars include:

1. Business (goals and outcomes)

2. People (who will perform the work)

3. Interfaces (external finctions to help achieve goals)

4. Visiility (information needed to accomplish goals)

5. Technology (capabilities needed to provide visibility and enable people)
6. Processes (tactical steps required to execute on goals)

AE #57
What are two examples of an attacker using social engineering? (Choose two.)

e A Leveraging open-source intelligence to gather information about a high-level executive
e B. Acting as a company representative and asking for personal information not relevant to the reason for their call
e (. Compromising a website and configuring it to automatically install malicious files onto systens that visit the page



¢ D. Convincing an employee that they are also an employee
dY: BD

Y.

Social engineering attacks manipulate human trust to gain unauthorized access or information. Convincing an employee that an
attacker is also an employee builds rapport, lowering defenses for information disclosure or credential sharing. Similarly,
impersonating a company representative and requesting unrelated personal data exploits authority bias to deceive victims. These
tactics exploit psychological vulnerabilities rather than technical flaws and are prevalent initial steps in muilti-stage attacks. Palo Alto
Networks highlights the importance of training, multi-factor authentication, and behavior-based threat detection to mitigate social
engineering risks effectively.
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