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Cisco Certified Design Expert (CCDE) Written Exam Sample Questions
(Q114-Q119):

NEW QUESTION # 114
‘When consumers that leverage laaS reach 100% resource capacity, what can be used to redirect the overflow of traffic to the public
cloud so there is no disruption to service?

A. Cloud policing
B. Cloud shaping
C. Cloud spill

D. Cloud bursting

Answer: D
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Explanation:

Cloud Bursting is the process by which applications or workloads that run in a private cloud or data center environment are
"bursted" into a public cloud infrastructure during high-demand periods. This prevents service degradation and ensures performance
continuity without manual intervention.

In CCDE design strategy terms, this enables:

* Elastic scalability

* Cost-effective use of public infrastructure on-demand

* Seamless service delivery to end users

Options like "cloud policing" and "cloud shaping” are not standard terms, and "cloud spill" is not an established mechanism "Cloud
bursting" is the correct architectural mechanism that addresses this overflow requirement.

NEW QUESTION # 115
Refer to the exhibit.

Data Center Core

Your company designed a network to allow server VLANS to span all access switches in a data center In the design, Layer 3
VLAN interfaces and HSRP are configured on the aggregation switches Which two features improve STP stability within the
network design? (Choose two.)

A. BPDU guard on the aggregation switch downlinks toward access switches
B. edge port on access ports

C. access switch pairs explicitly determined to be root and backup root bridges
D. root guard on the aggregation switch downlinks toward access switches

E. BPDU guard on access ports

F. root guard on access ports

Answer: B.E

NEW QUESTION # 116
Which three itens do you recommend for control plane hardening of an infrastructure device? (Choose three.)

A. redundant AAA servers

B. warning banners

C. to enable unused .services

D. routing protocol authentication
E. Control Plane Policing

F. SNMPv3

Answer: D,EF

NEW QUESTION # 117

An enterprise solution team is performing an analysis of multilayer architecture and multicontroller SDN solutions for muiltisite
deployments. The analysis focuses on the ability to run tasks on any controller via a standardized interface. Which requirement
addresses this ability on a multicontroller platform?



A. Deploy a root controller to gather a complete network-level view.

B. Use OpenFlow to implement and adapt new protocols.

C. Build direct physical connectivity between different controllers.

D. Use the East-West API to facilitate replication between controllers within a cluster.

Answer: B

NEW QUESTION # 118

Company XYZ is revisiting the security design for their data center because they now have a requirement to control traffic within a
subnet and implement deep packet inspection. Which technology meets the updated requirements and can be incorporated into the
design?

A. Routed firewall

B. Zone-based firewall on the Layer 3 device
C. Transparent firewall

D. VLAN ACLs on the switch

Answer: C

Explanation:

* C (Transparent firewall): Operates at Layer 2, allowing filtering and mspection of traffic withn the same subnet without requiring IP
routing changes. It performs deep packet inspection while maintaining Layer 2 adjacency, making it ideal for intra-subnet traffic
control in data centers.

* This allows security segmentation inside broadcast domains, enforcing security policies even for east- west traffic.

Other options explained:

* A: Routed firewalls require subnet boundaries and are not ideal for intra-subnet control.

* B: VLAN ACLs provide basic filtering but lack deep packet inspection capabilities.

* D: Zone-based firewalls are primarily designed for inter-subnet (Layer 3) traffic segmentation.

NEW QUESTION # 119
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