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CrowdStrike Certified SIEM Engineer Sample Questions (Q49-Q54):

NEW QUESTION # 49

Review the log event below:

{"ts™"2018/11/01 14:31:10", "server™: "web01", "message": "Out of memory"} Which parsing fimction is correct to add a missing
timezone field?

e A kvParse() | find Timestamp(timezone="America/New_York")
e B. parselJson() | parse Timestamp("dd/MMM/yyyy:HH:mmss Z", timezone="FEurope/Paris", field=ts)
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e C. parseJson() | parseTimestamp("yyyy/MM/dd HH:mmiss", timezone="Europe/Paris", field=ts)
e D. kvParse() | find Timestamp(field=ts, timezone="Furope/London")

Answer: C

Explanation:

The correct answer is D . CrowdStrike LogScale's timestamp parsing documentation gives this exact pattern as the example for a
JSON event whose ts field contains 2018/11/01 14:31:10 with no timezone present. The documented solution is:

parseJson() | parse Timestamp("yyyy/MM/dd HH:mmss", timezone="Europe/Paris", field=ts) This works because the event is
JSON, so parseJson() is the right first step, and the timestamp format matches the sample exactly. Since the timestamp string does
not include timezone information, CrowdStrike documentation says you must provide a timezone parameter to parseTimestamp().
Why the other options are incorrect:

A is wrong because the format string does not match the timestamp. The event uses 2018/11/01 14:31:10, which is yyyy/MM/dd
HH:mmsss, not d/MMM/yyyy:HH:mmss Z. Also, the sanmple timestamp does not include a Z timezone token in the raw string. B
and C are wrong because kvParse() is for key-value logs, not JSON logs, and this event is clearly JSON. CrowdStrike's built-in
parser documentation distinguishes JSON parsing from KV parsing, and the timestamp example for missing timezone specifically
uses parseJson() with parseTimestampy().

NEW QUESTION # 50
You find a Falcon Log Collector instance on a Linux system that is not connected to Fleet Management.
‘What command would you use to enroll the Falcon Log Collector?

¢ A. sudo logscale-collector enroll < TOKEN >

¢ B. "C:\Program Files (x86)\CrowdStrike\Humio Log Collector\humio-log-collector.exe" enroll < TOKEN
>

¢ C. sudo humio-log-collector enroll < TOKEN >

¢ D. sudo humio-log-collector --token < TOKEN > enroll

Answer: A

Explanation:

The correct answer is B. sudo logscale-collector enroll < TOKEN > .

Current CrowdStrike LogScale Collector documentation shows the enroliment command using the logscale- collector binary. For
example, the macOS custom installation page explicitly shows:

sudo logscale-collector enroll enrolitoken

The Fleet Management enroliment documentation also explains that you copy the enroliment command from the UI and run it on the
machine hosting the collector.

Why the other options are incorrect:

A is a Windows path, not Linux. C reflects the older humio-log-collector naming that existed in earlier versions and release history,
but the current docs use logscale-collector for the enroliment command. D does not match the documented command syntax.
CrowdStrike's current documentation centers the enroliment workflow on logscale-collector enroll < token> .

NEW QUESTION # 51
When creating an API client for Falcon SIEM Connector, which permission is required for the connector to read Falcon event
streams?

A. Incidents: Read

B. Hosts: Read

C. Event Streans: Read

D. Detection Management: Write

Answer: C

Explanation:

The Falcon SIEM Connector requires an API client with Read access to Event Streams . This permission allows the connector to
authenticate to Falcon and receive streaming event data. Other permissions such as Hosts, Incidents, or Detection Management are
not the required permission for establishing Falcon event- stream ingestion.



NEW QUESTION # 52
A parser needs to preserve the original third-party field name and also map it to an ECS-compatible field.
‘What is the best approach?

A. Keep the original Vendor field and assign its value to a new ECS field
B. Delete the original field after mapping

C. Store both values only in (@rawstring

D. Rename the original field to the ECS field

Answer: A

Explanation:

A CPS-compliant approach keeps the original Vendor field while also assigning the value to a normalized ECS field. This preserves
source fidelity and enables standardized search and detections. Renaming away the original field loses source context, and storing
only in (@rawstring prevents structured analysis.

NEW QUESTION # 53
Which field is compliant with CrowdStrike Parsing Standard (CPS)?

A. #event.dataset
B. Parser.name
C. #event.trigger
D. Parser.type

Answer: A

Explanation:

The correct answer is B. #event.dataset .

CrowdStrike's CPS documentation explicitly lists #event.dataset as one of the CPS-compliant parser tags.
The CPS migration documentation also repeats that CPS-compliant parsers use tags for fields including #ecs.
version , #event.dataset , and #event.kind .

Why the other options are incorrect:

Parser.type and Parser.name are not listed as CPS-compliant tags in the CPS standard.

#event. trigger is also not listed among the CPS-compliant fields/tags.

Therefore, the only CPS-compliant option given is #event.dataset .

NEW QUESTION # 54
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