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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

Topic 1

CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 2

Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-
scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments

Topic 3

CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 4

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

Topic 5

CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q19-Q24):
NEW QUESTION # 19 
Which government agency are DoD contractors required to report breaches of CUI to?

A. DoD Cyber Crime Center
B. Under Secretary of Defense for Intelligence and Security
C. NARA
D. FBI

Answer: A

Explanation:
Who Do DoD Contractors Report CUI Breaches To?PerDFARS 252.204-7012, all DoD contractors handlingControlled
Unclassified Information (CUI)must report cyber incidents to theDoD Cyber Crime Center (DC3).
Key Reporting Requirements#Cyber incidents involving CUI must be reported toDC3 within 72 hours.
#Reports must be submitted via theDoD's Cyber Incident Reporting Portal.
#Contractors mustpreserve forensic evidencefor potential investigation.
* The FBI (Option A) handles criminal investigations, but DoD contractorsmust report cyber incidents to DC3.
* NARA (Option B) oversees the CUI Registry, butis not responsible for breach reporting.
* The Under Secretary of Defense for Intelligence and Security (Option D) is responsible for intelligence operations, not incident
reporting.
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Why "DoD Cyber Crime Center" is Correct?Breakdown of Answer ChoicesOption Description Correct?
A: FBI
#Incorrect-The FBI handlescriminal cases, not CUI breach reporting.
B: NARA
#Incorrect-NARA manages theCUI Registry, butdoes not handle breaches.
C: DoD Cyber Crime Center
#Correct - Per DFARS 252.204-7012, cyber incidents involving CUI must be reported to DC3.
D: Under Secretary of Defense for Intelligence and Security
#Incorrect-This office doesnothandle cyber incident reports.
* DFARS 252.204-7012- Requires DoD contractors to report CUI-related cyber incidents toDC3.
* DoD Cyber Crime Center (DC3) Website- The official platform forcyber incident reporting.
Official References from CMMC 2.0 and DFARS DocumentationFinal Verification and ConclusionThe correct answer isC. DoD
Cyber Crime Center, as perDFARS 252.204-7012, which mandates that all DoD contractors reportCUI breaches to DC3 within
72 hours.

NEW QUESTION # 20 
Which standard of assessment do all C3PAO organizations execute an assessment methodology based on?

A. CMMC Assessment Process
B. ISO 27001
C. Government Accountability Office Yellow Book
D. NISTSP800-53A

Answer: A

NEW QUESTION # 21 
In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print
physical copies of digital FCI. What technical control can be used to limit multi- function device (MFD) access to only the systems
authorized to access the MFD?

A. Documentation showing MFD configuration
B. Virtual LAN restrictions
C. Access lists only known to the IT administrator
D. Single administrative account

Answer: B

Explanation:
Understanding Multi-Function Device (MFD) Security in CMMCMulti-function devices (MFDs), such asscanners, printers, and
copiers,process, store, and transmit FCI, making them apotential attack surfacefor unauthorized access.
Thebest technical controlto limit MFD access to only authorized systems isVirtual LAN (VLAN) restrictions, whichsegment and
isolate network traffic.
VLAN Restrictions Provide Network Segmentation
VLANsisolate the MFDfrom unauthorized systems, ensuringonly approved devicescan communicate with it.
Prevents unauthorized network access bylimiting connectionsto specific IPs or subnets.
Meets CMMC 2.0 Network Security Controls
Aligns withCMMC System and Communications Protection (SC) Practicesfor network segmentation and access control.
Reducesthe risk of unauthorized access to scanned and printed FCI.
B). Single administrative account#Incorrect
Asingle admin accountdoes not restrict accessbetween devices, only controlswho can configurethe MFD.
C). Documentation showing MFD configuration#Incorrect
Documentation helps with compliance butdoes not actively restrict access.
D). Access lists only known to the IT administrator#Incorrect
Access lists should besystem-enforced, not just "known" to the administrator.
CMMC Practice SC.3.192 (Network Segmentation)- Requires restricting access usingnetwork segmentation techniques such as
VLANs.
NIST SP 800-171 (SC Family)- Supportsisolation of sensitive devicesusing VLANs and other segmentation controls.
Why the Correct Answer is "A. Virtual LAN (VLAN) Restrictions"?Why Not the Other Options?Relevant CMMC 2.0
References:Final Justification:SinceVirtual LAN (VLAN) restrictions enforce access control at the network level, the correct answer



isA. Virtual LAN (VLAN) restrictions.

NEW QUESTION # 22 
An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop
for the duration of the engagement. During a meeting with the network engineers, the Lead Assessor requests information about the
network. They respond that they have a significant number of drawings they can provide via their secure cloud storage service. The
Lead Assessor returns to their home office and decides to review the documents. What is the BEST way to retrieve the documents?

A. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.
B. Log into the secure cloud storage service to save copies of the documents on both the work and client laptops.
C. Use their home office workstation to retrieve the documents from the secure cloud storage service and save them to a
USB stick.
D. Log into the client VPN from the assessor's laptop and retrieve the documents from the secure cloud storage service.

Answer: A

NEW QUESTION # 23 
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed
MUST be the person who:

A. implements, performs, or supports that practice.
B. funds that practice.
C. audits that practice.
D. supports, audits, and performs that practice.

Answer: A

Explanation:
Who Should Be Interviewed During a CMMC Assessment?During assessment planning, theOrganization Seeking Certification
(OSC)may suggest personnel for interviews. However, the person interviewedmustbe someone who:
#Implementsthe practice (directly responsible for executing it).
#Performsthe practice (carries out day-to-day security operations).
#Supportsthe practice (provides necessary resources or oversight).
* Theassessor needs direct insightsfrom individuals actively involved in the practice.
* Funding (Option A)does not providetechnical or operationalinsight into practice execution.
* Auditing (Option B)focuses on compliance checks, but auditorsdo not implementthe practice.
* Supporting, auditing, and performing (Option C)includesauditors, who arenot necessarily the right interviewees.
Why "Implements, Performs, or Supports That Practice" is Correct?Breakdown of Answer ChoicesOption Description Correct?
A: Funds that practice.
#Incorrect-Funding is important but doesnot mean direct involvement.
B: Audits that practice.
#Incorrect-Auditors check compliance but donot implementpractices.
C: Supports, audits, and performs that practice.
#Incorrect-Auditing isnot a requirementfor interviewees.
D: Implements, performs, or supports that practice.
#Correct - The interviewee must have direct involvement in execution.
* CMMC Assessment Process Guide (CAP)- Requires that interviewees bedirectly responsiblefor implementing, performing, or
supporting the practice.
Official References from CMMC 2.0 DocumentationFinal Verification and ConclusionThe correct answer isD. Implements,
performs, or supports that practice, as the interviewee mustactively contribute to the execution of the practice.

NEW QUESTION # 24
......
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