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ACAMS Certified Cryptoasset Anti-Financial Crime Specialist Examination
CCAS Priifungsfragen mit Losungen (Q64-Q69):

64. Frage

A compliance officer at an exchange who is conducting an annual risk assessment identifies an increased volume of transactions to
and from unhosted wallets. Based on Financial Action Task Force guidance, which inherent risk rating would be most appropriate
for the compliance officer to assign to such activities?

A. High
B. Moderate
C. Low
D. Negligible

Antwort: A

Begrindung;

The Financial Action Task Force (FATF) guidance on Virtual Assets and Virtual Asset Service Providers (VASPs) explicitly
highlights that transactions involving unhosted wallets (wallets not held or controlled by a regulated entity) pose a high nherent risk
for money laundering and terrorist financing, This is because unhosted wallets are more difficult to monitor and control, lack
identifiable customer information, and are often exploited for illicit activities.

The DFSA AML Module, aligned with FATF recommendations, mandates that Relevant Persons incorporate this risk into their
business-wide risk assessments. The increased volume of transactions to and from unhosted wallets should therefore be assigned a
high inherent risk rating to trigger enhanced controls such as enhanced due diligence (EDD) and transaction monitoring,
Supporting extracts include:

FATF Guidance on Virtual Assets (October 2021) states: "Unhosted wallets or transactions with them represent a high risk of
ML/TF due to limited or no access to identifying information." DFSA AML Module (AML/VER25/05-24) Section4.1 & 6.1 on
Risk-Based Approach: mandates firns to assess and rate risks posed by customers and products, explicitly including virtual assets
and unhosted wallets as high risk.

COB Module also requires heightened controls and disclosures when dealing with transactions mvolving unhosted

wallets [ AML/VER25/05-24: Sections 4.1, 6.1, COB/VER45/05-24: Sections 6.13, 15.6] .

Thus, option D (High) is the correct risk rating,

65. Frage
Under FATF guidelines, VASPs nmust file a Suspicious Transaction Report (STR) when:

A. Any transaction is over $1,000

B. They suspect funds are linked to criminal activity, regardless of amount
C. A polttically exposed person makes a deposit

D. The transaction nvolves an unhosted wallet

Antwort: B

Begriindung;

FATF Recommendation 20 mandates that STRs be filed whenever there is suspicion or reasonable grounds to suspect criminal
proceeds, regardless of the transaction value. This is mirrored in DFSA and FSRA AML regulations, ensuring that the reporting
obligation is triggered by suspicion, not just thresholds.

66. Frage
Which is an accurate description of a Decentralized Autonomous Organization (DAQO)?

e A. DAO:s are decentralized blockchain technologies that use traditional contracts instead of smart contracts.
e B. DAOs are organizational structures through which how a protocol will operate is determined by a group of actors.
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¢ C. DAOs are decentralized blockchain organizations that require managerial activity by humans.
¢ D. DAOs are cryptocurrency funds in which the board of directors submit their votes using blockchain technology.

Antwort: B

Begrindung;

DAOs are decentralized organizational structures where protocol governance and operational decisions are made collectively by
token holders or participants rather than centralized management. This group voting and consensus determine how the protocol
functions.

DAOs do not rely on traditional contracts (D) nor necessarily require ongoing human managerial control (A). They are not simply
funds with boards voting (C) but represent decentralized governance mechanisirs.

67. Frage
‘Which blockchain characteristic makes forensic tracing of transactions possible?

A. Immutable public ledger
B. Smart contract automation
C. Decentralized governance
D. Sharding

Antwort: A

Begrindung;
Blockchain's immutability ensures that all transactions remain permanently recorded and tamper-proof, enabling blockchain analytics
to trace illicit fnds. This property is leveraged in crypto forensic investigations and AML monitoring,

68. Frage
Which operational risk mitigation practice by virtual asset service providers (VASPs) is most effective when considering their
relationships with other VASPs?

¢ A. Having no requirement to establish a correspondent relationship and build a risk assessment framework among other
cryptoasset exchanges prior to transferring for or on behalf of another person

¢ B. Developing cross-border correspondent relationships with cryptoasset exchanges in jurisdictions that have weak or non-
existent anti-money laundering (AML) regulation or supervision

e C. Gathering sufficient information on the counterpart VASP to determine the quality of the supervision it receives for
transactional activities

¢ D. Assigning all such relationships as high risk and conducting enhanced due diligence on all of them

Antwort: C

Begriindung;

Effective risk mitigation requires VASPs to obtain sufficient information about counterpart VASPs to assess the quality of their
regulatory supervision and controls. This helps determine the risk of transactions and build a risk-based framework for
correspondent relationships.

Having no requirements (A) or engaging with poorly regulated jurisdictions (B) increases risk. Blanket high-risk classification (C)
without proper assessiment is inefficient.

FATF Recommendation 15 and DFSA guidance emphasize due diligence on counterparties as a critical control.
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