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» A. Because UDP is a connectionless protocol, so the stateful inspection Arewall cannot match
UDP pisckets with the states table,

= B. The stateful inspection firewall needs to match the rules for each incoming packet.

= C. Whan the stateful inspection firewall checks packets, packets of one same connection are
mob correkaied
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ZE #344
What is the MAIN reason for conflicts between Information Technology and Information Security programs?

e A Technology Governance is focused on process risks whereas Security Governance is focused on business risk.

e B. The effective implementation of security controls can be viewed as an inhibitor to rapid Information Technology
implementations.

e C. Security governance defines technology best practices and Information Technology governance does not.

e D. Technology governance defines technology policies and standards while security governance does not.
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Conflict Between IT and Security Programs:

* T tearrs often prioritize rapid deployment and operational efficiency.

* Security teams focus on safeguarding assets, which can introduce delays and additional controls.

Main Cause of Conflict:

* Security controls like access restrictions and rigorous testing may be seen as obstacles to IT's speed- oriented goals.
‘Why Other Options Are Incorrect:

* A, B, C: While governance focuses differ, the primary issue is the perceived impact of security on I'T speed.

References:

EC-Council highlights the need for collaboration between IT and security to balance operational agility with risk mitigation.

EE #345

An IT auditor has recently discovered that because of a shortage of skilled operations personnel, the security administrator has
agreed to work one late night shift a week as the senior computer operator. The most appropriate course of action for the IT auditor
is to:

A. Inform senior management of the risk involved.

B. Develop a computer assisted audit technique to detect instances of abuses of the arrangement.

C. Review the system log for each of the late night shifts to determine whether any irregular actions occurred.
D. Agree to work with the security officer on these shifts as a form of preventative control.
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EE #346

Your company has a "no right to privacy" notice on all logon screens for your information systems and users sign an Acceptable Use
Policy informing them of this condition. A peer group member and friend comes to you and requests access to one of her employee's
email account. What should you do? (choose the BEST answer):

A. Reset the employee's password and give it to the supervisor.

B. Grant her access, the employee has been adequately warned through the AUP.
C. Deny the request citing national privacy laws.

D. Assist her with the request, but only after her supervisor signs off on the action.

H¥E: D

3.
* The "no right to privacy" and AUP establish that users consent to monitoring, but proper procedures must still be followed to
prevent abuse of power and protect organizational trust.



* In this scenario, escalating the request to a higher authority ensures transparency and accountability.

Why Other Options Are Incorrect:

* A. Grant access: Directly granting access without oversight could result in misuse and liability.

* C. Reset password: This bypasses proper oversight and due process.

* D. Deny the request citing national privacy laws: If the employee has consented to monitoring, this response is unwarranted.
EC-Council CISO Reference:

The curriculum discusses balancing security controls and ethical considerations, ensuring decisions align with organizational policies
and legal frameworks.

HAE #347
The PRIMARY objective for information security program development should be:

A. Establishing incident response programs.

B. Reducing the impact of the risk to the business.

C. Establishing strategic alignment with bunsiness continuity requirements
D. Identifying and implementing the best security solutions.
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Objective of Information Security Programns:

The primary objective of an information security program is to manage risks in a manner that aligns with business goals and minimizes
the impact of potential security incidents. This involves identifymg risks, implementing appropriate controls, and ensuring that security
measures are integrated into the organization's overall risk management framework.

Risk-Centric Approach:

The EC-Council emphasizes that information security programs should not merely focus on compliance or deploying the latest tools
but on reducing risks that could disrupt business processes or cause harmto assets.

Alignment with Business Continuity:

While strategic alignment with business continuity requirements (Option B) is critical, it is part of the broader objective of reducing
the overall impact of risks on the business.

References:

This 1s highlighted in the EC-Council's emphasis on aligning security initiatives with business strategies while prioritizing risk mitigation.

EE #348

SCENARIO: A CISO has several two-factor authentication systems under review and selects the one that is most sufficient and
least costly. The implementation project planning is completed and the teans are ready to implement the solution. The CISO then
discovers that the product it is not as scalable as originally thought and will not fit the organization's needs.

The CISO discovers the scalability issue will only impact a small number of network segments. What is the next logical step to
ensure the proper application of risk management methodology within the two-facto implementation project?

A. Report the deficiency to the audit team and create process exceptions
B. Determine if sufficient mitigating controls can be applied

C. Create new use cases for operational use of the solution

D. Decide to accept the risk on behalf of the impacted business units
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