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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q120-Q125):
NEW QUESTION # 120 
What is the benefit of using a maturity model to assess a security program?
Response:

A. It reduces the organization's overall security budget
B. It simplifies security processes by focusing on only one area
C. It provides a structured framework for evaluating the program's progress and areas for improvement
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D. It eliminates the need for risk assessments

Answer: C

NEW QUESTION # 121 
What is the primary goal of Advanced Persistent Threat (APT) actors?
Response:

A. To quickly deface websites
B. To perform a one-time attack and disappear
C. To establish long-term, covert access to a target's network for espionage or data theft
D. To cause immediate disruption and chaos

Answer: C

NEW QUESTION # 122 
What is the best way to ensure employees are aware of changes to cybersecurity policies?
Response:

A. Implementing mandatory training sessions and providing clear communication channels to explain the updates
B. Posting the policy updates on a bulletin board without explanation
C. Sending an email with the updated policy and assuming everyone reads it
D. Relying on managers to verbally inform their teams

Answer: A

NEW QUESTION # 123 
What is the main goal of a threat intelligence program?
Response:

A. To perform routine maintenance on security systems
B. To create more security policies
C. To delay the implementation of new security controls
D. To collect and analyze information about emerging threats and threat actors to improve an organization's security posture

Answer: D

NEW QUESTION # 124 
You have been tasked with leading a cybersecurity team through a high-priority project to implement a new security solution. One of
the challenges is that team members are working in different time zones, which has caused delays in decision-making. How would
you address this issue to improve team communication and ensure timely completion of the project?
Response:

A. Require all team members to work in the same time zone temporarily
B. Allow team members to submit their feedback via email and compile it weekly
C. Schedule regular, staggered virtual meetings at different times to accommodate various time zones, and use asynchronous
communication tools such as shared project management platforms to provide updates
D. Implement a rotating shift schedule where at least one team member from each time zone is available at all times

Answer: C

NEW QUESTION # 125
......
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