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AE#16
Firewall polices must be configured to accept VRRP packets on the GAIA platform if it Firewall software.
The Multicast destination assigned by the internet Assigned Number Authority (IANA) for VRRP is:

A. 224005
B.224.0.0.18
C. 224.0.0.102
D. 224.0.0.22

]

o
M

: B

Y.

The muilticast destination assigned by the Internet Assigned Numbers Authority (IANA) for VRRP is

224.0.0.18. This is a reserved multicast address that is used by VRRP routers to communicate with each other and announce their
priority and state. Firewall policies must be configured to accept VRRP packets on the Gaia platform if it runs Firewall software.
Otherwise, VRRP packets will be dropped by default. References:

[Configuring VRRP on Gaia]

AE #17
What is the best sync method in the ClusterXL deployment?

A. Use 3 clusters + 1st sync + 2nd sync + 3rd sync
B. Use 2 clusters +1st sync + 2nd sync

C. Use 1 dedicated sync interface

D. Use 1 cluster + 1st sync

3

m

: C

MH.

Explanation

The best sync method in the ClusterXL deployment is to use one dedicated sync interface. This means that one interface on each
cluster member is used exclusively for synchronization traffic, which improves performance and security. Using multiple clusters or
sync interfaces is not recommended, as it can cause network congestion or synchronization issues. References: : Check Point
Resource Library, Certified Security Expert (CCSE) R81.20 Course Overview, page 8.

EE2 #18
There are multiple types of licenses for the various VPN components and types. License type related to management and functioning
of Remote Access VPN are - which of the following license requirement statement is NOT true:

e A. MobileAccessLicense ° This license is required on the Security Gateway for the following Remote Access solutions

¢ B. EndpointContainerLicense ° The Endpoint Software Blade Licenses does not require an Endpoint Container License as
the base

e C. EndpointPolicyManagementLicense ° The Endpoint Security Suite includes blades other than the Remote Access VPN,
hence this license is required to manage the suite

e D. IPSecVPNLicense * This license is installed on the VPN Gateway and is a basic requirement for a Remote Access VPN
solution

He:. B

Y.

Explanation

The Endpoint Policy Management License is required for managing the Endpoint Security Suite, which includes blades such as the
Remote Access VPN. The [IPSec VPN License is installed on the VPN Gateway and is a basic requirement for a Remote Access
VPN solution. The MobileAccessLicense is required on the Security Gateway for the following Remote Access solutions.



HE#19
What could NOT be a reason for synchronization issues in a Management HA environment?

¢ A Servers are in Collision Mode. Two servers, both in active state cannot be synchronized either automatically or manually.

¢ B. The products installed on the servers do not match: one device is a Standalone Server while the other is only a Security
Management server

¢ C. Accidentally, you have configured unique IP addresses per Management Server which invalidates the CA Certificate

e D. There is a network connectivity failure between the servers

He: B

HEE #20
Which GUI client is supported in R81?

A. Smartlog

B. SmartView Monitor
C. SmartView Tracker
D. SmartProvisioning

He: B

MY

SmartView Monitor is a GUI client that is supported in R81. It allows you to monitor the network and security performance of your
Security Gateways and devicesS. You can use it to view real-time statistics, alerts, logs, reports, and graphs6. The other GUI clients
are not supported in R81 because:

A) SmartProvisioning was replaced by Smartl. SM in R80.20 and later versions7. Smartl. SM is a unified solution for managing
large-scale deployments of Security GatewaysS.

B) SmartView Tracker was replaced by SmartLog in R80 and later versions9. SmartLog is a powerful log analysis tool that enables
fast and easy access to log data from multiple Security Gateways10.

D) SmartLog is not a GUI client, but a web-based application that runs on the Security Management Server or Log Server10. You
can access it fromany web browser or from SmartConsole.
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