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What is the benefit of SD-WAN on-ramp deployment with FortiSASE?
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A. To secure internet traffic for branch users
B. To provide device compliance checks using ZTNA tags
C. To manage branch location endpoints
D. To provide access to private applications using the bookmark portal

Answer: A

Explanation:
SD-WAN on-ramp with FortiSASE directs branch user internet traffic to the FortiSASE cloud for consistent security enforcement
and protection, regardless of the branch location.

NEW QUESTION # 77 
Which two components are part of onboarding a secure web gateway (SWG) endpoint? (Choose two)

A. FortiClient installer
B. proxy auto-configuration (PAC) file
C. FortiSASE CA certificate
D. FortiSASE invitation code

Answer: B,C

Explanation:
Onboarding a Secure Web Gateway (SWG) endpoint involves several components to ensure secure and effective integration with
FortiSASE. Two key components are the FortiSASE CA certificate and the proxy auto-configuration (PAC) file.
* FortiSASE CA Certificate:
* The FortiSASE CA certificate is essential for establishing trust between the endpoint and the FortiSASE infrastructure.
* It ensures that the endpoint can securely communicate with FortiSASE services and inspect SSL
/TLS traffic.
* Proxy Auto-Configuration (PAC) File:
* The PAC file is used to configure the endpoint to direct web traffic through the FortiSASE proxy.
* It provides instructions on how to route traffic, ensuring that all web requests are properly inspected and filtered by FortiSASE.
References:
FortiOS 7.6 Administration Guide: Details on onboarding endpoints and configuring SWG.
FortiSASE 23.2 Documentation: Explains the components required for integrating endpoints with FortiSASE and the process for
deploying the CA certificate and PAC file.

NEW QUESTION # 78 
Which secure internet access (SIA) use case minimizes individual workstation or device setup, because you do not need to install
FortiClient on endpoints or configure explicit web proxy settings on web browser-based end points?

A. SIA for agentless remote users
B. SIA for site-based remote users
C. SIA for inline-CASB users
D. SIA for SSLVPN remote users

Answer: B

Explanation:
In this use case, secure internet access (SIA) is configured at the site level rather than on individual devices. This approach eliminates
the need for individual endpoint setup, such as installing FortiClient or configuring web proxy settings on each workstation or device.
It allows centralized management and secure internet access for all users at the site level, simplifying deployment and maintenance.

NEW QUESTION # 79 
An administrator must restrict endpoints from certain countries from connecting to FortiSASE. Which configuration can achieve this?
(Choose one answer)

A. A network lockdown policy on the endpoint profiles
B. Source IP anchoring to restrict access from the specified countries



C. Geofencing to restrict access from the required countries
D. A geography address object as the source for a deny policy

Answer: C

Explanation:
To restrict endpoints from certain countries from connecting to FortiSASE, the administrator should configure Geofencing. This
feature provides granular control over which geographic locations are permitted or denied access to the SASE infrastructure.
Geofencing in FortiSASE
Geofencing is the primary mechanism for controlling remote user connectivity based on their origin.
* Functionality: It uses a geography-to-IP mapping database to identify the location of incoming connection requests.
* Access Modes: Administrators can choose between two main modes:
* Allow: Only users from specified countries can connect; all others are blocked.
* Deny: Users from specified countries are blocked; all others are allowed.
* Configuration Path: In the FortiSASE GUI, navigate to Configuration > Geofencing to enable the feature and add the relevant
countries.
* Enforcement: Once enabled, the system automatically creates "local-in" policies to drop or permit traffic at the edge of the SASE
PoPs before it can consume resources or attempt authentication.

NEW QUESTION # 80 
Refer to the exhibits.
Jumpbox and Windows-AD are endpoints from the same remote location. Jumpbox can access the internet through FortiSASE,
while Windows-AD can no longer access the internet. Based on the information in the exhibits, which reason explains the outage on
Windows-AD? (Choose one answer)

A. The FortiClient version installed on Windows-AD does not match the expected version on FortiSASE.
B. The remote VPN user on Windows-AD no longer matches any VPN policy.
C. Windows-AD is excluded from FortiSASE management.
D. The device security posture for Windows-AD has changed.

Answer: D

Explanation:
In FortiSASE, Zero Trust Network Access (ZTNA) tags-also known as security posture tags-are used to dynamically grant or deny
access based on the real-time security state of an endpoint. This mechanism ensures that only devices meeting specific compliance
requirements can access protected resources or the internet.
* Endpoint Analysis: The Managed Endpoints exhibit shows that while Jumpbox only has the FortiSASE-Compliant tag, the
Windows-AD endpoint has been assigned both FortiSASE-Compliant and FortiSASE-Non-Compliant tags. This indicates that a
security posture check on the Windows-AD device has failed, triggering a rule that applies the non-compliant tag.
* Policy Evaluation: The Secure Internet Access Policy table shows two custom policies. The first policy, named Non-compliant,
uses the FortiSASE-Non-Compliant tag as its source and has the action set to Deny. The second policy, Web Traffic, allows access
for FortiSASE-Compliant users.
* Root Cause of Outage: Because FortiSASE (powered by FortiOS) processes security policies in a top- down sequence, the
"Non-compliant" policy is evaluated first. Since Windows-AD matches the source criteria for this "Deny" policy, its traffic is blocked
before it can reach the "Accept" policy.
Although the exhibit shows a warning icon for the FortiClient version on Windows-AD, the direct cause of the internet outage is the
explicit Deny policy triggered by the change in the device's security posture (the application of the Non-Compliant tag).

NEW QUESTION # 81
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