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HP #25
Which FortiGate feature allows inspection of encrypted SSL/TLS traffic?

A. Web Filtering

B. Deep Packet Inspection
C. SSL Inspection

D. Application Control

Ef#: C

A :

FortiGate's SSL Inspection feature decrypts and inspects SSI/TLS traffic to detect threats or enforce policies, using techniques like
full SSL inspection or certificate inspection. Deep Packet Inspection (A) is a broader term, Application Control (C) identifies apps,
and Web Filtering (D) blocks URLSs, not specific to SSL. Exact extract: "SSL Inspection allows FortiGate to decrypt and inspect
SSL/TLS traffic to detect hidden threats or enforce security policies, supporting full or certificate-based nspection.”

HH #26
‘What happens when a router receives a packet for forwarding with a TTL value of 1?7

A. Tt increments it and passes it on to the next router

B. It decreases the value to 0 and then forwards it

C. The TTL is decreased to 0, the packet is dropped and an [CMP message is sent to the transmitting [P
D. The packet is only forwarded through the router to a locally attached network

Ef#: C

fEEL:

When a router, such as a FortiGate, receives a packet with a TTL (Time to Live) of 1, it decrements the TTL to 0, drops the
packet, and sends an ICMP Time Exceeded message to the source IP. This prevents infinite loops i routing. Option A is incorrect
as TTL is decremented, not incremented; B and D are incorrect as the packet is not forwarded when TTL reaches 0. Exact extract:
"When a packet's TTL reaches 1, the router decrements it to 0, drops the packet, and sends an ICMP Time Exceeded message to
the source IP address to prevent routing loops."

B #27
What does the below route indicate?

A. The device does not know the destnation

B. The destination network can be reached via any gates

C. It is a dummy route i the routing table

D. The destination network is locally connected on that interface

IEf@E: D

AR :

A route with a directly connected interface (no gateway) indicates the destination network is locally attached to that interface on the
FortiGate. This is common for networks directly connected to the device's mterfaces.

Option A is vague, B is incorrect as it's not a dummy route, and D suggests an unknown route, which isn't the case. Exact extract: "A
directly connected route indicates that the destination network is locally attached to the mterface specified in the routing table... No
gateway is required for such routes as the FortiGate is directly connected to the network."

B #28
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In a FortiGate high availability (HA) cluster, what happens if the primary unit fails?

o A Traffic is rerouted through an external gateway
¢ B. The cluster is disabled, and traffic stops

e C. A secondary unit takes over as the primary unit
¢ D. The cluster switches to active-passive mode

Ef#: C

fiR e«

In a FortiGate HA cluster (active-active or active-passive), if the primary unit fails, a secondary unit automatically takes over as the
primary, ensuring continuity of traffic with minimal disruption. Option A is incorrect as traffic continues, C is incorrect as the mode
doesn't change post-failure, and D is unrelated. Exact extract: "In a FortiGate HA cluster, if the primary unit fails, a secondary unit is
elected as the new primary, taking over all roles to maintain traffic flow and session continuity."

B #29
Which of'the following protocols operates at Layer 4

A. ARP
B. IPSEC
C. OSPF
D. BGP

Ef#: B

A :

IPsec operates at Layer 4 (Transport Layer) in the OSI model, providing secure communication via protocols like ESP and AH,
which work with TCP or UDP. BGP and OSPF are Layer 3 (Network Layer) routing protocols, and ARP operates at Layer 2
(Data Link Layer). Fortinet's FortiGate uses [Psec for VPN at Layer

4. Exact extract: "[Psec operates at the Transport Layer (Layer 4) to secure communications, encapsulating TCP or UDP packets...
BGP and OSPF function at the Network Layer, while ARP resolves IP to MAC addresses at the Data Link Layer."
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