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Microsoft MD-102 Exam Syllabus Topics:

Topic Details
e Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
Topic 1 devices. It also covers methods to ensure that they meet organizational policies and security standards.

¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Topic 2 security and management of device updates by using Intune.

e Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Topic 3 devices to Microsoft Intune.
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¢ Manage applications: This section covers skills to manage application implementation, manage updates,
Topic 4 and manage performance to support the performance of users to meet the needs of business organizations.

Microsoft Endpoint Administrator Sample Questions (Q52-Q57):

NEW QUESTION # 52
You install a feature update on a computer that runs Windows 10.
How many days do you have to roll back the update?

A0
B. 1
C.2
D.3

Answer: A

Explanation:

Microsoft has changed the time period associated with operating system rollbacks with Windows

10 version 1607, decreasing it to 10 days. Previously, Windows 10 had a 30-day rollback period.
https://redmondmag.convarticles/2016/08/04/microsoft-shortens-windows- 10-rollback-period.aspx

NEW QUESTION # 53

You have computers that run Windows 10 and are managed by using Microsoft Intune.

Users store therr files in a folder named D:\Folder1.

You need to ensure that only a trusted list of applications is granted write access to D:\Folderl.
‘What should you configure in the device configuration profile?

A. Microsoft Defender Application Guard
B. Microsoft Defender SmartScreen

C. Microsoft Defender Application Control
D. Microsoft Defender Exploit Guard

Answer: D

Explanation:

The four components of Windows Defender Exploit Guard are:

* Controlled folder access: Protects sensitive data from ransomware by blocking untrusted processes from accessing your protected
folders

* Attack Surface Reduction (ASR)

* Exploit protection

* Network protection

Reference:

httpsy//www.microsoft.comvsecurity/blog/2017/10/23/windows-defender-exploit- guard-reduce-the- attack-surface-against-next-
generation-malware/

NEW QUESTION # 54

You have a Microsoft 365 ES subscription.

You need to use Device query to gather information about all the devices that are managed by using Microsoft Intune.
‘What should you do first?

A. Onboard the devices to Microsoft Defender for Endpoint.
B. Create a compliance policy for all the devices.

C. Onboard the devices to Endpoint analytics.

D. Enable Windows license verification.

Answer: C



NEW QUESTION # 55
You have an Azure AD tenant named contoso.com. You have the devices shown in the following table.

Which devices can be Azure AD joined, and which devices can be regjstered in contoso.com? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation

NEW QUESTION # 56

You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You plan to create Windows 11 device builds for the marketing and research departments The solution must meet the following
requirements:

* Marketing department devices must support Windows Update for Business.

* Research department devices must have support for feature update versions for up to 36 months from release.

What is the minimum Windows 11 edition required for each department? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point

Answer:

Explanation:

Explanation:

Marketing Department:

Windows 11 Pro: Supports Windows Update for Business and offers basic management features.
Research Department:

Windows 11 Enterprise: Extends feature updates to 36 months, crucial for their needs

NEW QUESTION # 57
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