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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q500-Q505):
NEW QUESTION # 500 
A SysOps administrator Is troubleshooting an AWS Cloud Formation template whereby multiple Amazon EC2 instances are being
created The template is working In us-east-1. but it is failing In us-west-2 with the error code:
How should the administrator ensure that the AWS Cloud Formation template is working in every region?

A. Edit the AWS CloudFormatton template to specify the region code as part of the fully qualified AMI ID.
B. Copy the source region's Amazon Machine Image (AMI) to the destination region and assign it the same ID.
C. Edit the AWS CloudFormatton template to offer a drop-down list of all AMIs to the user by using the aws :: EC2:: ami ::
imageiD control.
D. Modify the AWS CloudFormation template by including the AMI IDs in the "Mappings" section. Refer to the proper
mapping within the template for the proper AMI ID.

Answer: D
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Explanation:
To ensure that the AWS CloudFormation template works in every region, you should use the Mappings section to specify region-
specific AMI IDs. This allows the template to dynamically reference the correct AMI ID based on the region where the stack is
being deployed.
Steps:
* Add Mappings to the Template:
* Define the AMI IDs for each region in the Mappings section of the CloudFormation template.
json
Copy code
{
"Mappings": {
"RegionMap": {
"us-east-1": { "AMI": "ami-0123456789abcdef0" },
"us-west-2": { "AMI": "ami-abcdef0123456789" }
}
}
}
* Reference the Mapping in the Template:
* Use the Fn::FindInMap function to reference the correct AMI ID based on the region.
json
Copy code
{
"Resources": {
"MyEC2Instance": {
"Type": "AWS::EC2::Instance",
"Properties": {
"ImageId": { "Fn::FindInMap": [ "RegionMap", { "Ref": "AWS::Region" }, "AMI" ] },
}
}
}
}
* Deploy the Template:
* Deploy the CloudFormation stack in any region, and it will use the correct AMI ID.
Reference: AWS CloudFormation Mappings

NEW QUESTION # 501 
A SysOps administrator is responsible for a large fleet of Amazon EC2 instances and must know whether any instances will be
affected by upcoming hardware maintenance. Which option would provide this information with the LEAST administrative
overhead?

A. Monitor AWS CloudTrail for Stopinstances API calls
B. Review the AWS Personal Health Dashboard
C. List any instances with failed system status checks using the AWS Management Console
D. Deploy a third-party monitoring solution to provide real-time EC2 instance monitoring

Answer: B

Explanation:
The AWS Personal Health Dashboard provides a personalized view into the performance and availability of the AWS services
underlying your AWS resources. It can alert you about upcoming hardware maintenance that could affect your EC2 instances.
Access AWS Personal Health Dashboard:
Open the AWS Personal Health Dashboard at AWS Personal Health Dashboard.
View Service Health:
The dashboard shows a list of recent events, including upcoming scheduled maintenance that might impact your EC2 instances.
You can filter events to view those that specifically affect your EC2 instances.
Set Up Notifications:
You can configure AWS CloudWatch Events or Amazon SNS to send notifications based on Personal Health Dashboard events.
Reference:
AWS Personal Health Dashboard
Monitoring AWS Health Events with Amazon CloudWatch Events



https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html

NEW QUESTION # 502 
A company hosts a website on multiple Amazon EC2 instances that run in an Auto Scaling group. Users are reporting slow
responses during peak times between
6 PM and 11 PM every weekend. A SysOps administrator must implement a solution to improve performance during these peak
times.
What is the MOST operationally efficient solution that meets these requirements?

A. Configure a scheduled scaling action with a recurrence option to change the desired capacity before and after peak times.
B. Create a target tracking scaling policy to add more instances when memory utilization is above 70%.
C. Configure the cooldown period for the Auto Scaling group to modify desired capacity before and after peak times.
D. Create a scheduled Amazon EventBridge (Amazon CloudWatch Events) rule to invoke an AWS Lambda function to
increase the desired capacity before peak times.

Answer: A

Explanation:
"Scheduled scaling helps you to set up your own scaling schedule according to predictable load changes. For example, let's say that
every week the traffic to your web application starts to increase on Wednesday, remains high on Thursday, and starts to decrease
on Friday. You can configure a schedule for Amazon EC2 Auto Scaling to increase capacity on Wednesday and decrease capacity
on Friday." https://docs.aws.amazon.com/autoscaling/ec2/userguide/schedule_time.html

NEW QUESTION # 503 
A company's public website is hosted in an Amazon S3 bucket in the us-east-1 Region behind an Amazon CloudFront distribution.
The company wants to ensure that the website is protected from DDoS attacks. A SysOps administrator needs to deploy a solution
that gives the company the ability to maintain control over the rate limit at which DDoS protections are applied.
Which solution will meet these requirements?

A. Deploy an AWS WAF web ACL with a block default action in us-east-1. Configure an AWS WAF rate-based rule to
allow matching traffic. Associate the web ACL with the S3 bucket.
B. Deploy an AWS WAF web ACL with an allow default action in us-east-1. Configure an AWS WAF rate-based rule to
block matching traffic. Associate the web ACL with the S3 bucket.
C. Deploy a global-scoped AWS WAF web ACL with a block default action. Configure an AWS WAF rate-based rule to
allow matching traffic. Associate the web ACL with the CloudFront distribution.
D. Deploy a global-scoped AWS WAF web ACL with an allow default action. Configure an AWS WAF rate-based rule to
block matching traffic. Associate the web ACL with the CloudFront distribution.

Answer: D

Explanation:
AWS WAF (Web Application Firewall) helps protect your web applications from common web exploits and bots. A rate-based
rule allows you to control the rate of requests to your application.
Create a Global-Scoped AWS WAF Web ACL:
Navigate to the AWS WAF console.
Create a new Web ACL and choose "Global" for the scope.
Set the default action to "Allow".
Configure a Rate-Based Rule:
Within the Web ACL, add a new rule and select "Rate-based rule".
Define the rate limit (e.g., 2000 requests per 5 minutes).
Set the action to "Block".
Associate Web ACL with CloudFront Distribution:
After creating the Web ACL and rule, go to your CloudFront distribution settings.
In the "General" tab, associate the Web ACL with your CloudFront distribution.
Review and Confirm:
Review the configuration and ensure the Web ACL is correctly associated with the CloudFront distribution.
Reference:
AWS WAF Rate-Based Rules
Associating AWS WAF with CloudFront



NEW QUESTION # 504 
A company is managing many accounts by using a single organization in AWS Organizations.
The organization has all features enabled.
The company wants to turn on AWS Config in all the accounts of the organization and in all AWS Regions.
What should a Sysops administrator do to meet these requirements in the MOST operationally efficient way?

A. Use AWS CloudFormation StackSets to deploy stack instances that turn on AWS Config in all accounts and in all
Regions.
B. Create a script that uses the AWS CLI to turn on AWS Config in all accounts in the organization.
Run the script from the organization's management account.
C. Use AWS CloudFormation StackSets to deploy stack policies that turn on AWS Config in all accounts and in all Regions.
D. Use service control policies (SCPs) to configure AWS Config in all accounts and in all Regions.

Answer: A

Explanation:
https://aws.amazon.com/blogs/mt/managing-aws-organizations-accounts-using-aws-config-and- aws-cloudformation-stacksets/

NEW QUESTION # 505
......
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