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R #115
How can hackers implement a man-in-the-middle (MITM) attack against a wireless client?

e A. The hacker runs an NMap scan on the wireless client to find its MAC and IP address. The hacker then connects to
another network and spoofs those addresses.

e B. The hacker uses spear-phishing to probe for the IP addresses that the client is attempting to reach. The hacker device then
spoofs those IP addresses.

e C. The hacker uses a combination of software and hardware to jam the RF band and prevent the client from connecting to
any wireless networks.

e D. The hacker connects a device to the same wireless network as the client and responds to the client's ARP requests with
the hacker device's MAC address.
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A common method for hackers to performa man-in-the-middle (MITM) attack on a wireless network is by ARP poisoning. The
attacker connects to the same network as the victimand sends false ARP messages over the network. This causes the victim's
device to send traffic to the attacker's machine instead of the legitimate destination, allowing the attacker to intercept the traffic.

BR #116
A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps. What is one benefit
of adding Aruba Airwave from the perspective of forensics?

A. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution

B. Airwave retains information about the network for much longer periods than ArubaOS solution

C. Airwave can provide more advanced authentication and access control services for the AmbaOS solution
D. ArrWave enables low level debugging on the devices across the ArubaOS solution
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Adding Aruba Airwave to an Aruba solution that includes a Mobility Master (MM), Mobility Controllers (MCs), and campus APs
offers several benefits, notably in the realm of network forensics. One of the significant advantages is that Airwave can retain detailed
information about the network for much longer periods than what is typically possible with just ArubaOS solutions. This extensive
data retention is crucial for forensic analysis, allowing network administrators and security professionals to conduct thorough
investigations of past incidents. With access to historical data, professionals can identify trends, pinpoint security breaches, and
understand the impact of specific changes or events within the network over time.

Aruba's official product documentation and user guides for Airwave and ArubaOS, which outline features, benefits, and use cases
related to network management and forensic capabilities.

Industry case studies and whitepapers that discuss the implementation and advantages of integrating Airwave into existing network
infrastructure for enhanced monitoring and security.

HM #117

A company has an AOS controller-based solution with a WPA3-Enterprise WLAN, which authenticates wireless clients to HPE
Aruba Networking ClearPass Policy Manager (CPPM). The company has decided to use digital certificates for authentication. A
user's Windows domain computer has had certificates installed on it. However, the Networks and Comnections window shows that
authentication has failed for the user. The Mobility Controller's (MC's) RADIUS events show that it is receiving Access-Rejects for
the authentication attempt.

What is one place that you can look for deeper insight into why this authentication attempt is failing?

A. The RADIUS events within the CPPM Event Viewer

B. The Alerts tab in the authentication record in CPPM Access Tracker
C. The reports generated by HPE Aruba Networking ClearPass Insight
D. The packets captured on the MC control plane destined to UDP 1812
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The scenario involves an AOS-8 controller-based solution with a WPA3-Enterprise WLAN using HPE Aruba Networking
ClearPass Policy Manager (CPPM) for authentication. The company is using digital certificates for authentication (likely EAP-TLS,
as it's the most common certificate-based method for WPA3-Enterprise). A user's Windows domain computer has certificates
nstalled, but authentication fails. The Mobility Controller (MC) logs show Access-Rejects from CPPM, indicating that CPPM
rejected the authentication attempt.

Access-Reject: An Access-Reject message from CPPM means that the authentication failed due to a policy violation, certificate
issue, or other configuration mismatch. To troubleshoot, we need to find detailed information about why CPPM rejected the request.
Option C, "The Alerts tab in the authentication record in CPPM Access Tracker," is correct. Access Tracker in CPPM logs all
authentication attempts, including successful and failed ones. For a failed attempt (Access-Reject), the authentication record in
Access Tracker will include an Alerts tab that provides detailed reasons for the failure. For example, if the client's certificate is nvalid
(e.g., expired, not trusted, or missing a required attribute), or if the user does not match a policy in CPPM, the Alerts tab will specify
the exact issue (e.g,, "Certificate not trusted," "User not found in directory").

Option A, "The reports generated by HPE Aruba Networking ClearPass Insight," is incorrect. ClearPass Insight is used for
generating reports and analytics (e.g,, trends, usage patterns), not for real-time troubleshooting of specific authentication failures.
Option B, "The RADIUS events within the CPPM Event Viewer," is incorrect. The Event Viewer logs system:level events (e.g,,
service crashes, NAD mismatches), not detailed authentication failure reasons. While it might log that an Access-Reject was sent, it
won't provide the specific reason for the rejection.

Option D, "The packets captured on the MC control plane destined to UDP 1812," is incorrect. Capturing packets on the MC
control plane for UDP 1812 (RADIUS authentication port) can show the RADIUS exchange, but it won't provide the detailed
reason for the Access-Reject. The MC logs already show the Access-Reject, so the issue lies on the CPPM side, and Access
Tracker provides more insight.

The HPE Aruba Networking ClearPass Policy Manager 6.11 User Guide states:

"Access Tracker (Monitoring > Live Monitoring > Access Tracker) logs all authentication attempts, including failed ones. For an
Access-Reject, the authentication record in Access Tracker includes an Alerts tab that provides detailed reasons for the failure. For
example, in a certificate-based authentication (e.g., EAP-TLS), the Alerts tab might show 'Certificate not trusted' if the client's
certificate is not trusted by ClearPass, or 'User not found' if the user does not match a policy. This is the primary place to look for
deeper insight into authentication failures." (Page 299, Access Tracker Troubleshooting Section) Additionally, the HPE Aruba
Networking AOS-8 8.11 User Guide notes:

"If the Mobility Controller logs show an Access-Reject from the RADIUS server (e.g., ClearPass), check the RADIUS server's
authentication logs for details. In ClearPass, the Access Tracker provides detailed failure reasons in the Alerts tab of the
authentication record, such as certificate issues or policy mismatches." (Page 500, Troubleshooting 802.1X Authentication Section)

HPE Aruba Networking ClearPass Policy Manager 6.11 User Guide, Access Tracker Troubleshooting Section, Page 299.
HPE Aruba Networking AOS-8 8.11 User Guide, Troubleshooting 802.1X Authentication Section, Page 500.

B #118
A company has an Aruba solution with a Mobility Master (MM) Mobility Controllers (MCs) and campus Aps.
What is one benefit of adding Aruba Airwave from the perspective of forensics?

A. Airwave is required to activate Wireless Intrusion Prevention (WIP) services on the ArubaOS solution

B. Airwave can provide more advanced authentication and access control services for the AmbaOS solution
C. AirWave enables low level debugging on the devices across the ArubaOS solution

D. Airwave retains information about the network for much longer periods than ArubaOS solution
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You have been asked to send RADIUS debug messages from an ArubaOS-CX switch to a central SIEM server at 10.5.15.6. The
server is already defined on the switch with this command: logging 10.5.6.12 You enter this command: debug radius all What is the
correct debug destination?

A. buffer
B. syslog
C. console
D. file
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‘When configuring an ArubaOS-CX switch to send RADIUS debug messages to a central SIEM server, it is important to correctly
direct these debug outputs. The command debug radius all activates debugging for all RADIUS processes, capturing detailed logs
about RADIUS operations. If the SIEM server is already defined on the switch for logging purposes (as indicated by the command
logging 10.5.6.12), the correct destination for these debug messages to be sent to the SIEM server would be through the syslog.
This ensures that all generated logs are forwarded to the centralized server specified for logging, enabling consistent log management
and analysis. Using syslog as the destination leverages the existing logging setup and integrates seamlessly with the network's
centralized monitoring systers.
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