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NEW QUESTION # 243 
A security engineer is performing a vulnerability management scan on multihomed Linux systems. The engineer notices that the
vulnerability count is high due to the fact that each vulnerability is multiplied by the number of NICs on each system. Which of the
following should the engineer do to deduplicate the vulnerabilities and to associate the vulnerabilities with a particular host?

A. Initiate a discovery scan.
B. Deploy an agent.
C. Use a SCAP scanner.
D. Perform an Nmap scan.

Answer: B

NEW QUESTION # 244 
A security engineer needs to implement a solution to increase the security posture of user endpoints by providing more visibility and
control over local administrator accounts. The endpoint security team is overwhelmed with alerts and wants a solution that has
minimal operational burdens. Additionally, the solution must maintain a positive user experience after implementation.
Which of the following is the BEST solution to meet these objectives?

A. Implement Privileged Access Management (PAM), keep users in the local administrators group, and enable local
administrator account monitoring.
B. Implement EDR, remove users from the local administrators group, and enable privilege escalation monitoring.
C. Implement EDR, keep users in the local administrators group, and enable user behavior analytics.
D. Implement PAM, remove users from the local administrators group, and prompt users for explicit approval when elevated
privileges are required.

Answer: D

Explanation:
To improve accounts lifecycle and management, it is recommended you manage privilege access management within PAM, by
importing the local administrators into PAM, reducing the number of local administrators and prevent them to see those accounts
passwords.

NEW QUESTION # 245 
A company is developing a new service product offering that will involve the storage of personal health information. The Chief
Information Security Officer (CISO) is researching the relevant compliance regulations. Which of the following best describes the
CISO's action?

A. Data classification
B. Data retention
C. Due diligence
D. Reference framework

Answer: C

Explanation:
Due diligence involves researching and understanding regulatory requirements (e.g., HIPAA) to ensure compliance for handling
sensitive data like personal health information. Data retention refers to how long data is stored, not compliance research. Data
classification organizes data by sensitivity but is not specific to compliance research. Reference frameworks provide guidelines for
implementation but are not directly about research.

NEW QUESTION # 246 
A company is migrating from company-owned phones to a BYOD strategy for mobile devices.
The pilot program will start with the executive management team and be rolled out to the rest of the staff in phases. The company's
Chief Financial Officer loses a phone multiple times a year.
Which of the following will MOST likely secure the data on the lost device?

A. Remotely wipe the device.
B. Require a VPN to be active to access company data.



C. Require MFA to access company applications.
D. Set up different profiles based on the person's risk.

Answer: A

Explanation:
We have to remember that MFA will not prevent someone from accessing the data unless the device is encrypted. So to best way to
protect it would be to perform a remote wipe when reported stolen.

NEW QUESTION # 247 
A security engineer is reviewing metrics for a series of bug bounty reports. The engineer finds systematic cross-site scripting issues
and unresolved previous findings. Which of the following is the best solution to address the issue?

A. Leveraging middleware to handle integrations in the application
B. Introducing secure coding training focused on common issues
C. Implementing a third-party API management solution with input filtering
D. Ensuring functional checks are performed in the software development pipeline
E. Configuring a software composition analysis tool to look for issues

Answer: B

Explanation:
Introducing secure coding training directly addresses the root cause of recurring cross-site scripting issues by educating developers
about secure practices.

NEW QUESTION # 248
......
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