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NEW QUESTION # 147 
What is the correct action to be specified in the NAT rule to hide a private network when communicating to the outside world?

A. allow
B. masquerade
C. passthrough
D. tarpit
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Answer: B

Explanation:
In MikroTik RouterOS, the masquerade action is used in source NAT (srcnat) rules to hide internal/private IP addresses behind a
router's public IP address. This is typically done for internet access from a LAN where the devices have private IP addresses (e.g.,
192.168.x.x).
Masquerade dynamically changes the source IP of outgoing packets to the IP address of the router's outbound interface, allowing
multiple internal devices to share a single public IP.
Let's evaluate the options:
* A. masquerade ##Correct. Used to perform source NAT for hiding private addresses.
* B. allow ##Not a valid NAT action.
* C. passthrough ##Used in mangle rules to continue processing additional rules, not for NAT.
* D. tarpit ##Used to delay TCP connections (often in firewall, not NAT).
MTCNA Course Manual - NAT Chapter:
"Masquerade is a special form of source NAT where the router replaces the source IP with the IP address of the outgoing
interface." Rene Meneses Guide - NAT Configuration:
"Use masquerade on the router's WAN interface to give internet access to private clients." Terry Combs Notes - NAT Rule
Actions:
"Masquerade = dynamic src-nat. Useful when public IP is dynamic or unknown."

NEW QUESTION # 148 
Which of the following are TCP/IP protocols used at the Application layer of the OSI model?
IP
TCP
Telnet
FTP
TFTP

A. All of the above
B. 1, 3 and 5
C. 3, 4 and 5
D. 1 and 3

Answer: C

Explanation:
In the OSI model:
* Application layer protocols include Telnet, FTP, and TFTP.
* IP is a Network Layer (Layer 3) protocol.
* TCP is a Transport Layer (Layer 4) protocol.
MTCNA Course Material - OSI Model and Protocols:
"Application layer protocols provide services to user applications. Examples include FTP, TFTP, Telnet. TCP and IP operate at
lower layers." Rene Meneses MTCNA Study Guide - TCP/IP Stack:
"Telnet, FTP, and TFTP are Application layer protocols. IP belongs to Layer 3. TCP is at Layer 4." Terry Combs MTCNA Notes
- OSI Reference Model:
"Layer 7 (Application): FTP, HTTP, Telnet, TFTP.
Layer 4: TCP, UDP
Layer 3: IP"
Only Options 3 (Telnet), 4 (FTP), and 5 (TFTP) are Application layer protocols.
############################################################

NEW QUESTION # 149 
What does the command routerA(config)#line cons 0 allow you to perform next?

A. Set your console password.
B. Shut down the router.
C. Set the Telnet password.
D. Disable console connections.



Answer: A

NEW QUESTION # 150 
When using routing option check-gateway=ping, after how many timeouts is the gateway considered unreachable?

A. 0
B. 1
C. 2
D. 3

Answer: B

Explanation:
In MikroTik RouterOS, if you enable check-gateway=ping on a static route, RouterOS sends periodic ICMP echo requests (ping)
to the specified gateway.
By default, the gateway is considered unreachable after:
* 2 consecutive ping timeouts ##
This status will cause the router to remove the route from the routing table until the gateway responds again.
Evaluations:
* A. 4 ##Too many
* B. 1 ##Too sensitive; only one timeout doesn't mark it unreachable
* C. 2 ##Correct default behavior
* D. 3 ##Incorrect default
MTCNA Course Manual - Gateway Checking:
"When using check-gateway=ping, the router waits for two failed pings before declaring the route inactive." Rene Meneses Study
Guide - Static Routing Behavior:
"check-gateway=ping disables the route after two ping failures."
Terry Combs Notes - Route Monitoring:
"Ping-based route checks fail after 2 missed responses - that route becomes inactive."

NEW QUESTION # 151 
Which of the protocols below is used by Netinstall?

A. dhcp
B. rarp
C. bootp
D. arp

Answer: B

Explanation:
Netinstall is a MikroTik tool for reinstalling RouterOS on RouterBOARD devices. It uses the RARP (Reverse ARP) protocol during
the boot phase to obtain the host from which to download the OS. It does not rely on DHCP, ARP, or BOOTP in standard
Netinstall scenarios.
* A.#arp - Not used by Netinstall for initial boot communication
* B.#bootp - Not used in Netinstall process
* C.#dhcp - Not used for booting RouterBOARD into Netinstall
* D.#rarp - Used by Netinstall to allow the RouterBOARD to request an address and boot image Extract from MTCNA Course
Material - Netinstall Boot Process:
"Netinstall uses RARP to discover the Netinstall server when booting into Ethernet mode." Extract from MikroTik Wiki - Netinstall:
"Netinstall communicates with the device via RARP protocol when loading RouterOS over Ethernet." Extract from Rene Meneses
MTCNA Study Guide - Netinstall Chapter:
"RARP is used for booting during Netinstall. DHCP is not required for this operation."

NEW QUESTION # 152
......
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