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Answer: B

Explanation:
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Comprehensive and Detailed In-Depth

B. Correct Answer:

The organization is focusing on direct costs associated with running specific processes.

"Personnel, third-party services, and general fees" refer to operational costs of specific processes, not overall business operations.
A . Incorrect:

Cost of operations refers to the total business expenses, not individual processes.

C . Incorrect:

Potential cost of errors relates to risk assessment and impact analysis, not direct expenses.

Relevant Standard Reference:
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Answer: F
Explanation:

According to ISO/IEC 2700122022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control A.7.2 requires an organization to implement appropriate
physical entry controls to prevent unauthorized access to secure areas1. The organization should define and document the criteria for
granting and revoking access rights to secure areas, and should monitor and record the use of such access rights1. Therefore, when
auditing the organization's application of control A.7.2, an ISMS auditor should verify that these aspects are met in accordance with
the audit criteria.

Based on the scenario above, the auditor should raise a nonconformity against control A.7.2, as the secure area is not adequately
protected from unauthorized access. The auditor should provide the following evidence and justification for the nonconformity:
Evidence: The auditor observed two external contractors using a swipe card and combination number provided by the centre's
reception desk to gain access to a client's suite to carry out authorized electrical repairs. The auditor checked the door access
record for the client's suite and found that only one card was swiped. The auditor asked the receptionist and was told that it was a
common problem that contractors tend to swipe one card and tailgate their way in, but they were known from the reception sign-in.
Justification: This evidence indicates that the organization has not implemented appropriate physical entry controls to prevent
unauthorized access to secure areas, as required by control A.7.2. The organization has not defined and documented the criteria for
granting and revoking access rights to secure areas, as there is no verification or authorization process for providing swipe cards and
combination numbers to external contractors. The organization has not monitored and recorded the use of access rights to secure
areas, as there is no mechanism to ensure that each individual swipes their card and enters their combination number before entering
a secure area. The organization has relied on the reception sign-in as a means of identification, which is not sufficient or reliable for
ensuring information security.

The other options are not valid actions for auditing control A.7.2, as they are not related to the control or its requirements, or they
are not appropriate or effective for addressing the nonconformity. For example:

Take no action: This option is not valid because it implies that the auditor ignores or accepts the nonconformity, which is contrary to
the audit principles and objectives of ISO 19011:20182, which provides guidelines for auditing management systerns.

Raise a nonconformity against control A.5.20 'addressing information security in supplier relationships' as information security
requirenments have not been agreed upon with the supplier: This option is not valid because it does not address the root cause of the
nonconformity, which is related to physical entry controls, not supplier relationships. Control A.5.20 requires an organization to
agree on information security requirements with suppliers that may access, process, store, communicate or provide IT infrastructure



components for its information assets1. While this control may be relevant for ensuring information security in supplier relationships, it
does not address the issue of unauthorized access to secure areas by external contractors.

Raise a nonconformity against control A.7.6 'working in secure areas' as security measures for working in secure areas have not
been defined: This option is not valid because it does not address the root cause of the nonconformity, which is related to physical
entry controls, not working in secure areas. Control A.7.6 requires an organization to define and apply security measures for
working in secure areas1. While this control may be relevant for ensuring information security when working in secure areas, it does
not address the issue of unauthorized access to secure areas by external contractors.

Determine whether any additional effective arrangements are in place to verify individual access to secure areas e.g. CCTV: This
option is not valid because it does not address or resolve the nonconformity, but rather attempts to find alternative or compensating
controls that may mitigate its impact or likelihood. While additional arrangements such as CCTV may be useful for verifying
individual access to secure areas, they do not replace or substitute the requirement for appropriate physical entry controls as
specified by control A.7.2.

Raise an opportunity for improvement that contractors must be accompanied at all times when accessing secure facilities: This option
is not valid because it does not address or resolve the nonconformity, but rather suggests a possible improvement action that may
prevent or reduce its recurrence or severity. While accompanying contractors at all times when accessing secure facilities may be a
good practice for ensuring information security, it does not replace or substitute the requirement for appropriate physical entry
controls as specified by control A.7.2.

Raise an opportunity for improvement to have a large sign in reception reminding everyone requiring access must use their swipe
card at all times: This option is not valid because it does not address or resolve the nonconformity, but rather suggests a possible
improvement action that may increase awareness or compliance with the existing controls. While having a large sign in reception
reminding everyone requiring access must use their swipe card at all times may be a helpful reminder for ensuring information
security, it does not replace or substitute the requirement for appropriate physical entry controls as specified by control A.7.2.

Tell the organisation they must write to their contractors, reminding them of the need to use access cards appropriately: This option is
not valid because it does not address or resolve the nonconformity, but rather instructs the organization to take a corrective action
that may not be effective or sufficient for ensuring information security. While writing to contractors, reminding them of the need to
use access cards appropriately may be a communication measure for ensuring information security, it does not replace or substitute
the requirement for appropriate physical entry controls as specified by control A.7.2.

NEW QUESTION # 170
ROEAEER S (1 ISMS FAZ BRI, 1RSSR AT RN dhFu R AR S TP A SR IEN 8. BRE IR
st [P s AT W D10 18] i s T A At P R ik

A, TTEGREAN B 6 TH 3 DL s L A

B. A G IR ZAMEAE IR [ | B0 TR AT 24

C. = AR AN - T T SR A N

D. ANEA% it 1) 7 A AR 1 UK gk L 1) S2 AR A T R

E. 55 TH H Al R 2515 IUE

F. SRR 5 T AT LA & — (0 A & TR

G. %7 9048 BB E AN 4 i ) 0 R R Y

H. AR B RAS G [ T PR A AT 1308 5 A R Al AN 5 9% T REL P PRI (00 4 80 B 2 B B

Answer: A EFH

Explanation:

The four statements that are true are:

*Major nonconformities may be subject to on-site follow up

*The action taken to address major nonconformities is typically more substantial than the action taken to address minor
nonconformities

*Several minor nonconformities can be grouped into a major nonconformity

*Nonconformities may be graded to indicate their significance

According to ISO 19011:2018, a nonconformity is the non-fulfilment of a requirement1. Nonconformities may be graded to indicate
their significance, based on the criteria established by the audit programime or the audit client2. The grading of nonconformities may
use different terms or levels, such as major, minor, critical, etc., depending on the nature and context of the audit3. However, some
common definitions of major and minor nonconformities are:

* A major nonconformity is a nonconformity that affects the ability of the management system to achieve its intended results, or that
represents a significant breakdown of the management systen#. Major nonconformities may require immediate corrective action and
on-site follow up by the auditor to verify their closure5.

* A minor nonconformity is a nonconformity that does not affect the ability of the management system to achieve its intended results,
or that represents an isolated lapse of the management system. Minor nonconformities may require corrective action within a
specified time frame and off-site verification by the auditor to confirm their closure5.



The action taken to address nonconformities depends on the severity and impact of the nonconformity, and the risk of recurrence or
escalation. Typically, the action taken to address major nonconformities is more substantial than the action taken to address minor
nonconformities, as it may involve identifying and eliminating the root cause of the problem, implementing preventive measures, and
monitoring the effectiveness of the solution.

Several minor nonconformities can be grouped into a major nonconformity if they are related to the same requirement, process, or
area, and if they indicate a systemic failure or a significant risk to the management system. The auditor should use professional
judgment and evidence-based approach to decide whether to group or report nonconformities individually.

The other statements are false, based on the guidance of ISO 19011:2018. For example:

*Option B is false, because nonconformities can be graded using different terms or levels, depending on the criteria established by
the audit programme or the audit client2. The terms "'major' and 'minor' are not mandatory or universal, but rather examples of
possible grading levels3.

*Option D is false, because very minor nonconformities should not be re-graded as opportunities for improvement, but rather
reported as nonconformities, as they still represent a non-fulfiiment of a requirement1. An opportunity for improvement is a
suggestion for enhancing the performance or effectiveness of the management system, but it is not a nonconformity or a requirement.
*Option F is false, because the grading of nonconformities does not have to be explained to the auditee at the opening meeting, but
rather at the closing meeting, where the audit findings and conclusions are presented and discussed. The opening meeting is intended
to provide an overview of the audit objectives, scope, criteria, and methods, and to confirm the audit arrangements and logistics.
*Option G is false, because the auditee is not always responsible for determining the criteria for grading nonconformities, but rather
the audit programme or the audit client, in consultation with the auditee and other relevant parties2. The auditee is responsible for
taking corrective action to address the nonconformities, and for providing evidence of their completion and effectiveness.
References: 1: ISO 190112018, 3.13; 2: ISO 19011:2018, 6.6.2; 3: 1SO 19011:2018, 6.6.3; 4: ISO Audit Findings :Non-
conformance - AUVA Certification] ; 5: Anmex III: Nonconformity grading - FSSC2; : ISO

27001 Certification - Major vs. Minor Nonconformities - Advisera3; : GUIDANCE FOR ADDRESSING AND CLEARING
NONCONFORMITIES - SADCAS4; : ISO 1901122018, 6.2; : ISO 19011:2018, 3.14; :

ISO 1901122018, 6.7; : ISO 1901122018, 6.4; : ISO 19011:2018, 6.7.2; : ISO 19011:2018; : ISO 19011:2018; :

ISO 19011:2018; : ISO 19011:2018; : ISO 19011:2018; : [ISO 19011:2018]; : [ISO 1901122018]; : [ISO

19011:2018]; : [ISO 19011:2018]; : [ISO 19011:2018]; : [ISO 19011:2018]; : [ISO 19011:2018]
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Answer: B

Explanation:

The audit procedure used here is "analysis." The audit team analyzed server logs to verify if they can be edited or deleted, focusing
on evaluating the logs' properties and the controls over their manipulation to ensure they comply with ISO/IEC 27001 requirements.
References: ISO 19011:2018, Guidelines for auditing management systems
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Answer: A

Explanation:

Materiality should be considered during the initial contact to obtain reasonable assurance that the audit can be successfully
completed. Determining materiality helps establish the threshold for the significance of audit findings, ensuring that the audit focuses
on substantial issues that could impact the audit conclusions.

References: ISO 19011:2018, Guidelines for auditing management systems



NEW QUESTION # 173
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