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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q16-Q21):

NEW QUESTION # 16
What characterizes the branch-to-branch topology in an Azure virtual WAN?

A. Enhanced security through centralized traffic management

B. Improved scalability for branch offices connecting to Azure

C. Smmplified network architecture with reduced hub dependencies

D. Increased redundancy through multiple connections to the central hub

Answer: B

Explanation:

Thebranch-to-branch topologyin Azure Virtual WAN is characterized bydirect connectivity between branchesthrough the Virtual
WAN backbone, whichreduces dependency on centralized hubs. This results in asimplified network architecture, lowering latency
and optimizing routing between branch locations.

NEW QUESTION # 17
In Microsoft Entra ID, what is the primary administrative unit that represents an organization and its relationship with Microsoft's
cloud services?

A. Microsoft Entra domain

B. Microsoft Entra organization
C. Microsoft Entra tenant

D. Microsoft Entra subscription

Answer: C

Explanation:

AMiicrosoft Entra tenantis theprimary administrative unitthat represents an organization within Microsoft' s identity platform It defines
theboundary for identity management, access control, and resource governance, and serves as the core entity that connects the
organization to Microsoft's cloud services such as Azure and Microsoft 365.

NEW QUESTION # 18

‘When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.

‘Which two resources, among others, are created during the process? (Choose two.)

A. One new route table

B. One VM Scale set

C. Two virtual NICs

D. One NSG for each interface

Answer: C,D

Explanation:

Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public interface and one for the internal/private interface.

One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

NEW QUESTION # 19
Which role does the local network gateway play in FortiGate to Azure VPN connectivity?

e A Itis responsible for load balancing traffic between FortiGate and Azure
e B. It represents the Azure VPN Gateway in the FortiGate configuration



e C. It manages the encryption keys for the VPN connection
e D. It defines the IP addresses of the on-premises network

Answer: D

Explanation:

Thelocal network gatewayin Azure represents theon-premises VPN device(such as FortiGate) and defines theon-premises public IP
addressand theaddress prefixesof the on-premises network. This is essential for configuring site-to-site VPN connections from
Aazure to FortiGate.

NEW QUESTION # 20
Why would you use a user-defined route in Azure?

A. To allow inbound management access to FortiGate VMs

B. To allow commumnication between FortiGate VMs on two subnets in the same VNET
C. To have the traffic from the other VM inspected by FortiGate

D. To manage user authentication and access control

Answer: C

Explanation:

Auser-defined route (UDR)in Azure is used toredirect trafficfrom other VMsthrough a FortiGate VM for inspection. By modifying
the routing table, you ensure that outbound or inter-subnet traffic issent to the FortiGate as the next hop, enablingtraffic filtering,
logging, and security enforcement.

NEW QUESTION # 21
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