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Fortinet NSE8_812 Certification Exam is a challenging exam that requires a high level of knowledge and expertise in network
security. Candidates must be well-prepared for the exam in order to pass it on the first attempt. They can prepare for the exam by
attending training courses, reading study materials, and practicing with sample questions and simulations.

Fortinet NSE 8 - Written Exam (NSE8_812) Sample Questions (Q10-Q15):
NEW QUESTION # 10 
Refer to the exhibit.
A customer reports that they are not able to reach subnet 10.10.10.0/24 from their FortiGate device.
Based on the exhibit, what should you do to correct the situation?

A. Enable iBGP multipath
B. Enable recursive resolution for BGP routes
C. Enable next-hop-self feature
D. Enable additional-path feature

Answer: C

NEW QUESTION # 11 
Refer to the CLI configuration of an SSL inspection profile from a FortiGate device configured to protect a web server:
Based on the information shown, what is the expected behavior when an HTTP/2 request comes in?

A. FortiGate will strip the ALPN header and forward the traffic.
B. FortiGate will rewrite the ALPN header to request HTTP/1.
C. FortiGate will reject all HTTP/2 ALPN headers.
D. FortiGate will forward the traffic without modifying the ALPN header.

Answer: C

Explanation:
The supported-alpn parameter is set to http1.1 in the SSL inspection profile. This means that the FortiGate will only accept
HTTP/1.1 traffic. Any HTTP/2 traffic will be rejected.
The following is the relevant documentation from Fortinet:
The supported-alpn parameter specifies the list of ALPN protocols that the FortiGate will accept. If the client requests a protocol
that is not in this list, the FortiGate will reject the connection.
The default value for the supported-alpn parameter is all. This means that the FortiGate will accept any ALPN protocol that the
client requests.
To reject all HTTP/2 traffic, set the supported-alpn parameter to http1.1.
Source: https://docs.fortinet.com/document/fortigate/7.0.0/new-features/710924/http-2-support-in-proxy-mode-ssl-inspection

NEW QUESTION # 12 
A customer is operating a FortiWeb cluster in a high volume active-active HA group consisting of eight FortiWeb appliances. One of
the secondary members is handling traffic for one specific VIP.
What will happen with the traffic if that secondary FortiWeb appliance fails?

A. Traffic will be redirected to the next appliance in the same traffic group.
B. Traffic will be redistributed by the primary appliance to the remaining secondary appliances that are configured to handle
traffic for that specific VIP.
C. Traffic will be redistributed by the primary appliance to the remaining secondary appliances.
D. Traffic will be redirected to the secondary member with the least number of sessions.

Answer: A

NEW QUESTION # 13 
Refer to the exhibit showing the history logs from a FortiMail device.
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Which FortiMail email security feature can an administrator enable to treat these emails as spam?

A. Soft fail SPF validation in an antispam profile
B. Impersonation analysis in an antispam profile
C. DKIM validation in a session profile
D. Sender domain validation in a session profile

Answer: B

Explanation:
Impersonation analysis is a feature that detects emails that attempt to impersonate a trusted sender, such as a company executive or
a well-known brand, by using spoofed or look-alike email addresses. This feature can help prevent phishing and business email
compromise (BEC) attacks. Impersonation analysis can be enabled in an antispam profile and applied to a firewall policy.
References:https://docs.fortinet.com/document/fortimail
/6.4.0/administration-guide/103663/impersonation-analysis
https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/221814/protecting-against-email-impersonation- in-fortimail

NEW QUESTION # 14 
Refer to the exhibit showing a firewall policy configuration.
To prevent unauthorized access of their cloud assets, an administrator wants to enforce authentication on firewall policy ID 1.
What change does the administrator need to make?

A. Option C
B. Option B
C. Option A
D. Option D

Answer: C

Explanation:
https://docs.fortinet.com/document/fortigate/6.2.0/new-features/238665/authentication-policy-extensions

NEW QUESTION # 15
......
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